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The Internet consists of a large collection of hosts (IP addresses) connected
by networks of links and routers. Many applications have been developed and
deployed on the Internet. A good understanding of the Internet topology and
client locations will help to develop new schemes that improve the performance
of applications. One interesting and important problem to be addressed is how
to group IP addresses based on their location on the Internet. A network-aware
grouping of IP addresses providing a good level of address aggregation will help
researchers obtain a solid understanding of the Internet topology and traffic load
patterns. It is also useful in applications such as the World Wide Web. In this
thesis, we define cluster to be a grouping of hosts that are topologically close
together and likely to be under common administrative control. We propose a
“network-aware” method to identify clusters based on information available from
BGP routing table snapshots.

The experimental results on a wide range of Web server logs show that the
entirely automated approach is able to identify clusters for 99.9% of the clients in
the Web server logs. Sampled validation results show that the identified clusters
meet the proposed validation tests using nslookup and traceroute in over 90% of
the cases. The method is insensitive to BGP dynamics and is independent of Web

server logs. Finally, we present an efficient self-corrective mechanism to increase



the accuracy of the initial approach and to make it adaptive to network dynamics.

The client cluster identification mechanism is applicable to Web caching, con-
tent distribution, server-based access prediction, server replication, Internet map
discovery, and network management. In this thesis, we examine Web caching and
server replication. The real-time client clustering information gives the service
provider a global view of where their customers are located and how their de-
mands change from over time. This is crucial information for service providers to
enhance their services, reduce costs, and extend global presence.

We also study several potential improvements to the basic clustering scheme.
We show experimentally that prefix-level clustering is necessary while super-clustering
based on the originating AS information and sub-clustering based on the client ac-
cess patterns will provide additional information. We also show that the same

method can be applied on proxy logs for network-aware server clustering.
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Chapter 1

Introduction

The Internet consists of a large collection of hosts (IP addresses) connected by
networks of links and routers. Many applications, such as the World Wide Web,
have been developed and deployed on the Internet. Researchers have been studying
techniques and schemes to improve the performance of applications. A good un-
derstanding of the Internet topology and clients’ location will improve the current
proposals, such as Web caching, and help to develop new schemes. One interest-
ing and important problem to be addressed is how to group hosts (IP addresses)
based on their location on the Internet. A network-aware grouping of IP addresses
providing a good level of address aggregation will help researchers obtain a solid
understanding of the Internet topology and traffic load patterns. It is also useful
in many applications. For example, in the World Wide Web application, it can be
used to identify the group of clients that are responsible for a most of a Web site’s
requests.

The World Wide Web is one of the most popular applications on the Internet.
The number of Web sites have grown extremely fast. Some of the Web sites get a

lot of requests from many clients. Some clients send many requests to particular



Web sites. Previous work [ACFT98, WVST99] show that the geographical issue
has a strong influence on the Web traffic. The clients belonging to an organization
are more likely to request the same documents than a set of clients with the same
size chosen at random from all the clients in the population. With Web traffic
on the rise, Web sites have a particular interest in being able to identify clients
that send many requests. For example, it is beneficial to move content closer to
groups of clients that are responsible for large subsets of requests to an origin
server. This lowers the latency perceived by the clients as well as the load on
the Web server. If a group of clients are topologically close and under common
administrative control (e.g., the same department in a university or division in a
company), then the administrator could install one or more proxy caches in front
of the clients to lower the client-perceived latency.

More generally, groups of IP address are observed in many places such as logs
and traces. A partitioning of a set of IP addresses into non-overlapping groups,
where all the IP addresses in a group are topologically close and under common
administrative control, would be useful for several applications. In this thesis, we
use the term — cluster — to denote such a grouping and examine the problem of IP
address clustering and its applications. We assume that readers of this thesis have
a working knowledge of computer networking. Please refer to [Kes97, WS94] for a

good overview of computer networking.

1.1 Simple approaches to IP address clustering

IPv4 addresses are 4 bytes long and are divided in a two-part hierarchy: network

number and host number. A subnet mask (specified as prefix length) describes



the partition between the two. There are a total of 128 Class A networks with
16,777,216 (2%1) hosts per network and a network prefix length of 8. There are a
total of 16,384 (2'*) Class B network with 65,536 (2'¢) hosts per network and a
network prefix length of 16. There are a total of 2,097,152 (22!) Class C networks
with 256 (28) hosts per network and a network prefix length of 24. The Internet’s
growth led to exhaustion of the Class B network address space and routers not
being able to manage the size of routing tables. CIDR (Classless InterDomain
Routing) addressing was proposed as a mechanism to slow the growth of routing
tables and the need for allocating new IP network numbers. For example, instead
of an entire block of one Class A, Class B or Class C address being allocated to
a typical network, more blocks of Class C addresses can be allocated to a single
network (i.e., the network prefix lengths are not necessarily 8, 16, or 24). The
Internet address space is allocated in such a manner as to allow aggregation of
routing information along topological lines [Hal97, Moy98|.

IP address clustering is not trivial because there is no reliable global registry.
An Internet registry service such as ARIN [ari99] will only provide out-of-date and
incomplete information on IP address clusters. One could use network tools, such
as nslookup and traceroute [WS94], to obtain information about client locations.
However, clustering IP addresses using nslookup and traceroute is not feasible.
The overhead of running nslookup and traceroute on each IP address is much
too high. Moreover, neither nslookup nor traceroute yields complete information
about client locations. In addition, a complete partition of an arbitrary set of IP
addresses would require knowledge that is not available to anyone (e.g., a Web
server) outside the administrative entities of the IP addresses.

A simple way to identify client clusters is to group all the clients which share



the same first 24 bits in their [P addresses into the same cluster based on the
assumption that the network prefix length is 24 [SCA99, ZQKO00]. This is one
approach to cluster identification if one relied solely on client information extracted
from logs. However, it is well-known that IP addresses are not all organized in this
fashion.

To illustrate this, Table 1.1 shows the distribution of prefix lengths extracted
from the MAE-WEST NAP routing table snapshots taken from July 3 to July
6, 1999 [merle]. The corresponding histograms are shown in Figure 1.1. While
around 50% of the prefix lengths are 24 bits, there are a large number of prefixes
that have either longer or shorter lengths. Among non-24 bit prefixes there are
more shorter prefixes (< 24) than longer ones (> 24) mainly due to the allocation
of CIDR. addresses and route aggregation'. From Table 1.1 and Figure 1.1, we also
observe that there are slight changes on prefixes distribution from day to day. For
example, the change of prefix distribution between July 3, 1999 and July 4, 1999
is about 0.5%. These changes are mainly due to the network routing dynamics,
not IP address allocation.

Identifying client clusters based on the first three bytes of IP addresses has
two main drawbacks. First, it mis-identifies small clusters, which share the same
first three bytes of their prefixes, by considering them as one single Class C net-
work (Figure 1.2(a)). For example, the hosts 151.198.194.17, 151.198.194.34, and
151.198.194.50 share the same first three bytes of IP addresses. The simple ap-
proach will consider them to be in a single Class C network with prefix 151.198.194

and netmask length 24. In reality they reside in three different networks with pre-

'With CIDR address allocation, the routing table can be shrunk by aggregating
routing entries with adjacent IP address blocks and the same routing path [Hal97,
Moy98].



Table 1.1: Distribution of prefix lengths at the Mae-West NAP.

Date
Prefix length | 7/3/1999 | 7/4/1999 | 7/5/1999 | 7/6/1999
8 20 20 20 20
9 1 1 1 1
10 3 3 3 3
11 3 3 3 3
12 12 12 12 12
13 25 24 24 24
14 73 72 72 72
15 111 100 100 100
16 3,098 3,099 3,095 3,097
17 333 331 331 332
18 706 702 703 704
19 2,092 2,091 2,074 2,084
20 1,009 1,003 1,006 1,006
21 1,275 1,268 1,263 1,265
22 1,805 1,797 1,798 1,794
23 2,227 2,220 2,220 2,220
24 13,937 14,029 14,013 14,018
25 31 31 31 31
26 34 33 33 33
27 1 1 1 1
28 4 4 4 4
29 3 3 3 3
30 1 1 1 1
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Figure 1.1: Histogram of prefix lengths at the Mae-West NAP: (a) 07/03/1999,
(b) 07/04/1999, (c) 07/05/1999, (d) 07/06,/1999.



; 54 B 20
: : prefix length
: : real network S NN R
{OJIORNC =" RGP ARNC)

...............................

€Y (b)

Figure 1.2: Two cases of misdetecting client clusters using the simple approach.

Table 1.2: A counter-example of the assumption that the prefix length is 24 bits.

IP address Name Prefix

151.198.194.17 | client-151-198-194-17.bellatlantic.net | 151.198.194.16/28
151.198.194.34 | mailsrvl.wakefern.com 151.198.194.32/28
151.198.194.50 | firewall.commonhealthusa.com 151.198.194.48/28

fixes 151.198.194.16, 151.198.194.32, and 151.198.194.48, and netmask length of 28
(Table 1.2). The names of these hosts are client-151-198-194-17.bellatlantic.net,
mailsrvl.wakefern.com, and firewall.commonhealthusa.com, respectively, indicat-
ing that they most likely belong to different administrative entities. They are not
likely to make common decisions on sharing proxies, for example. They may even
be located geographically far away from each other.

Secondly, it is obvious that the simple prefix clustering technique may mis-
cluster all Class A, Class B, and CIDR networks by dividing them into a number
of Class C networks (Figure 1.2(b)). For example, the clients belonging to a single
network with prefix length of 20 bits will be grouped into 16 Class C networks
with prefix length of 24 bits, that is, a network with prefix length of 20 bits is
false-partitioned into 16 Class C networks. In this case, a trace-driven simulation
may underestimate the benefit of Web proxies due to less proxy sharing across the
mis-identified clusters for example. In our experiments, the simplified assumptions
of this approach fail a validation test in over 50% of the sampled cases.

As an alternate approach, one could identify client clusters based on Class A,



Class B, and Class C networks. While this method may give better client clusters
than the simple approach, it is clear that there will still be inaccuracies, due both
to CIDR addressing and to subnetting within the Class A and B networks. In the
rest of this thesis, we use the simple approach as a comparison case for lack of

other approaches.

1.2 Thesis contribution
The main contribution of this thesis consists of three parts:

e We propose a network-aware method to identify client clusters using the

information available in BGP routing table snapshots.
e We examine the applications of network-aware IP address clustering.

e We study several potential improvements to the basic clustering scheme.

We explain each of them next.

1.2.1 BGP-based client clustering method

This thesis presents an entirely automated technique for a novel “network-aware”
method of identifying client clusters starting with sources of IP addresses such
as Web server logs, and using readily available information in BGP routing table
snapshots.

We conducted experiments on a wide range of Web server logs. The results show
that our method is able to identify clusters for 99.9% of the clients. We validate
our network-aware approach by examining 1% samples of client clusters. We use

two validation techniques, one based on nslookup and one based on traceroute. We



find that our method identifies clusters that meet the proposed tests in over 90%
of the cases. We also propose an efficient self-corrective mechanism to increase
the applicability and accuracy of our initial approach and to make it adaptive to

network dynamics.

1.2.2 Applications

The applications of client clustering include Web caching, server replication, con-
tent distribution, server-based access prediction, traffic engineering and load bal-
ancing. In this thesis, we discuss two applications: Web caching and server repli-

cation.

Web caching

As a primary application of clustering, we examine Web caching in this thesis.
Caching popular objects at locations close to the clients has been recognized as
one of the effective solutions to alleviate Web service bottlenecks, reduce traffic
over the Internet and improve the scalability of the WWW system. Trace-driven
simulation using Web server logs has been widely used in designing and evaluating
Web caching systems. A proxy acts as a server to clients and as a client to origin
servers. A primary role played by a proxy is to cache frequently accessed resources
to reduce latency for future accesses. In order to determine the optimal places
to install proxies, identifying the group of clients that are responsible for a large
portion of the requests sent to the Web server is very important. Previous work
[SCA99, ZQKO0] either use a simple heuristic to obtain client clusters (e.g., the 24-
bit heuristic) or rely on a sampling scheme of clients. Neither of them does a good

job in capturing the client request pattern and its geographical distribution. The
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network-aware client cluster is useful for Web servers to identify client clusters that
send a lot of requests, monitor access patterns of client clusters, identify unusual
access patterns such as spiders, determine optimal placement of proxies (and/or
server replicas), and data movement among replicated servers/proxies, etc.

In this thesis, we examine how to use network-aware clustering in a Web caching
simulation and contrast it with the simple approach (i.e., the 24-bit heuristic). We
also present an approach to identifying hosts with unusual access patterns, such
as spiders? and proxies, and then describe proper placement of proxies between

clients and servers.

Server replication

As the second example, we examine a typical application of clustering in server
replication: automatic request redirecting among mirror servers. To accommodate
users’ demands, a Web site usually replicates its content at several places (mirror
servers) to lower load on the main server and to reduce user access latency. User
requests redirecting among the mirror servers will help reduce the user access la-
tency as well as balance the load among the servers. Without a client clustering
scheme, requests redirection is conducted on a per client basis. Network-aware
client clustering allows clients belonging to the same cluster to cooperate. More-
over, cluster-based request redirecting will also reduce the overhead of redirecting
requests at the server.

In this thesis, we propose a scheme that can be deployed at Web servers to

automatically redirect client requests to one of the good servers to reduce the

2A spider is a program whose task is to obtain all the resources on a large
number of sites, primarily for the purpose of generating an inverted index to be
used in a search application.
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access latency perceived by clients. We select good servers for a client cluster based
on the “follow-the-herd” heuristic. We also propose a mechanism to dynamically
reconstruct a busy cluster list. We conduct experiments on a set of server logs of
a digital library site. Traceroute results show that our selection of good servers

usually have a smaller RT'T to the client clusters than that of other servers.

1.2.3 Improvements

We improve our basic clustering approach in four distinct ways.

1. We examine if busy clusters can be combined into a super-cluster based
on the Autonomous Systems (AS)?® that originates the prefix of cluster’s TP

addresses [Hal97];

2. We examine if small (non-busy) clusters can be combined into a super-cluster

if they originate from the same AS;

3. We examine if large clusters can be sub-clustered based on their access pat-

tern;

4. We examine if server clustering is possible as well.

1.3 Thesis overview

After examining related work in Chapter 2, Chapter 3 describes the network-aware

approach to identifying client clusters. The thesis presents the basic scheme as

3The Internet consists of a large collection of hosts connected by networks of
links and routers. It is divided into thousands of distinct regions of administrative
control, referred to as Autonomous Systems (AS), ranging from college campuses
and corporate networks to large Internet Service Providers (ISPs).
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well as the experimental results on varied Web server logs. Chapter 4 addresses
applications of client clustering. We use Web caching and server replication as two
examples to illustrate the usefulness of client clustering. Chapter 5 presents four
new cluster-related ideas. Finally, Chapter 6 concludes the thesis by discussing

potential improvements to our work.



Chapter 2

Related work

In this chapter, we examine work related to our own. We have divided this into
three classes: TP address clustering, Web caching, and content distribution. The

following sections discuss each of these in turn.

2.1 IP address clustering

We are not aware of any work that uses BGP [Hal97] routing information to do
clustering of clients for the range of applications we have examined. Simply using
nslookup to do clustering is expensive. It requires to query DNS servers for each
IP address. In addition, the nslookup-based approach is unlikely to yield full
results. This is partially because not all the IP addresses can be resolved from
querying DNS servers. Even if for those IP addresses that are resolvable, grouping
IP addresses into clusters based on their name will yield inaccurate results. For
example, all the clients on the AT&T network have a name of the format *.att.com.
However, they could be very far away from each other and belong to different

clusters.

13
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A clustering model based on distance between servers and clients [BC96] was
used to lower the cost of document dissemination. The server classifies documents
into globally, remotely, and locally popular, based on the remote-to-local access
ratio. In [BC96], information is disseminated from home servers to service proxies
closer to clients with the assumption that there is a many-to-many mapping be-
tween home servers and service proxies. A service proxy along with the set of home
servers it represents form a cluster. The Internet is modeled as a hierarchy of such
clusters. In [BC96], the clustering is based on the structure of the routes between
a server and its clients. A server-to-client routing tree is constructed based on
traceroute, on which the dissemination strategy is performed. Replicas of the most
popular files are disseminated down to the proxies closer to the clients.

Besides [BC96], [KRS00] also made use of traceroute although for a different
purpose. Using traceroute along the lines of [KRS00] or [BC96] is more expensive
than using routing table information. In particular, it is not feasible for using it

under real-time considerations.

2.2 Web caching

The World Wide Web can be considered as a large distributed information system
that provides access to shared data objects. The estimated size of the World Wide
Web is shown in Figure 2.1 [BB]. As the World Wide Web continues its exponential
growth (the number of static Web pages increases approximately 15% per month),
two of the major problems that Web users are suffering today are network con-
gestion and server overloading. The rapid growth of WWW could be attributed

to the fact that, at least till now, its usage is quite inexpensive, and accessing
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information is fast and easy. Also, the World Wide Web has documents that ap-
peal to a wide range of interests, e.g., news, education, scientific research, sports,
entertainment, stock market, travel, shopping, weather, maps, etc. Although the
Internet backbone capacity increases 60% per year, the demand for bandwidth is
likely to outstrip supply in the foreseeable future as more and more information
services are moved onto the Web. If some kind of solution is not undertaken for

its rapidly increasing growth, it will be too congested and its entire appeal may be

lost.
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Figure 2.1: Number of distinct, static Web pages.

Researchers have been working on improving Web performance since the early
90’s. Caching popular objects close to the clients has been recognized as an effective
solution to alleviate Web server bottlenecks, reduce traffic over the Internet, and
improve scalability.

Documents can be cached on clients, proxies, and servers. The effects of Web
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caching are two-fold. First, it has been shown that caching documents can improve
Web performance significantly [CDFT98] [DMF] [KLM97]. The advantages of Web

caching are:

1. It reduces bandwidth consumption, thereby decreasing network traffic and

congestion.
2. It reduces access latency because:

(a) By fetching frequently accessed documents from a nearby proxy cache,

the access latency is minimized.

(b) Because of reduction in network traffic, documents that are not cached

can be retrieved faster.

3. It reduces the workload of the remote Web server by disseminating data

among the proxy caches over the wide area network.

4. If the remote server is not available due to a remote server’s crash or net-
work partitioning, the client can access a cached copy at proxy. Thus, the

robustness of the Web service is enhanced.

5. A side effect of Web caching is that it provides an opportunity to analyze an

organization’s usage patterns.

Furthermore, it has been shown that the cooperation of proxy caches is a power-
ful paradigm to improve cache effectiveness where caches cooperate both in serving
each other’s requests and in making storage decisions (e.g. object placement and
replacement) [KD99] [KS98]. However, note that there are several disadvantages

of using a caching system in Web services:
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1. A client might be looking at stale data due to a lack of proper updating.

2. The access latency may increase in the case of a cache miss. Hence, cache hit
rate should be maximized and the cost of a cache miss should be minimized

when designing a caching system.

3. A single proxy cache is always a bottleneck. A limit has to be set to the
number of clients it can service, so that the mechanism is at least as efficient

as when directly contacting with the remote servers.
4. A single proxy is a single point of failure.

5. Using a proxy cache will reduce access to the original remote server, making
it impossible for information providers to maintain a true log of the hits to
their pages. Hence, they might decide not to allow their documents to be

cacheable.

2.2.1 Elements of a World Wide Web caching system

Besides the obvious goals of a Web caching system, we would like a Web caching
system to have a number of properties. They are fast access, robustness, trans-
parency, scalability, efficiency, adaptivity, stability, load balancing, ability to deal
with heterogeneity, and simplicity [Wan99]. A generic model of a Web caching sys-
tem is shown in Figure 2.2. In such a caching system, documents can be cached at
clients, proxies, and servers. A client always requests a page from its local proxy if
it does not have a valid copy in its own browser’s cache. Upon receiving a request
from a client, the proxy first checks to see if it has the requested page. If so, it
returns the page to the client. If it does not have the requested page in its cache,

it sends a request to its cooperative proxies or the server. On receiving a request
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from another proxy, the proxy checks if it has the requested page. If so, it returns
the page to the proxy issuing the request. If not, the proxy may further forward
the request to other proxies or the server. If none of the cooperative proxies has

the page, the proxy will fetch the page from the server.

Web server Web server

/\
- \
proxy/':‘f*“‘ AR
/// / \\cooperati o /' ‘ ‘
/’/'/ X cts
clients S

clients

Figure 2.2: A generic WWW caching system.

In order to make a WWW caching system work, the following problems need

to be solved:

e How are the cache proxies organized: hierarchically, distributed, or hybrid?

(caching system architecture)

e Where is a cache proxy placed in order to achieve optimal performance?

(proxy placement)

e What can be cached in the caching system: data, connection, and computa-

tion? (caching content)
e How do proxies co-operate with each other? (proxy co-operation)

e What kind of data/information can be shared among co-operative proxies?

(data sharing)
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e How does a proxy decide where to fetch a requested page? (cache resolu-

tion/routing)

e How does a proxy decide what and when to prefetch from a Web server or

other proxies to reduce access latency in the future? (prefetching)

e How does a proxy decide which pages to store in its cache and which ones to

remove? (cache placement and replacement)
e How does the proxy maintain data consistency? (cache coherency)

e How is the control information (e.g. URL routing information) distributed

among proxies? (control information distribution)

e How does the system deal with data that is not cacheable? (dynamic data

caching)

These questions must be addressed in every proposed caching system. Depend-
ing upon the choices made in answering each question, a variety of schemes have

been proposed and these are discussed next.

2.2.2 Caching architectures

The performance of Web caches depends on the size of the client community con-
nected to it; the more people use it, the higher the probability that a given docu-
ment has already been requested and is present in the cache. Caches cooperate to
increase the probability of a document hit. A caching architecture should provide
a paradigm that assists proxies to cooperate efficiently with each other.

In order to achieve this goal, caches could be set up either hierarchically

[CDN*96] [MNR*98] [YWMW], distributed [FCAB98] [GRC97] [PHI7] [REL9S)]
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[RW98] [TDVK98| [Wan97] [WC], or in a hybrid way [RCG98] [WC|. The main
performance metric of caching architectures is the expected latency to retrieve a
Web document. It is debatable which caching architecture can achieve optimal
performance. Recent research [RSB99] shows that hierarchical caching has shorter
connection times than distributed caching, and hence, placing additional copies at
intermediate levels reduces the retrieval latency for small documents. It has also
been shown that distributed caching has shorter transmission times and higher
bandwidth usage than hierarchical caching. A “well configured” hybrid scheme
can combine the advantages of both hierarchical and distributed caching, reducing

the connection time as well as the transmission time.

2.2.3 Cache resolution/routing

Scalability and deployment concerns have led most designers of Web caching in-
frastructures to design schemes based on deploying a large number of Web caches
scattered around the Internet. The main challenge in such approaches is being able
to quickly find a cache containing the desired document. While this problem is
similar to the general problem of network routing, it cannot be solved in the same
way. Conventional routing protocols scale because of the route aggregation made
possible by hierarchical addressing. However, since documents with the same URL
prefix or server address prefix will not necessarily be delivered to the same clients,
there is no necessary correspondence among their cache locations. With no way
to aggregate routes, the cache routing tables would be unmanageably large. In
addition, they have to be updated frequently. This leads to cache misses when
proxies do not have updated cache routing information. In order to minimize the

cost of a cache miss, an ideal cache routing algorithm should route requests to the
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next proxy which is believed to cache the desired document along (or close to) the
path from the client to the Web server.

The common approach is to grow a caching distribution tree away from each
popular server towards sources of high demand and do cache resolution either via
a cache routing table [CDNT96] [LGI8] [MLB95] [MNR98] [PHI7] [Wan97] [WC]
or via hash functions [Blo70] [FCAB98] [KLL*97] [VR].

Harvest cache system [CDNT96] uses a cache routing table to do cache routing.
Caches are organized in a hierarchy and use a cache resolution protocol called
Internet Cache Protocol (ICP) [WC]. Requests for Web documents are forwarded
up the hierarchy in search of a cached copy. In attempt to prevent overloading
caches at the root, caches query their siblings before passing requests upwards.

Adaptive Web Caching [MNR198] also uses a cache routing table to help cache
routing. In particular, it uses a mesh of caches in which distribution trees for each
server are built. The caches in the mesh are organized into overlapping multicast
groups through which a request travels in search of a cached document. This
scheme benefits from constructing different distribution trees for different servers
(so no root node will be overloaded) and being robust and self-configuring. For
less popular objects, queries travel through many caches, and each check requires
a query to and responses from a group of machines. The authors suggest dealing
with this problem by limiting the number of caches a request will access.

The Cache Array Routing Protocol (CARP) [VR] uses a hashing function to
facilitate cache routing. It allows for “queryless” distributed caching by using a
hash function based upon the “array membership list” and URL to provide the
exact cache location of an object, or where it will be cached upon downloading

from the Internet. When one proxy server is added or removed, 1/n URLs need
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to be reassigned and the new hash function need to be distributed among proxies,
where n is the number of proxy servers.

Another example of using a hashing function in cache routing is the Summary
cache [FCABO98|. In a Summary cache, each proxy keeps a summary of the URLs
of cached documents at each participating proxy and checks these summaries for
potential hits before sending any queries. To reduce overhead, the summaries are
stored as a Bloom filter [Blo70] and updated only periodically. Experiments have
shown that Summary caches reduce the number of inter-cache protocol messages,
bandwidth consumption, and protocol CPU overhead significantly while maintain-
ing almost the same cache hit ratio as ICP (Internet Caching Protocol) [WC].

These approaches work well for requests for very popular documents, because
these documents will propagate out to many caches, and so will be found quickly.
For less popular documents, the search may follow a long and circuitous path of
numerous failed checks. The impact of this is substantial since the hit rate on Web
caches is typically less than 50%, indicating a large number of documents of only

low to moderate popularity [ASAT95].

2.2.4 Prefetching

Prefetching can be applied in three ways in the Web:

1. Between browser clients and Web servers ([BC96] [CB98] [CJ97] [PM99]

[PM96]).
2. Between proxies and Web servers ([CKR98b] [CY97] [GS94] [KLM97] [MC98)).

3. Between browser clients and proxies ([FCLJ99] [LB97]).
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Between browser clients and Web servers

Early studies focus on prefetching schemes between browser clients and Web servers.
Padmanabhan and Mogul [PM96] analyze the latency reduction and network traffic
of prefetching using Web server traces and trace-driven simulation. The prediction
algorithm they used is based on the Prediction-by-Partial-Matching (PPM) data
compressor with a prefix depth of 1. The study shows that prefetching from Web
servers to individual clients can reduce client latency by 45% at the expense of
doubling the network traffic. Bestavros and Cunha [BC96] present a model for
speculative dissemination of World Wide Web documents. The work shows that
reference patterns observed at a Web server can be used as an effective source of
information to drive prefetching, and reaches similar results as [PM99]. Cunha
and Jaccoud use [CJ97] a collection of Web client traces and study how effectively
a user’s future Web accesses can be predicted from his or her past Web accesses.
They show that a number of models work well and can be used in prefetching.
Crovella and Barford [CB98| analyzed the network effects of prefetching and show
that prefetching can reduce access latency at the cost of increasing network traffic
and increasing network traffic burstiness (and thereby increasing network delays).
They proposed a rate-controlled prefetching scheme to minimize the negative net-
work effect by minimizing the transmission rate of prefetched documents. However,
these early studies do not consider or model caching proxies and hence fail to an-

swer the question about the performance of prefetching completely.

Between proxies and Web servers

After proxies were deployed to improve Web access, research interest has shifted to

investigating prefetching techniques between proxies and Web servers. Gwertzman
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and Seltzer [GS94] discuss a technique called Geographical Push-Caching where
a Web server selectively sends it documents to the caches that are closest to its
clients. The focus of the study is on deriving reasonably accurate network topology
information and using the information to select caches. Kroeger et al. [KLM97]
investigate the performance limits of prefetching between Web servers and proxies,
and show that combining perfect caching and perfect prefetching at the proxies
can at least reduce the client latency by 60% for high bandwidth clients. Markatos
and Chronaki [MC98] propose that Web servers regularly push their most popu-
lar documents to Web proxies, which then push those documents to the clients.
They evaluate the performance of the strategy using several Web server traces and
find that this technique can anticipate more than 40% of a client’s request. The
technique requires cooperation from the Web servers. The study does not evaluate
client latency reduction from the technique. Cohen et al. [CKR98b] also investi-
gate similar techniques. Wcol [CY97] is a proxy that prefetches documents, links,
and embedded images. The proxy, however, does not push the documents to the

client.

Between browser clients and proxies

Prefetching can also be done between browser clients and proxies. Loon and
Bharghavan [LB97] proposed a design and an implementation of a proxy system
that performs prefetching, image filtering, and hoarding for mobile clients. Fan
et al. [FCLJ99] proposed an approach to reduce latency by prefetching between
caching proxies and browsers. The approach relies on the proxy to predict which
cached documents a user might reference next (based on the PPM data compres-

sor), and takes advantage of idle time between user requests to either push or pull
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the documents to the user. Simulation results show that prefetching combined
with large browser cache and delta-compression can reduce client latency up to

25%.

Discussion

Although Web performance is improved by caching documents at proxies, the
benefit from this technique is limited [DFKM97] [KLM97]. Previous research shows
that the maximum cache hit ratio that can be achieved by any caching algorithm
is usually no more than 50%, that is, regardless of the caching scheme in use, one
out of two documents cannot be found in the cache [ASA*95]. One way to further
increase the cache hit ratio is to anticipate future document requests and preload

or prefetch these documents in a local cache.

2.2.5 Cache placement/replacement

A key aspect of the effectiveness of proxy caches is a document placement and
replacement algorithms that can yield a high hit rate. While cache placement
has not been well studied, a number of cache replacement algorithms have been
proposed in recent studies, which attempt to minimize various cost metrics, such
as hit ratio, byte hit ratio, average latency, and total cost. The approaches can be

classified into the following three categories [AWY99].

1. Traditional replacement policies and its direct extensions:

o Least Recently Used (LRU) evicts the object which was requested least

recently.
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o Least Frequently Used (LFU) evicts the object which is accessed least

frequently.

o Pitkow/Recker [WAS196] evicts objects in LRU order, except if all ob-
jects are accessed within the same day, in which case the largest one is

removed.

2. Key-based replacement policies: (i.e., the replacement policies in this cat-
egory evict objects based upon a primary key. Ties are broken based on

secondary key, tertiary key, etc.)

e Size [WAST96] evicts the largest object.

e LRU-MIN [ASAT95] biased in favor of smaller objects. If there are any
objects in the cache which have size being at least S, LRU-MIN evicts
the least recently used one from the cache. If there are no objects with
size being at least S, then LRU-MIN starts evicting objects in LRU
order of size being at least S/2. That is, the object who has the largest
log(size) and is the least recently used object among all objects with
the same log(size) will be evicted first.

e LRU-Threshold [ASAT95] is the same as LRU, but objects larger than

a certain threshold size are never cached.

e Hyper-G [WAST96] is a refinement of LFU, breaking ties using the re-

cency of last use and size.
e Lowest Latency First [WA97] minimizes average latency by evicting the

document with the lowest download latency first.

3. Cost-based replacement policies: (i.e., the replacement policies in this cate-

gory employ a potential cost function derived from different factors such as
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time since last access, entry time of the object in the cache, transfer time

cost, object expiration time and so on.)

o GreedyDual-Size (GD-Size) associates a cost with each object and evicts

the object with the lowest cost/size.

e Hybrid [WA97| associates a utility function with each object and evicts

the one that has the least utility to reduce the total latency.

e Lowest Relative Value [LRV] evicts the object with the lowest utility

value.

e Least Normalized Cost Replacement (LCN-R) [SSVI7] employs a ratio-

nal function of the access frequency, the transfer time cost and the size.

e Bolot/Hoschka [BH96] employs a weighted rational function of transfer

time cost, the size, and the time of last access.

o Size-Adjusted LRU (SLRU) [AWY99] orders the object by ratio of cost

to size and chooses objects with the best cost-to-size ratio.

e Server-assisted scheme [CKR98a] models the value of caching an object
in terms of its fetching cost, size, next request time, and cache prices
during the time period between requests. It evicts the object of the

least value.

e Hierarchical GreedyDual (Hierarchical GD) [KD99] does object place-

ment and replacement cooperatively in a hierarchy.

To summarize, great efforts have been made to maximize cache hit ratio. How-
ever, the performance of replacement policies highly depends on the traffic char-

acteristics of WWW accesses. No known policy can outperform others for all Web
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access patterns. As the cost of disk space becomes lower, cache replacement has

been considered as a less serious issue.

2.2.6 Cache coherency

Caches provide decreased access latency at a cost: every cache will sometimes
provide users with stale pages - pages which are out of date with respect to their
master copies on the Web servers where the pages originated [DP96]. Every Web
cache must somehow update pages in its cache so that it can give users pages
which are as fresh as possible. Caching and the problem of cache coherency on
the World Wide Web are similar to the problems of caching in distributed file
systems. However, the Web is different than a distributed file system in its access
patterns, its larger scale, and its single point of updates for Web objects [GS96].
Current cache coherency schemes provide two types of consistency, strong cache
consistency', which includes client validation and server invalidation [CL97], and
weak cache consistency?, which includes adaptive TTL [Cat92] [CDNT96] [DP96]
[GS94] [LA94] [Wes95] and piggyback validation/invalidation [CKR98b] [KW97]

[KWOS] [KW99).

1. Strong cache consistency

(a) Client validation. This approach is also called polling-every-time. The
proxy treats cached resources as potentially out-of-date on each access
and sends an [f-Modified-Since header with each access of the resources.

This approach can lead to many 304 responses (HTTP[HTTa, HTTb]

!Cached data is always consistent with its original copy at the server.
2Cached data may be stale.
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response code for “Not Modified’) by server if the resource has not

actually changed.

(b) Server invalidation. Upon detecting a resource change, the server sends
invalidation messages to all clients that have recently accessed and po-
tentially cached the resource [CL97]. This approach requires a server
to keep track of lists of clients to use for invalidating cached copies
of changed resources and can become unwieldy for a server when the
number of clients is large. In addition, the lists themselves can become
out-of-date causing the server to send invalidation messages to clients

who are no longer caching the resource.
2. Weak cache consistency

(a) Adaptive TTL. The adaptive TTL (also called Alex protocol [Cat92])
handles the problem by adjusting a document’s time-to-live based on
observations of its lifetime. Adaptive TTL takes advantage of the fact
that file lifetime distribution tends to be bimodal; if a file has not been
modified for a long time, it tends to stay unchanged. Thus, the time-to-
live attribute to a document is assigned to be a percentage of the docu-
ment’s current “age”, which is the current time minus the last modified
time of the document. Studies [Cat92] [GS94] have shown that adap-
tive TTL can keep the probability of stale documents within reasonable
bounds (< 5%). Most proxy servers (e.g. CERN httpd [LA94] [Wes95])
use this mechanism. The Harvest cache [CDN196] mainly uses this ap-
proach to maintain cache consistency, with the percentage set to 50%.

However, there are several problems with this expiration-based coher-
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ence [DP96]. First, user must wait for expiration checks to occur even
though they are tolerant to the staleness of the requested page. Second,
if a user is not satisfied with the staleness of a returned document, they
have no choice but to use a Pragma:No-Cache request to load the entire
document from its home site. Third, the mechanism provides no strong
guarantee towards document staleness. Fourth, users cannot specify the
degree of staleness they are willing to tolerate. Finally, when the user

aborts a document load, caches often abort a document load as well.

Piggyback validation/invalidation. Krishnamurthy et al. propose piggy-
back invalidation mechanisms to improve the effectiveness of cache co-
herency [CKR98b] [KW97] [KW98] [KW99]. Three invalidation mech-
anisms are proposed. The Piggyback Cache Validation (PCV) [KW97]
capitalizes on requests sent from the proxy cache to the server to im-
prove coherency. In the simplest case, whenever a proxy cache has a
reason to communicate with a server it piggybacks a list of cached, but
potentially stale, resources from that server for validation. The basic
idea of the Piggyback Server Invalidation (PSI) mechanism [KW98] is
for servers to piggyback on a reply to a proxy, the list of resources that
have changed since the last access by this proxy. The proxy invalidates
cached entries on the list and can extend the lifetime of entries not on
the list. They also proposed a hybrid approach which combines the
PSI and the PCV techniques to achieve the best overall performance
[KW99]. The choice of the mechanism depends on the time since the
proxy last requested invalidation for the volume [CKR98b]. If the time

is small, then the PSI mechanism is used, while for longer gaps the PCV
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mechanism is used to explicitly validate cache contents. The rationale
is that for short gaps, the number of invalidations sent with PSI is rel-
atively small, but as the time grows longer the overhead for sending

invalidation will be larger than the overhead for requesting validations.

2.2.7 Connection caching and computation caching

The proxy cache has been recognized as an effective mechanism to improve Web
performance. A proxy may serve in three roles: data cache, connection cache, and
computation cache. A recent study shows that caching Web page at proxy reduces
the user access latency 3% - 5%. In presence of P-HTTP[HTTb], a proxy can be
used as a connection cache. By using persistent connections between clients and
proxy and between proxy and Web server, the total latency improvements grow
substantially (20% - 40%) [CDF*98] [FCD*99].

Computation caching can be viewed as that the Web server replicates and
migrates some of its services to the proxies to alleviate the server bottleneck. One
application of such computation caching is dynamic data caching. The motivation
is that, in the presence of current caching schemes, the hit ratio at a proxy is at
most 50%, which is limited by the fact that a significant percentage of Web pages
is dynamically generated and therefore not cacheable. Computation caching can
be used to improve the performance to retrieve dynamic data by caching dynamic
data at proxies and migrating a small piece of computation to proxies [CID99]

[CZB98] [LAISD99] to generate or maintain cached data.
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2.2.8 User access pattern prediction

A proxy’s policies for managing cached resources (i.e., prefetching, coherence,
placement and replacement) and TCP connections rely on assumptions about
client access patterns. To improve information exchanges between Web servers
and proxies, a variety of techniques have been proposed to predict future requests.
One approach is to group resources that are likely to be accessed together, based
on the likelihood that pairs of resources are accessed together and server file sys-
tem structure, etc [CKR99] [YWMW]. Others are using the Prediction by Partial
Match (PPM) model to predict which pages are likely to be accessed in the near

future [FCLJ99] [PM99] [PM96].

2.2.9 Load balancing

Many have experienced the hot spot phenomenon in the context of the Web. Hot
spots occur any time a large number of clients wish to simultaneously access data
or get some services from a single server. If the site is not provisioned to deal
with all of these clients simultaneously, service may be degraded or lost. Several
approaches to overcoming hot spots have been proposed. Most use some kind of
replication strategy to store copies of hot pages/services throughout the Internet;

this spreads the work of serving a hot page/service across several servers (i.e.,

proxies) [CDNT96] [HMY] [MLB95] [Rab].

2.2.10 Proxy placement

The placement of proxies is also important to achieve optimal Web performance.

The desirable properties of such proxy placement policies include self-organization,
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efficient routing, efficient placement, load balancing, and stable behavior. However,
little study has been done to address this issue. Li et al. [LGIT99] attempts to solve
it based on the assumption that the underlying network topology is a minimum

spanning tree and model it as a dynamic programming problem.

2.2.11 Dynamic data caching

As mentioned before, the benefit of current Web caching schemes is limited by
the fraction of accessed data that is cacheable. Non-cacheable data (i.e., person-
alized data, authenticated data, dynamically generated data, etc.) is a significant
percentage of the total data. For example, measurement results show that 30% of
user requests contain cookies [CDF198] [FCD'99]. The results in [WM99] indicate
that assumptions made in previous work about the uncacheability of responses with
cookies may not be valid [CDF*98, FCD*99]. How to make more data cacheable
and how to reduce the latency to access non-cacheable data have become cru-
cial problems in order to improve Web performance. Current approaches can be
classified into two categories: active cache and server accelerator.

Active cache [CZB98] supports caching of dynamic documents at Web proxies
by allowing servers to supply cache applets to be attached with documents and
requiring proxies to invoke cache applets upon cache hits to finish the necessary
processing without contacting the server. Active cache can result in significant
network bandwidth savings at the expense of CPU cost. However, due to the
significant CPU overhead, the user access latencies are much larger than that
without caching dynamic objects.

A Web server accelerator [LAISD99] resides in front of one or more Web servers

to speed up user accesses. It provides an API which allows application programs
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to explicitly add, delete, and update cached data. The API allows the accelerator
to cache dynamic as well as static data. Invalidating and updating cached data
is facilitated by the Data Update Propagation (DUP) algorithm which maintains
data dependence information between cached data and the underlying data which

affect their values in a graph [CID99].

2.2.12 Web traffic characteristics

Understanding the nature of the workloads and system demands created by users
of the World Wide Web is crucial to properly designing and provisioning Web
services. The effectiveness of caching schemes relies on the presence of temporal
locality in Web reference streams and on the use of appropriate cache manage-
ment policies appropriate for Web workloads. A number of measurements have

been done to exploit the access properties at clients, proxies, and servers [AFAW]|

[AFJ99] [BBBC99] [BCF+99] [DFKM97] [DMF].

2.2.13 Summary

As the Web becomes more popular, users are increasingly suffering from network
congestion and server overloading. Significant efforts have been made to improve
Web performance. Web caching is recognized to be one of the effective techniques
to alleviate server bottlenecks and reduce network traffic, thereby minimizing the
user access latecny. In this section, we give an overview of recent Web caching
schemes. In surveying previous work on Web caching, we notice that there are
still some open problems in Web caching such as proxy placement, cache routing,
dynamic data caching, fault tolerance, security, etc. The research frontier in Web

performance improvement lies in developing an efficient, scalable, robust, adaptive,
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and stable Web caching scheme that can be easily deployed.

2.3 Content distribution and load balancing

Several efforts are underway at research and production levels in improving con-
tent distribution. At the DNS layer some companies (e.g., Akamai [aka], Digital
Island [dig], Adero [ade]) use a client’s location to serve content from a nearby
site to lower load on the server and the perceived latency. For example, Akamai’s
FreeFlow [aka] delivers content over Akamai’s global network. Akamai servers
are distributed throughout the world at the edges of the Internet, so they are geo-
graphically close to end-users. FreeFlow continuously monitors Internet conditions
and determines the best delivery route and optimal “edge server” for each Web site
request. FreeFlow Akamaizer automatically tags the specified content for delivery
from the Akamai network. When an Akamaized Web site is requested, the site
serves the Web page while FreeFlow delivers objects within the page from an Aka-
mai server (Figures 2.3 and 2.4). Akamai could use the clustering methodology to
automatically monitor users’ demand and to install Akamai servers on its network.

It may also help to perform load balancing among Akamai servers.
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Figure 2.3: Internet content delivery without Akamai’s Freeflow.
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Figure 2.4: Internet content delivery with Akamai’s Freeflow.
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Chapter 3

A Network-aware approach to

client clustering

We present a novel method to identify client clusters by using the prefixes and
netmasks information extracted from the BGP (Border Gateway Protocol [Hal97,
LR90, Moy98]) routing and forwarding table snapshots. In this chapter, we first
give a overview of BGP and the rationale behind the network-aware approach to
clustering. Next, we present the network-aware approach and show some experi-

mental results.

3.1 BGP

The Internet consists of a large collection of hosts connected by networks of links
and routers. It is divided into thousands of distinct regions of administrative
control, referred to as Autonomous Systems (AS), ranging from college campuses
and corporate networks to large Internet Service Providers (ISPs). Within the

boundaries of each AS, Interior Gateway Protocols (IGPs), such as RIP and OSPF,

37
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Autonomous Systems (AS)

Border routers

BGP

Figure 3.1: General illustration of AS relationships.

are used to route datagrams. Then different ASs are interconnected via an Exterior
Gateway Protocol (EGP) to form the global internetworking. Currently the de
facto EGP in the Internet is the Border Gateway Protocol version 4 (BGP4) (see
Figure 3.1).

EGPs were introduced because IGPs are not suitable for global internetwork-
ing. First, IGPs do not scale well for large networks. Their routing table structure
and control information exchanging mechanism make IGPs unusable in large-scale
networks. Secondly, IGPs do not provide the hook for logical separation between
organizations. Since individual organizations need to function with enough tech-
nical independence, IGPs are inappropriate for operating in multi-organization
networks.

EGPs were aimed at what IGPs are not capable of. They segregate routing
domains into separate ASs and offer routing service between ASs. EGPs reduce

the routing table expansion problem, because the internals of the organizational
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networks can be omitted by EGPs. By organizing the Internet into ASs, EGPs
allow each AS to have its own routing policies independent of what is used in
other ASs. Thus, an individual administration has total control over the routing
activities within the organization’s network.

From the routing point of view, each AS consists of the set of routers having
a single routing policy. At the same time, from an administrative point of view,
each AS consists of a set of routers under a single technical administration. To the
rest of the world, the whole AS can be viewed as a single network entity.

BGP4’s initial deployment started in 1993. Different from any distance vector
or link state algorithm, BGP is a path vector protocol. BGP routing information
consists of a sequence of AS numbers. This sequence describes the path a data
packet will traverse and hence the term “path vector”.

BGP uses negotiation between neighboring ASs to establish relationships be-
tween BGP peers. The negotiation includes the successful completion of a TCP
connection between BGP peers, a successful reception and processing of an OPEN
message, and periodical exchange of KEEPALIVE messages. Using TCP connec-
tions, BGP routing control messages are exchanged reliably. As soon as the TCP
connection is up, a BGP endpoint sends an OPEN message to its peer and waits for
an acknowledgement, which could be either in the format of a NOTIFICATION
message (failure) or a KEEPALIVE message (success). If a KEEPALIVE mes-
sage is received, the neighboring relationship between BGP peers is established.
From this point on, neighboring BGP peers exchange KEEPALIVE messages pe-
riodically to maintain their relationship and monitor each other’s well being. If
something goes wrong, a NOTIFICATION is sent to the peer BGP entity and the

neighbor negotiation is restarted from the TCP connection step.
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After the neighboring relationship is confirmed, BGP routers exchange their
route information using UPDATE messages. The exchange of UPDATE messages
gives BGP enough knowledge to construct loop-free routes. Each UPDATE mes-
sage contains three blocks: network layer reachability information (NLRI), path
attribute, and unreachable routes. The NLRI block indicates the network whose
route is advertised in this UPDATE message. The path attribute block is used
to keep track of route specific information such as the path information, degree of
preference of a route, next hop value of a route, and aggregation information. The

last block lists routes that have become unreachable.

3.2 Why BGP?

The rationale behind the network-aware approach is that the prefixes and cor-
responding netmasks identify the routes in the routing table which are used by
core BGP routers to forward packets to a given destination. By examining rout-
ing tables from a collection of points in the network, we are likely to see entries
that approximately correspond to our notion of a cluster (described in Chapter 1).
The most specific entries are most useful to us, since they represent groups of
clients that are topologically very close together. Less specific entries (resulting
from significant route aggregation) are likely to produce clusters that are too large.
By examining multiple routing tables, we hope to get a large number of specific
entries that include most of the IP addresses of interest (e.g., IP addresses ex-
tracted from Web logs). Our approach makes use of snapshots of routing tables.
Although, observed from Table 1.1, these tables will change over time, we find our

network-aware approach performs well.
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Client clusters using real-time routing information

Figure 3.2: The entire automated process of client clustering.

3.3 Overview

Our network-aware approach to client clustering is an entirely automated process
starting with the sources of IP addresses such as Web server logs and BGP routing

table snapshots. Figure 3.2 provides a graphical view of the five steps.

1. network prefix/netmask extraction and extraction of IP addresses from Web

server logs;
2. client cluster identification;
3. (optional) validation of our method by sampling the resulting client clusters;
4. examining the effect of network dynamics on client cluster identification;

5. self-correction and adaptation.
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The validation step is optional for most applications; we include it here to
provide a quantitative measurement of the accuracy of our approach. We discuss
each of these steps in this chapter and also look at other issues affecting client

cluster identification.

3.4 Network prefix extraction

The first step of the network-aware approach is to generate a combined pre-

fix/netmask entry table. We do this in three steps.

1. Extract prefix/netmask entries from the routing table snapshots
2. Unify prefix/netmask entries into a standard format

3. Insert all the entries from different routing tables into a single, large table.

Taking such a union gives us a more complete picture of the network topology.

3.4.1 Prefix entry extraction

The BGP routing tables (Table 3.1) are collected automatically via a simple script
from AADS, MAE-EAST, MAE-WEST, PACBELL, PAIX (all from [merle]), ARIN
[ari99], AT&T-Forw and AT&T-BGP [att99], CANET [can99], CERFNET [cer99],

NLANR [nla97], OREGON [ore97], SINGAREN [sines], and VBNS [vbnml]. We

do so by one of two ways:
e Downloading them from well-known Web sites (e.g., AADS)

e Telneting to a particular host to run a script to dump routing tables (e.g.,

OREGON).



Table 3.1: BGP routing tables used in our experiments.
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Name Date ‘ Size ‘ Comments

AADS 12/7/1999 | 17K | BGP routing table snapshots updated every 2
hours

ARIN 10/1999 | 300K | IP network dump

AT&T-BGP | 12/15/1999 | 74K | BGP routing table snapshots

AT&T-Forw | 4/28/1999 | 65K | BGP forwarding table snapshots

CANET 12/1/1999 | 1.7K | Real-time BGP routing table snapshots

CERFNET 9/29/1999 | 50K | Real-time BGP routing table snapshots

MAE-EAST 12/7/1999 | 46K | BGP routing table snapshots taken every 2
hours

MAE-WEST | 12/7/1999 | 30K | BGP routing table snapshots taken every 2
hours

NLANR 11/1997 | 200K | IP network dump

OREGON 12/7/1999 | 70K | Real-time BGP routing table snapshots

PACBELL 12/7/1999 | 25K | BGP routing table snapshots updated every 2
hours

PAIX 12/7/1999 | 10K | BGP routing table snapshots updated every 2
hours

SINGAREN 12/7/1999 | 68K | Real-time BGP routing table snapshots

VBNS 12/7/1999 | 1.8K | BGP routing table snapshots updated every

30 minutes
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Figure 3.3: Number of unique prefix/netmask entries extracted from routing tables.

The size of the table depends on the location of the BGP router and the AS
it belongs to. The number of prefix/netmask entries extracted from each routing
table are shown in Table 3.1 and Figure 3.3. In our experiments, we assembled a

total of 391,497 unique prefix/netmask entries ! by December 1999.

e AADS, MAE-EAST, MAE-WEST, PACBELL, PAIX routing tables are near-
real-time snapshots (taken every 2 hours) of the complete, “default-free”?
Internet routing table as seen by the route servers at AADS, MAE-EAST,
MAE-WEST, PACBELL, and PAIX NAPs, and contain 17K, 46K, 30K,

25K, and 10K destination networks (prefix entries), respectively.

e ARIN is the October 1999 version of the ARIN ip_network_dump file, which

!These include prefix entries collected from both BGP routing tables and IP
network dumps as explained later in this section.
2A default-free table does not contain the default route (e.g. 0.0.0.0/0.0.0.0) in

the snapshots.
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gives a numerical representation of the networks registered (IP allocation)
at the American Registry for Internet Numbers (ARIN). The ARIN tables
are the largest collection of network prefixes/netmasks (to the best of our
knowledge). There are over 300K unique networks registered at ARIN at the

time the dump file was taken.

o AT&-BGP contains a dump of BGP tables from a collection of AT&T World-
Net routers, collected on December 15, 1999. There are over 74K destination

networks.

o AT&T-Forw is a set of forwarding table entries collected from AT&T World-

Net on April 28, 1999. It contains 65K destination networks.

e CANET contains CAxNet II routing tables, which have around 1.7K desti-

nation networks. The snapshot was taken on December 1, 1999.

e CERFNET is the real-time dump of BGP routing table at CERFnet, which
contains approximately 50K unique destination networks (prefix/netmask).

The snapshot was taken on September 29, 1999.

e NLANR is the November 1997 version® of the InterNIC’s
netinfo/ip_network_dump file, which gives a numerical representation of the
networks registered (IP allocation) at InterNIC. There were around 200K

unique networks registered at InterNIC at the time the dump file was taken.

3The most recent version of NLANR’s IP network dump is from 1997, but as
we only use it as a secondary source of network prefixes in our experiments, its
lack of recency has only a minor impact on client cluster results. Only < 0.1%
clients are clustered using network prefixes extracted from the NLANR network
dump.
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e OREGON provides real-time access to BGP routing dumps. The current
participants are ANS (Cleveland), ATT (Chicago), BBNPlanet (Palo Alto),
CERFnet (San Diego), DIGEX (MAE-EAST), EBONE (EU), ESnet (GA),
RIPE NCC (Amsterdam), IAGnet (Chicago), I1J (Japan), JINX (Johan-
nesburg), LINX (London), MCI (San Francisco), PIPEX (London), Sprint
(Stockton), vBNS (Hayward), Verio (MAE-WEST) and blackrose.org (Ann
Arbor). It contains 70K destination networks and is considered to be the
largest BGP routing table dump. The snapshots was taken on December 7,

1999.

e SINGAREN contains routing tables as viewed at SingAREN BGP peers:
Inet, abilene, apan, esnet, ihpc, imcb, korea, krdl, nanyang, napnet, ncb,
nordunet, ntu, nus, startap, stc, surfnet, tanet, temasek, tgbackup, and vbns,

which have around 68K destination networks. The snapshot was taken on

December 7, 1999.

e VBNS contains all vBNS routes snapshots (about 1.8K destination net-
works), updated every 30 minutes from cs.res.vbns.net. The snapshot

we used was taken on December 7, 1999.

An example BGP routing table snapshot is shown in Table 3.2. Though the
routing table also contains interdomain information such as the next hop IP ad-
dress, AS number, and AS path, we have only used the prefix/netmask information
in the network-aware approach. The AS number and path information can also
provide hints on the geographical location of clients.

Although ARIN and NLANR are the two largest tables, they are not directly

generated from BGP information, but from a dump of the networks registered at
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Table 3.2: An example snapshot of a BGP routing table (VBNS).

Prefix Prefix Next hop AS path Peer AS
description description

6.0.0.0/8 Army In- | cs.ny-nap.vbns.net | 7170 1455 | AT&T  Gov-
formation (IGP) ernment
Systems Markets
Center

12.0.48.0/20 | Harvard Uni- | cs.cht.vbns.net 1742 (IGP) | Harvard Uni-
versity versity

12.6.208.0/20 | AT&T ITS cs.cht.vbns.net 1742 (IGP) | Harvard Uni-

versity

18.0.0.0/8 Massachusetts | cs.cht.vbns.net 3 (IGP) Massachusetts
Institute  of Institute  of
Technology Technology

these two sites. The difference between a network dump file and a BGP routing
table dump file is that the former usually has a much larger collection of networks.
An IP address registered/allocated at these two sites may not necessarily exist
and be a routable host on the Internet. However, since our client IP addresses are
gathered from real Web server logs, this does not affect us. A network entry in a
network dump file is usually larger than one in a BGP routing table (i.e., it has a
shorter network prefix length) despite the fact that routes may be aggregated in a
BGP routing table. This is because an AS that requests IP addresses from ARIN
and NLANR sites may further partition and allocate these IP addresses to smaller
network entities without the knowledge of ARIN and NLANR. This might cause
an error in the network-aware approach if the network prefix is taken from those 1P
network dumps. However, less than 1% of clients are clustered by network prefixes
taken from IP network dump files. We use BGP dump files as the primary source
of network prefixes in identifying client clusters and use IP network dump files as

a secondary source because each BGP routing table will only have a limited view
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of the entire network topology. In our experiments, this improves the proportion

of the clustered clients from 99% to 99.9%.

3.4.2 Network prefix format unification

The network prefix/netmask entries extracted from the various routing tables are

in one of three different formats as shown in Table 3.3.

1. zl.22.23.24/k1.k2.k3.k4: This format is used in routing tables at AADS,
MAE-EAST, MAE-WEST, PACBELL, and PAIX, where x1.22.23.x4 and
k1.k2.k3.k4 are the network prefix and the netmask with zeroes dropped at
the tail. One such example is 193.1/255.255, which corresponds to 193.1.0.0
/255.255.0.0, where 193.1.0.0 and 255.255.0.0 are the network prefix and

netmask, respectively.

2. xl.22.23.24/l: This format is used in routing tables at ARIN, AT&T, CANET,
CERFNET, NLANR, OREGON, SINGAREN, VBNS, and WORLDNET-
BGP, where x1.22.23.24 is the prefix and [ is the netmask length. For ex-
ample, 128.148.0.0/16 stands for 128.148.0.0/255.255.0.0, where 128.148.0.0

and 255.255.0.0 are network prefix and netmask.

3. x1.22.23.0: This format, which can be found in CANET, CERFNET, ORE-
GON, SINGAREN, and WORLDNET-BGP is an abbreviated representation
of £1.22.23.0/k1.k2.k3.0 (i.e., x1.22.23.0 is a block of standard Class A, Class
B, or Class C addresses and the network prefix is 8, 16, or 24, respectively).

For example, 130.15.0.0 is abbreviation of 130.15.0.0/255.255.0.0.

We unify the different formats, arbitrarily choosing the first format as our stan-

dard format and converting all prefix/netmask entries to this format. For instance,
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Table 3.3: The formats of network prefix and netmask in routing table snapshots.

| Formats | z1.22.23.04/k1.k2.k3.k4 | 21.22.23.24/] | 21.22.23.0 |
Routing AADS ARIN CANET
tables MAE-EAST AT&T CERFNET
MAE-WEST CANET OREGON
PACBELL CERFNET SINGAREN
PAIX NLANR WORLDNET-BGP
OREGON
SINGAREN
VBNS
WORLDNET-BGP
Examples | 193.1/255.255 128.148.0.0/16 130.15.0.0
193.0.128/255.255.192 192.75.72.0
Unification | 193.1/255.255 128.148/255.255 130.15/255.255
193.0.128/255.255.192 192.75.72/255.255.255

we convert, prefix/netmask examples 128.148.0.0/16, 130.15.0.0, and 192.75.72.0 to

128.148/255.255, 130.15/255.255, and 192.75.72/255.255.255, respectively.

3.4.3 Merging network prefix entries

After unifying network prefix entry formats, we measure the routing table coverage
by counting the number of unique prefix/netmask entries extracted from each
routing table. As Figure 3.3 and Table 3.1 show, some routing tables have a
better view of network routes than others (i.e., they contain more prefix/netmask
entries) and none of them contain complete information of all the prefixes and
netmasks (not all routes are visible to each router). We merge them into a single

prefix/netmask table for clustering clients in server logs.
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3.5 Client cluster identification

After extracting IP addresses from Web server logs and creating the merged prefix
table from routing table snapshots, we identify client clusters in the logs. We now
describe our methodology of identifying client clusters and then our experiments
on various Web server logs to demonstrate the applicability and generality of our

approach.

3.5.1 Methodology

Clustering of clients involves three steps:

1. Extracting client IP addresses from the server log;

2. Performing longest prefix matching (similar to what IP routers do) on each

client IP address using the constructed prefix/netmask table;

3. Classifying all the client IP addresses that have the same longest matched

prefix into one client cluster, which is identified by the shared prefix.

Suppose we want to cluster the IP addresses 12.65.147.94, 12.65.147.149,
12.65.146.207, 12.65.144.247, 24.48.3.87, and 24.48.2.166. The longest matched
prefixes are respectively 12.65.128.0/19, 12.65.128.0/19, 12.65.128.0/19,
12.65.128.0/19, 24.48.2.0/23, and 24.48.2.0/23. We then classify the first four
clients into a client cluster identified by prefix/netmask 12.65.128.0/19 and the last
two clients into another client cluster identified by prefix/netmask 24.48.2.0/23.
Metrics of client clusters, such as the distributions of number of clients in client
clusters, number of requests issued from within a client cluster, and number of
unique URLs accessed from within a client cluster, can be generated for various

applications (described in Chapter 4).



Table 3.4: Overview of some Web server logs used in the experiments.

Log Dates Number  of | Number  of | Number of
requests clients unique URLs
Apache | 10/1/99 - 11/18/99 3,461,361 274,844 51,536
EW3-al | 7/1/99 - 1/31/99 1,199,276 21,519 683
EW3-a2 | 6/27/99 - 7/26/99 1,357,623 33,675 11,475
7/27/99 - 8/26/99 1,645,975 35,249 10,462
8/27/99 - 9/26/99 2,180,029 44,831 8,569
10/1/99 - 10/31/99 2,877,528 54,882 10,005
11/6/99 - 11/30/99 2,223,590 46,579 10,111
12/1/99 - 12/20/99 1,847,913 38,913 10,556
EW3-b | 7/1/99 - 7/31/99 1,908,761 40,156 7,772
EW3-cl | 7/1/99 - 7/31/99 1,496,408 160,020 618
EW3-c2 | 7/1/99 - 7/31/99 148,859 41,456 769
EW3-w | 6/27/99 - 7/26/99 575,451 3,659 1,705
7/27/99 - 8/26/99 3,753,571 16,202 19,210
8/27/99 - 9/15/99 2,405,524 10,587 8,569
10/1/99 - 10/31/99 2,297,309 20,788 14,982
11/6/99 - 11/30/99 4,506,717 20,165 2,069
12/1/99 - 12/20/99 2,573,251 13,452 1,526
Nagano | 2/13/98 11,665,713 59,582 33,875
Sun 9/30/97 - 10/9/97 13,871,352 219,528 116,274
Unav 12/99 6,593,672 28,672 24,150

3.5.2 Experiments
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We conducted the experiments of client cluster detection on a wide range of Web

server logs ranging in number of requests (148K to 11 Million), number of clients

(40K to 60K), number of unique URLS (340 to 116K), duration (24 hours to 94

days), location (various sites in North and South America), organization (gov-

ernmental, non-profit, commercial), and nature (transient event logs and popular

site logs), in order to demonstrate the applicability and generality of our approach.

Table 3.4 provides an overview of some Web server logs we used in the experiments.
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Table 3.5: Experimental results of client cluster detection on the Nagano server
log.

Total number of requests 11,665,713
Total number of unique URLs | 33,875
Total number of unique clients | 59,582
Number of undetected clients | 0

Total number of client clusters | 9,853

Largest client cluster 1,343 clients (134,963 requests)
Smallest client cluster 1 client (1 request)
Client cluster URL access 1 URL (3.0e-05% of total)

- 8095 URLs (0.24% of total)

Applicability

We first use the Nagano server log to demonstrate the applicability of our method.
The Nagano server log is a 1 day (February 13, 1998) extract from the 1998 Winter
Olympic Games server log?. It has a total of 11,665,713 requests issued by 59,582
clients accessing 33,875 unique URLs. We extract the IP addresses® of these clients,
run the cluster identification algorithm and group the clients into 9,853 client
clusters. The size of client clusters varies from 1 to 1,343 clients, the number of
requests issued from within each client cluster varies from 1 to 339,632, and clusters
access anywhere from 1 to 8,095 unique URLs.

In order to get more insight on the access pattern of client clusters, we plot

the cumulative distribution of clients and requests in a client cluster in Figure 3.4.

“In our approach, we use the network prefix and netmask information in BGP
routing tables as an approximation of the collection of IP addresses belonging to
each network—this rarely changes and most of the changes are incremental. The
effect of age difference between the BGP routing table dumps (used in identifying
client clusters) and the server logs is fixed in the self-correction and adaptation
stage of our approach (discussed later in this chapter).

"Requests issued from IP address 0.0.0.0, an arbitrary address typically used as
source address in protocols such as BOOTP when the client does not know its own
IP address were ignored and client 0.0.0.0 was excluded from our experiments.
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Figure 3.4: The cumulative distribution of clients and requests in a client cluster
for the Nagano server log (y axis is in log scale): (a) is the cumulative distribution
of the number of clients in client clusters; (b) is the cumulative distribution of the
number of requests issued from within client clusters.

Figure 3.4(a) shows the cumulative distribution of the number of clients in a client
cluster. We observe that, although the largest client cluster contains 1,343 clients,
more than 95% of client clusters contain fewer than 100 clients. The cumula-
tive distribution of requests issued by a client cluster is shown in Figure 3.4(b),
which is more heavy-tailed than that of the number of clients in a client cluster
as shown in Figure 3.4(a), implying the possible existence of proxies and/or spi-
ders. Around 90% of the client clusters issued fewer than 1,000 requests. Only
a few client clusters are very busy, issuing up to a maximum of 339,632 requests.
We should note that such Zipf-like distributions are common in a variety of Web
measurements [BCFT99].

Figures 3.5(a), (b), and (c¢) show the distributions of number of clients in client
clusters, number of requests issued from within client clusters, and number of URLSs
accessed from within client clusters, respectively. They are plotted in reverse order

of the number of clients in a cluster (i.e., larger client clusters are on the left ). From
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Figures 3.5(b) and (c), we see that, while larger client clusters usually issue more
requests and access more URLs than smaller client clusters, there are a number of
relatively small client clusters which issue a significant number of requests (~ 1%
of the total) and/or access a large fraction of URLs (~ 20% of the total) at the
server. Locating such unusual clusters is useful in identifying suspected spiders
and proxies.

We re-plot the same set of data shown in Figure 3.5 with different sorting of
clusters (on x axis)—in reverse order of number of requests. Figures 3.6(a), (b),
and (c) show the distributions of the number of requests issued from within client
clusters, number of clients in client clusters and number of URLs accessed from
within client clusters, respectively. Comparing Figure 3.6(a) with Figure 3.5(a),
the results further show that the distribution of the number of requests issued from
within client clusters is more heavy-tailed than that of number of clients in client
clusters. Figures 3.6(b) and (c) show that busy client clusters usually have a large
number of clients and access a large fraction of URLs at the server. We observe
that some busy clusters actually have a small number of clients and may access
very few URLs—these are also useful measures in identifying spiders and proxies.

Note that Figures 3.5(a), (b), and (c) are plotted in such a way that the points
at the same position on the x axis correspond to the same client cluster. For
example, cluster 10 (i.e., z = 10) in Figures 3.5(a), (b), and (c) refer to the same

client cluster. The same is true for Figure 3.6.

Generality

In order to examine the generality of our approach, we conducted our experiments

on a very wide range of Web server logs which include Apache, EW3, Sun, and
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Figure 3.5: The client cluster distribution for the Nagano server log plotted in
reverse order of the number of clients in a cluster (both z axis and y axis are in
log scale): (a) is the distribution of the number of clients in client clusters; (b) is
the distribution of the number of requests issued from within client clusters; and
(c) is the distribution of the number of URLs accessed from within client clusters.
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Figure 3.6: The client cluster distribution for the Nagano server log plotted in
reverse order of the number of requests (both x axis and y axis are in log scale):
(a) is the distribution of the number of requests issued from within client clusters
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clusters (re-plot of Figure 3.5(a)); and (c) is the distribution of the number of
URLs accessed from within client clusters (re-plot of Figure 3.5(c)).
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Unav server logs. Instead of including the detailed results client cluster results of
these server logs, we provide a glimpse of them in Figure 3.7. The detailed results
are provided in Appendix A. Figures 3.7 (a) and (b) are the distributions of the
number of clients and number of requests in client clusters in reverse order of the
number of clients in the Apache, EW3, Nagano, and Sun server logs, respectively.
Figures 3.7 (c) and (d) are the distributions of the number of requests and number
of clients in client clusters in reverse order of the number of requests, respectively.
All observations on client clustering made on the Nagano server log also apply to
every one of the various other server logs we experimented with. For example, we
observe suspected proxies or spiders in other logs (Figures 3.7(b) and (d)).

In summary, our experimental results show that we can group more than 99.9%
of the clients into clusters, with very few clients not clusterable (i.e., no network
prefixes in our prefix table matches the client IP addresses) due to the lack of
proper prefix/netmask information in the routing table snapshots. This is fixed in

the self-correction and adaptation stage of our approach (discussed in Section 3.8).

3.6 Validation

A client cluster may be mis-identified by being either too large (i.e., containing
clients that are not topologically close or are under different administrative con-
trol) or too small (i.e., other clusters contain clients that belong to the cluster
in question). The simple approach as discussed in Section 1.1 generally errs by
producing clusters that are too small. Our approach can produce clusters that are
too big, but much less frequently, as we will see below.

Validation of clusters is fundamentally a difficult problem, since the definition
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and Sun server logs (both x axis and y axis are in log scale): (a) and (b) are the
distributions of the number of clients and number of requests in client clusters in
reverse order of the number of clients, respectively; (c) and (d) are the distributions
of the number of requests and number of clients in client clusters in reverse order
of the number of requests, respectively.
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of a cluster relies on the fuzzy notion of common administrative control. We use
two approaches to validation, an nslookup-based approach and a traceroute-based
approach. In each case, we test sampled clusters to determine whether they pass

the tests that the approaches apply.

3.6.1 Nslookup-based test

Nslookup queries Internet domain name servers for information about hosts:

% nslookup 209.68.10.19
Server: www.whitehouse.gov
Address: 198.137.240.91
Name: tyrant.com

Address: 209.68.10.19

The nslookup-based validation method is based on the observation that clients
in the same cluster often share a non-trivial suffix in their fully-qualified domain
names. We say that two clients share a non-trivial suffix if the last n components
of their names are the same, where a component of a name is a string separated
by “” (e.g., foo.dummy.com has 3 components: foo, dummy, and com). Suppose
there are m components in the client name, then we use n = 3 if m > 4, else we
use n = 2. For example, macbeth.cs.wits.ac.za and macabre.cs.wits.ac.za are in
the same cluster and their names share the same suffix cs.wits.ac.za. We therefore
propose a validation method that does an nslookup on each client IP address in
an identified cluster and performs suffix matching on the names of clients. To
pass the nslookup test, all the clients in a cluster must have matching suffixes. We

label a client cluster to be incorrect if there is even one client that does not share
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Table 3.6: Client cluster validation of the Apache, Nagano, and Sun logs using
DNS nslookup and optimized traceroute.

‘ Server log ‘ Apache ‘ Nagano ‘ Sun ‘
Total number of client clusters 35,563 9,853 | 33,468
Number of sampled client clusters 382 111 365
Number of sampled clients 2,437 307 | 2,217
Prefix length range 8-29 8-28 1 8-29
Number of client clusters of prefix length 24 191 57 186

DNS nslookup validation
Number of nslookup reachable clients 1,470 172 | 1,116
Number of mis-identified client clusters 34 5 22
Number of mis-identified non-US client clusters 21 3 15
Optimized traceroute validation
Number of traceroute reachable clients 2,437 307 | 2,217
Number of mis-identified client clusters 35 12 33
Number of mis-identified non-US client clusters 20 7 28

the same suffix with others. We take samples (1%) from client clusters of various
Web server logs. Validation results of Apache, Nagano, and Sun server logs in
Table 3.6 (see [KW00, KW00TM] for similar results on other server logs) show
that more than 90% of the client clusters pass the validation test using nslookup
suffix matching within a cluster. Note, however, that we are only able to obtain
names for about 50% of the addresses. For the simple approach, only about 50% of
the client clusters pass this validation test. For instance, among the 111 sampled
client clusters in the Nagano server log, 5 client clusters fail this validation test
by our method. Around 95.4% client clusters pass this validation test. However,
only 57 of the total 111 client clusters have prefix length of 24, that is, only 48.6%
client clusters pass this validation test using the simple approach.

Since nslookup is only done within a cluster, it is possible for clients with
similar suffixes to be present in other clusters. That is, we do not check whether

the identified clusters are too small. We discuss this issue in Chapter 5.
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One reason for mis-identification in our approach is the existence of suspected
national gateways/routers on the Internet (e.g., Croatia, France, Japan), which
are recognizable by the client name. In such cases, additional information about
the clients/networks behind the national gateways/routers are not available in
the routing table. Also, route aggregation in the routing table may cause mis-
identification in our approach, and may account for approximately 50% of the
mis-identifications as observed from Table 3.6. It is hard to further quantify its
actual effect on client clustering.

The nslookup-based validation has some limitations. As Table 3.6 shows, around
50% of clients are not locatable via nslookup in our experiments. This is true for all
the logs and varies only very slightly from time to time with repeated experiments

over a period of time. There are several possible reasons.

e [f an organization operates a firewall on its network, then the DNS server

may not give out the name of the machines behind the firewall.

e If the machines on the local network acquire dynamic IP addresses via a
DHCP server, the IP addresses do not have a one-to-one mapping to a
machine on the network. In such cases, the DNS server will not have the

registration record for the dynamic addresses.

e [t is also possible that an ISP may not register any names for their customers.

In such cases, traceroute can be used to get further information.

We use an optimized traceroute to resolve the clients which are not locatable

by nslookup in our experiments. We describe the optimized traceroute next.



62

3.6.2 Traceroute-based test

The second approach to validating client cluster identification results is traceroute-
based. This test first attempts to resolve the address to a name and if successful,
tests for suffix match as before. If the client name is not resolvable, it tests to
see whether the clients in the same cluster share the same routing path suffix.
Traceroute attempts to trace the route an IP packet follows to an Internet host
by launching UDP probe packets with a small maximum time-to-live (Max_ttl
variable), and then listening for an ICMP TIME_EXCEEDED response from gate-
ways along the way. Probes are started with a Max_ttl value of one hop, which is
increased one hop at a time until an ICMP PORT_UNREACHABLE message is
returned. The ICMP PORT_UNREACHABLE message indicates either that the
host has been located or the maximum hop count has been reached. By running
traceroute on each client, a path towards the designated client is discovered. If two
clients sit in the same network, then it is very likely that packets routed to them
will traverse paths sharing the same suffix, and vice versa. Traceroute imposes
more traffic load on the Internet and takes more time to discover routes, but yields
more information on clients (such as RTT and hop count). We are more interested
in either the name of the client or the last few hops (two in our experiments) on
the path towards the client. For faster path resolution and to reduce the traffic
load imposed on the Internet, we implemented an optimized traceroute (in Linux

Red Hat 6.0) with two improvements:

e Instead of having a fixed number (q) of probes sent for each time-to-live (¢tl)
value independent of ICMP replies returned, we send only one probe for each
ttl value. If the first ICMP reply does not provide proper information, we

send out the second probe, continuing until we get the proper information or
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the number of probes reaches ¢g. Thus we send out < ¢ probes for each ttl.

e The initial value of tt/, does not necessarily have to be the default of 1. In
fact, we can set the initial value of ttl = Max_ttl (we set Max_ttl = 30). As
such, we only send one probe with a ttl of Max_ttl. If the destination is less
than max_ttl hops away, traceroute returns the destination IP address, name
(if available), and round trip time (RTT). Interestingly enough, around 50%
of clients can be resolved in this way, which is consistent with our observation
on nslookup results. This is because traceroute does not get a ICMP reply
packet from the designated router which is either unreachable or unwilling

to give out the required information due to the presence of a firewall.

Pseudo-code of the optimized traceroute is shown in Table 3.7. We define a
client to be unresolved if the ICMP reply packet does not contain proper informa-
tion. In our experiments, we set the constant ¢ = 30 and ¢ = 3. We send probes in
serial®. The basic idea is that we do a binary search to find the optimal Max_ttl
(i.e., the distance to the designated client) instead of the sequential search in the
original traceroute. We now give an estimation on how much time and bandwidth
we saved on optimized traceroute. Assume the average path length is 15. The orig-
inal traceroute will send out 15 x 3 & 45 probes and the waiting time (measured
by number of hops the probes traverse) is 3 x (1 + 2 4 ... + 15) ~ 360 hops. We
observed that 50% clients can be resolved by sending one probe with ¢t = 30. We

also found that almost all clients are fewer than 30 hops away. For the purpose of

6Although we can send probes in parallel, which makes the resolving process
faster than serial probing does, it will impose much more traffic on the network.
Because half of the clients can be resolved by sending one probe, we do not gain
a significant saving on resolving time compared to the amount of extra traffic we
impose on the network.
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performance estimation, we assume that all clients are fewer than 30 hops alway
and we only need to do binary search for ttl < 30. We further assume that, during
binary search, the path length towards clients are randomly distributed with an
average of 15 (i.e., average ttl is 15) and the average number of probes that need
to be sent for each ttl is 1.5. Therefore, the average number of probes sent during
this binary search is [0g230 ~ 5. The number of probes we need to send for a client
is 50% x 14+50% x 5 x 1.5 & 4.25. The waiting time using the optimized traceroute
would be 50% x 30 +50% x 5 x 1.5 x 15 ~ 71.25 hops. Thus, we save 90% of the
probes and 80% of the waiting time.

The advantage of using the optimized traceroute” on validation is that we are
able to resolve the name and, if that fails, the path towards the designated client.
The resolvability (either name or path) on clients is improved from 50% to 100%
in our applications. In addition, the extra traffic imposed on the network and
time spent on resolving clients has been significantly reduced by our optimized
traceroute. The time consumed by sending one probe in the optimized traceroute
is about the same as that of a DNS nslookup.

We run our optimized traceroute on 1% of the sampled client clusters. After
resolving all the sampled clients, we apply suffix matching on either the name of
the client or on the path towards the client if the client name is not available.
(As mentioned earlier, we use either the client’s name if it was resolved or the
last few hops on the path towards the client for validating a cluster.) We show
validation results of Apache, Nagano, and Sun server logs in Table 3.6 (the results

on other server logs are in [KW00, KW00TM]). Our results show that 90% of

"Note that our optimized traceroute is not the same as ping. Ping does not
provide the information we need to validate client clustering results (e.g., the name
of clients).



Table 3.7: The pseudo-code of the optimized traceroute.

Max_ttl = c;
for each client TP address {
ttl = Max_ttl;

send one probe packet;
save ICMP reply;
while (unresolved) {
if (Max_ttl is too short) {

Maz_ttl x = 2;
ttl = Max_ttl;
n = 0;

while (no reply and n < q) {
send one probe packet;
n +=1;
}
save ICMP reply;
}
if (Max_ttl is too long) {
Max_ttl | = 2;
ttl = Max_ttl;
n = 0;
while (no reply and n < q) {
send one probe packet;
n +=1;
}
save ICMP reply;
}
}

hop_count = ttl;
if (path needed) {
for each missing time-to-live value ¢ in [1..hop_count] {
Maz_ttl = t;
tl = t;
send one probe packet;
save ICMP reply;

65
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the client clusters pass the traceroute-based test. Moreover, we use the validation
information to improve the applicability and accuracy of the cluster identification

results. We will discuss this in detail in Section 3.8.

3.6.3 Discussion

Many real applications will be tolerant to a certain degree of inaccuracy. An
alternative way to validation is to set a threshold (say 5%) and selectively sample
clients. For example, if 95% of the clients inside a cluster are correctly identified, we
could consider this cluster to be correct. This selective sampling can be performed
in either a client-based or a request-based manner depending on the application’s

criteria.

3.6.4 Comparison of the simple approach and the network-

aware approach

Given that the simple approach and our approach pass the validation tests in 50%
and 90% of the samples cases, respectively, we compare the client cluster distri-
butions of the Nagano server log obtained by the two approaches to illustrate the
effect of cluster mis-identification. The number of client clusters identified by our
approach is 9,853 as compared to 23,523 of the simple approach. The largest client
cluster identified by our approach contains 1,343 hosts (issuing 134,963 requests
or 1.15%). However, there are only 63 hosts in the largest client cluster identified
by the simple approach (issuing 9,662 requests or 0.08%). We further plot client
cluster distributions of the Nagano server log obtained by our approach (as dotted
curves) and by the simple approach (as solid curves) in Figure 3.8. Figures 3.8(a)

and (b) show the distributions of the number of clients in client clusters in reverse
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order of the number of clients and in reverse order of the number of requests, re-
spectively. We observe that the number of client clusters identified by the simple
approach is much larger than that of our approach. Note that the maximum num-
ber of clients in a client cluster is 256 because of its assumption of prefix length of
24. The average size of client clusters identified by the simple approach is smaller
than that of our approach, as is the variance of the size of client clusters. Fig-
ures 3.8(c) and (d) show the distribution of number of requests issued from within
client clusters in reverse order of the number of requests and in reverse order of the
number of clients. The average number of requests issued from within client clus-
ters identified by the simple approach is smaller than that of our approach. The
significant differences in the client cluster distributions obtained by our approach
and the simple approach indicates that the simulation results based on different

client cluster identification methods may vary a lot.

3.7 Effect of BGP dynamics on client cluster iden-
tification

An update of a BGP routing table is triggered by changes in network reachability
and topology, as well as by policy changes. BGP dynamics is a well-known phe-
nomenon which affects the performance of Internet applications [LMJ97]. In this
section, we examine the impact of BGP dynamics on client cluster identification
results. The experiments were conducted on a timescale of days. We download
routing table snapshots daily. In our measurements, we define the dynamic prefiz
set to be the set of prefixes that changed during the entire testing period, that is,

the set of prefixes which are not in the intersection of prefixes of all the routing
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Figure 3.8: Comparison of the client cluster distributions of the Nagano server
log obtained by our approach and the simple approach (both x axis and y axis

are in log scale): (a) and (b) are the distributions of the number of clients in

client clusters in reverse order of the number of clients and number of requests,
respectively; (c¢) and (d) are the distributions of the number of requests issued
from within client clusters in reverse order of the number of clients and number of
requests, respectively.
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tables we obtained over the entire testing period. We further define the mazimum
effect to be the size of the dynamic prefix set. The changes from day to day will
typically be much smaller than the maximum effect.

We use AADS, PACBELL, SINGAREN, and VBNS routing tables as examples
to illustrate the effect of BGP dynamics (Tables 3.8— 3.11). We show measurement
results for 1, 4, 7, and 14 day periods on Apache, EW3, Nagano, and Sun server
logs. For example, the AADS routing table entries vary between 16,595 and 17,288
on those days, among which the number of prefixes (mazimum effect) that are not
in the intersection of the routing tables on those days vary between 711 and 1,404.
The number of prefixes used to identify client clusters in the Apache server logs
on those days vary from 3,932 to 4,035, and the corresponding maximum effects
vary from 124 to 227. There are 2,869 client clusters issuing a large number of
requests, among which between 605 and 614 client clusters are identified using
the network prefixes in AADS routing table. The maximum effects for these busy
clusters vary from 22 to 31. We observe that overall BGP dynamics affects fewer
than 3% of client clusters. This result holds across all the routing tables and
all the Web server logs. Therefore, we believe that, although the BGP routing
table changes dynamically according to the network environment, its impact on
client cluster identification is minor, and fixed in the self-correction and adaptation

process (discussed next).

3.8 Self-correction and adaptation

Besides validating the client cluster results, we use traceroute for two other pur-

poses. In Section 3.5.2, we showed that more than 99.9% clients in the Web server
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Table 3.8: The effect of AADS dynamics on client cluster identification.

Period (days) 0 1 4 7 14
AADS prefix 16,595 | 16,669 | 16,704 | 16,792 | 17,288
Maximum effect 711 785 820 908 | 1,404
Apache prefix (total 35,563) 3,932 | 3,935 | 3,929 | 3,950 | 4,035
Maximum effect 124 127 121 142 227
Apache busy clusters (total 2,869) 605 603 603 605 614
Maximum effect 22 20 20 22 31
EWS3 prefix (total 24,921) 2,592 | 2,588 | 2,582 | 2,604 | 2,682
Maximum effect 75 71 65 87 165
EWS3 busy clusters (total 2,062) 385 386 388 390 412
Maximum effect 4 5 7 9 31
Nagano prefix (total 9,853) 663 665 663 673 726
Maximum effect 22 24 22 32 85
Nagano busy clusters (total 717) 93 94 93 93 105
Maximum effect 2 3 2 2 14
Sun prefix (total 33,468) 3,646 | 3,651 | 3,640 | 3,669 | 3,756
Maximum effect 124 129 118 147 234
Sun busy clusters (total 2,536) 527 525 529 530 542
Maximum effect 15 13 17 18 30

logs can be clustered using our method. We have also shown in Section 3.6 that
both nslookup and traceroute validation results show that our method passes val-
idation tests in 90% of the cases. Periodic traceroute results on sampled clients
can be used to further improve the applicability (i.e., identify the unidentified
clients) and accuracy (i.e., correct the mis-identifications) of cluster identification.
Periodic sampling can also be used to make client cluster identifying adaptive to
network dynamics (i.e., changes of IP address allocations and network topology).
For the purpose of identifying un-identified clients (~ 0.1%), we first consider each
individual un-identified client to be a single client cluster. Then we merge them
into bigger client clusters gradually according to traceroute sampling information.
Self-correction and adaptation is also important to generate client clusters using

real-time routing information and producing real-time client cluster identification



Table 3.9: The effect of PACBELL dynamics on client cluster detection.

Period (days) 0 1 4 7 14
PACBELL prefix 25,5632 | 25,642 | 25,359 | 25,198 | 25,566
Maximum effect 1,746 1,856 1,573 1,412 1,780
Apache prefix (total 35,563) 6,435 | 6,485 | 6,416 | 6,389 | 6,557
Maximum effect 204 254 285 258 226
Apache big prefix (total 2,869) | 1,091 | 1,099 | 1,092 | 1,092 | 1,119
Maximum effect 34 32 35 35 32
EWS3 prefix (total 24,921) 3,895 | 3,907 | 3,874 | 3,857 | 3,985
Maximum effect 140 122 119 132 128
EWS3 big prefix (total 2,062) 516 513 516 541 589
Maximum effect 14 15 16 17 14
Nagano prefix (total 9,853) 954 953 951 964 | 1,047
Maximum effect 37 36 34 37 35
Nagano big prefix (total 717) 132 132 129 134 144
Maximum effect 4 3 2 5 5
Sun prefix (total 33,468) 5,960 | 6,007 | 5,950 | 5,928 | 6,017
Maximum effect 227 204 217 225 204
Sun big prefix (total 2,536) 851 857 854 853 884
Maximum effect 21 27 24 23 24
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Table 3.10: The effect of SINGAREN dynamics on client cluster detection.

Period (days) 0 1 4 7 14
SINGAREN prefix 67,686 | 67,997 | 67,950 | 68,226 | 68,293
Maximum effect 1,958 | 2,269 | 2,222 | 2,498 | 2,565
Apache prefix (total 35,563) 15,330 | 15,320 | 15,275 | 15,296 | 15,262
Maximum effect 217 207 162 183 149
Apache big prefix (total 2,869) | 2,268 | 2,266 | 2,260 | 2,261 | 2,260
Maximum effect 21 19 13 14 13
EWS3 prefix (total 24,921) 9,931 | 9,912 | 9,906 | 9,906 | 9,888
Maximum effect 109 90 84 84 66
EW3 big prefix (total 2,062) 1,309 | 1,309 | 1,309 | 1,309 | 1,308
Maximum effect 3 3 3 3 2
Nagano prefix (total 9,853) 3,730 | 3,724 | 3,718 | 3,718 | 3,712
Maximum effect 41 35 29 29 23
Nagano big prefix (total 717) 471 471 469 469 469
Maximum effect 2 2 0 0 0
Sun prefix (total 33,468) 14,412 | 14,397 | 14,341 | 14,374 | 14,333
Maximum effect 213 198 142 175 134
Sun big prefix (total 2,536) 1,956 | 1,956 | 1,951 | 1,950 | 1,949
Maximum effect 12 12 7 6 5
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Table 3.11: The effect of VBNS dynamics on client cluster detecting.

Period (days) 0 1 4 7 14
VBNS prefix 1,855 | 1,855 | 1,855 | 1,855 | 1,855
Maximum effect 1 1 1 1 1
Apache prefix (total 35,563) 675 675 675 675 675
Maximum effect 0 0 0 0 0
Apache big prefix (total 2,869) 288 288 288 288 288
Maximum effect 0 0 0 0 0
EWS3 prefix (total 24,921) 461 461 | 461 | 461 461
Maximum effect 0 0 0 0 0
EWS3 big prefix (total 2,062) 159 159 159 159 159
Maximum effect 0 0 0 0 0
Nagano prefix (total 9,853) 164 164 164 164 164
Maximum effect 0 0 0 0 0
Nagano big prefix (total 717) 45 45 45 45 45
Maximum effect 0 0 0 0 0
Sun prefix (total 33,468) 698 | 698 | 698 | 698 | 698
Maximum effect 0 0 0 0 0
Sun big prefix (total 2,536) 285 285 285 285 285
Maximum effect 0 0 0 0 0
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results. By real-time cluster identifying we mean application of cluster identifica-
tion techniques to very recent server log data (within the last few minutes).

We consider two cases in the self-correction and adaptation process:

1. If there is more than one cluster which belongs to the same network, we
merge them into one big cluster and the network prefix and netmask will be

recomputed accordingly;

2. If there is a cluster which contains clients belonging to more than one net-
work, we partition the cluster into several clusters based on the traceroute

sampling results.

3.9 Summary

In this chapter, we presented a novel way to identify IP address clusters using
BGP routing information. The experimental results show that our method is
able to group more than 99.9% of the IP addresses captured in a wide variety
of Web logs into clusters. In order to provide a quantitative measurement of the
accuracy of the method, we propose two validation tests based on network tools
nslookup and traceroute. Sampling validation results demonstrate that our method
passes validation tests in over 90% of the cases. A self-correction and adaptation
mechanism was also proposed to improve the applicability and accuracy of the
initial cluster identification results. The entire cluster identification process can
be done in an automated fashion—moving from a Web log to a set of interesting
client clusters. In addition, our methodology is immune to BGP dynamics and

independent of the range and diversity of server logs.



Chapter 4

Applications of client clustering

A network-aware clustering of IP address provides a good level of IP address ag-
gregation which helps researchers to obtain a solid understanding of the Internet
topology and traffic load pattern. The network-aware client clustering mechanism
is applicable to Web caching, server replication, content distribution, server-based
access prediction, and network management. The real-time client clustering in-
formation (i.e., the client clusters results identified from recent data logs using
real-time routing information) gives the service provider a global view of where
their customers are located and how their demands change from time to time. It
enables content distribution service providers to deliver the right content to the
right customer at the right time. It is crucial information for service providers
to enhance their services, reduce costs, and extend global presence. As a ser-
vice replication mechanism, better service can be provided by placing replicated
servers (e.g., mirror sites) at hot spots to accommodate customers’ demands. With
the knowledge of customer’s location and the traffic load origination, the service
providers can do better load balancing by provisioning in advance. Client clus-

tering provides information on client locations, which is also useful for Internet
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topology discovery. In this thesis, we discuss two applications of clustering—Web

caching and server replication.

4.1 Web caching

We examine the usefulness of network aware clustering in a Web caching simulation
and contrast it with the simple approach discussed in Chapter 1. We present our
approach to identifying spiders and proxies and then describe proper placement of
proxies between clients and servers. While it is clearly more likely for site adminis-
trators to know the need for placing proxies, the general question of moving content
closer to users and the positioning of proxies is an interesting one to address. Our
techniques are equally likely to apply to positioning content distribution servers

closer to the busy client clusters.

4.1.1 Client classification

We classify clients into wvisible clients (visible to the Web server, representing a
majority), hidden clients (hidden behind proxies and thus not visible to the server),
and spiders. All visible clients belonging to the same client cluster will share one
set of proxies in the Web caching system. The goal of our Web caching system
is to improve the Web access quality perceived by both visible and hidden clients.
First, we identify spiders and eliminate them from server logs. Spiders blindly
visit many resources on a Web site. Clients in the same cluster with a spider will
not benefit from a proxy in front of the cluster (as shown in Figure 4.1(a)) since
the spider will issue most of the requests and a majority of the URLs accessed by

it will not be accessed repeatedly. Therefore, it is not desirable to install a new



77

Visible client @ Spider 5 Hidden client Existing proxy New proxy Client cluster O Proxy cluster

(b) ......

Figure 4.1: Eliminating spiders and existing proxies from the server logs: (a)
spiders; (b) existing proxies.

proxies in front of a spider (as shown at the right-hand side of Figure 4.1(a)). Next,
we locate existing proxies since (Figure 4.1(b)) hidden clients behind them may
suffer longer latencies due to being an additional hop away from the origin server.
These hidden clients will only benefit from a new proxy if most of their requested
pages, which are not available at the existing proxy, are cached at the new proxy
(i.e., those pages are also requested by normal clients in the same cluster as the
existing proxy). We still need to examine whether or not installing new set of

proxies in front of existing proxies is desirable (as shown at the right-hand side of

(Figure 4.1(b)).
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4.1.2 Identifying spiders/proxies

A cluster containing a spider often issues a very large number of requests within
a short period. The host(s) within that client cluster responsible for a large per-
centage of these requests, if any, is (are) suspected to be the spider(s). The overall
access pattern of clients (consisting of the number of unique URLs accessed, the
arrival time of the requests, and the request distribution inside a client cluster) is
shared by a proxy, but not by a spider.

The number of unique URLs accessed can identify some spiders, but may not
be enough to identify all of them. The spider in the Sun server log, which is in
a cluster of 27 hosts, issued 692,453 requests and accessed 4,426 out of 116,274
unique URLs. We can distinguish spiders from clients or proxies by examining the
request arrival time. From Figure 4.2(b), we do not see any similarity between the
access pattern of the spider and that of the entire server log shown in Figure 4.2(a).
There are certain correspondences between the access pattern of the proxy shown
in Figure 4.2(c) and that of the entire server log. Each spike observed in the proxy
access pattern matches the daily spike in the access pattern of the entire log.

If a client cluster contains both spiders and normal clients, the requests issued
by hosts within the cluster will have an uneven distribution among them and can
help identify a spider. The request distribution of the cluster containing a spider
is shown in Figure 4.3. Almost all the requests are issued by the spider. We
thus need to combine examination of request arrival time and the distribution of
requests within a cluster to identify spiders. There are no spiders in the Nagano
server log—unsurprising given that it is a single day’s log of a transient event site.

Unlike differentiating a spider from a proxy and a client, it is harder to identify

proxies among a group of clients. A proxy will mimic the access pattern of clients
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log, (b) a client cluster containing a spider, (c) a client cluster containing a proxy.
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in the Sun server log which issues 692,453 requests (99.79% of all requests in the
cluster).

behind it (see Figures 4.2 and 4.4). One difference between a proxy and a client is
that the proxy may issue more requests and have a shorter “think” time between
requests than a client does. For example, we identified a client cluster in the Sun
server log issuing 326,566 requests. It had only two clients in it issuing 2,699 and
323,867 requests, respectively. We suspect that the second client is a proxy. In the
Nagano server log a client cluster containing only one client issued 77,311 requests.
Proxies can also be seen in Figures 3.5(b) and 3.6(b) in Chapter 3. Our method
depends on the number of clients sharing the proxy and their access pattern. We
have not found a solution guaranteed to locate all proxies correctly.

Besides using access patterns, the User-Agent field of the HTTP request[HTTa,
HTTb], if present in a server log, is also useful in differentiating proxies. The
User-Agent field includes information about the particular browser, Operating

System version and hardware used by the client initiating the request. If there
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Figure 4.4: Histogram of requests in the Nagano server logs: (a) the entire server
log, (b) a client cluster containing only a proxy.

are several different User-Agent fields from the same host responsible for a lot of

requests, then it is likely that the host is a proxy.

4.1.3 Thresholding client clusters

After identifying and eliminating possible spiders and proxies from the server log,
we filter out uninteresting client clusters by thresholding on the number of requests
issued from within a client cluster. After reverse sorting based on the number of
requests issued from within client clusters, we retain busy client clusters—clusters

whose total requests added up to at least 70% (see Chapter 5) of the total requests
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in the server log. Such a thresholding reduced the number of client clusters dra-
matically with the smallest client cluster included issuing at least 2,744 requests.
In the Nagano log there were only 717 busy client clusters out of 9,853 (see Ta-
ble 4.1). These busy client clusters have 32,691 clients and issue 8,167,590 requests.
The size of busy client clusters ranges from 1 to 1,343 clients and the number of
requests issued by busy client clusters ranges from 2,744 to 339,632. The size of
the remaining (less-busy) client clusters, filtered out, ranges from 1 to 46 clients
and the number of requests issued by these less-busy client clusters ranges from 1
to 2,741. The results of thresholding client clusters of other server logs are similar
to the Nagano log and are provided in [KW00, KW00TM].

Similar thresholding on clusters identified using the simple approach (discussed
in Chapter 1) leads to 3,242 busy client clusters (out of 23,523) in the Nagano
log, with the smallest cluster issuing 696 requests. The busy clusters have 30,774
clients, issuing 8,167,335 requests (70% of the total). The size of busy client
clusters ranges from 4 to 63 clients and the number of requests issued by them
ranges from 696 to 339,632. The size of less-busy client clusters ranges from 1 to 4
clients and the number of requests issued by these less-busy client clusters ranges
from 1 to 695. These results are very different from that of the network-aware
approach, from which we conclude that the simple approach does not do a good

job on clustering clients.

4.1.4 Proxy placement

One way to place proxies is to assign one or more proxies for each client cluster
based on metrics such as the number of clients, the number of requests issued,

the URLs accessed, or the number of bytes fetched from a server. The proxies
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Table 4.1: Experimental results of thresholding client clusters on the Nagano server
log.

Approach Network-aware | Simple
Total number of 9,853 23,523
client clusters
Threshold (requests 2,744 696
per client cluster)
Number of busy 717 3,242
client clusters
(clients) 32,691 30,774
(requests) | 8,167,590 8,167,335
Busy client clusters (requests) | 2,744 - 339,632 | 696 - 339,632
(clients) 1-1,343 4-63
Less-busy client clusters (requests) | 1 - 2,741 1-695
(clients) 1-46 1-4

assigned to clients in the same client cluster form a proxy cluster and would co-
operate with each other. Alternatively, we can place a proxy in front of each client
cluster and further group proxies into proxy clusters according to their AS numbers
and geographical locations. All proxies belonging to the same AS and located
geographically nearby will be grouped together to form a proxy cluster. The first
approach is easier to implement while the second one, though more practical, is

complicated. We only address the first approach in this thesis.

4.1.5 Experimental results

We use the client cluster results in the trace-driven simulation to evaluate the
benefit of proxy caching. The big picture of the Web caching simulation is shown
in Figure 4.5. We place proxies in front of each client cluster. We implement
the Piggyback Cache Validation (PCV) [KW97] scheme (also described in Sec-
tion 2.2.6) with a fixed ¢£l (time-to-live) expiration period at each proxy cache. By

default, a cached resource is considered stale once an hour has elapsed. When the
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Figure 4.5: Clustering clients and proxies.

expiration time is reached for this resource, a validation check is piggybacked on a
subsequent request to its server. If the resource is accessed after its expiration, but
before validation, then a GET If-Modified-Since request is sent to the server for
this resource. We use LRU as the cache replacement policy. Our purpose is not
to evaluate the PCV scheme, but to illustrate the applicability of client clustering
on Web caching simulation and to determine the effect of different client cluster
identification approaches on simulation results.

In our simulation, we set ttl to be 1 hour, vary cache size at each proxy and
examine two performance metrics: hit ratio and byte hit ratio. The hit ratio is
defined as the fraction of the number of requests that are served by proxies. The
byte hit ratio is defined as the fraction of the number of bytes that are requested by
clients and are served by proxies. Varying ttl to 5, 10, and 15 minutes yields similar
results. We compare the results of simulations on the client clusters obtained by

our approach and the simple approach. Our simulations are conducted on the
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Nagano logs and the EW3 logs though we only show the results on the Nagano
server logt.

Our evaluation of simulation results consists of two parts: server performance
and proxy performance. To evaluate server performance, we vary the cache size at
each proxy from 100 KB to 100 MB and examine the total request hit ratio and
the byte hit ratio observed at the server. Figure 4.6 shows the simulation results of

" marker shows

server performance on the Nagano server log. The curve with a ™*
the results of our approach and the curve with a '+’ marker shows the results of
the simple approach. Figures 4.6(a) and (b) show the total request hit ratio and
the byte hit ratio observed at the server (i.e., the ratio and byte ratio of requests
served by local proxies), respectively. Both hit ratio and byte hit ratio increase as
the proxy cache size increases. The results show that the simple approach under-
estimate (around 10%) both the request hit ratio and the byte hit ratio observed
at the server when the local proxy cache size is large (e.g., > 7T00KB). The hit ratio
(i.e., up to 60 ~ 75%) obtained from our simulation is greater than typical cache
hit ratios of around 40% [ABCdO96] due to the proxies in our simulation being
dedicated to one typical server. The client access and resource updating pattern
of the Nagano event log are different from other logs. We did not observe a high
hit ratio on any of the logs.

To evaluate proxy performance, we fix the cache size at infinity and examine
the request hit ratio and byte hit ratio at each proxy (Figure 4.7). The solid
curves show the results of our approach and the dotted curves show the results of

the simple approach. We only show the results of the top 100 client clusters in the

reverse order of the number of requests. Figures 4.7(a) and (b) show the number of

'Requests to resources accessed by clients fewer than 10 times are ignored.
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Figure 4.6: Simulation results on Web server performance vs proxy cache size of
the Nagano server log (z axis is in log scale): (a) is the total hit-ratio, (b) is the
total byte hit ratio.

requests and size (in KB) of requests issued in client clusters in reverse order of the
number of requests, respectively. Figures 4.7(c) and (d) show the request hit ratio
and the byte hit ratio observed at each proxy. The great differences between the
client requests and proxy hit ratio results obtained from our approach and those
obtained from the simple approach demonstrate that the simple approach fails to
properly evaluate potential benefit of proxy caching.

To summarize, the significant differences shown in simulation results demon-
strate that the simple approach is not able to evaluate benefits of Web caching
schemes or the corresponding overhead (both at server and at proxies) well, and
hence, fails to serve as a guide for solving problems such as proxy placement. The
simulation results from our network-aware approach are more realistic, and is use-
ful for designing and evaluating Web caching systems. For example, knowing the
location of clients and their demands, a Web site can better provision its service.

While we only address simulation of the Web caching system with one server and
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respectively.
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multiple proxies, we can also simulate multiple servers and multiple proxies by

merging more server logs collected at the same time.

4.2 Server replication

On-line network-aware clustering is also useful in server replication. Here, we
discuss a typical application of network-aware clustering in server replication—
automatic user request re-direction.

To accommodate users’ demands, a Web site usually replicates its content at
several places (mirror servers) to lower load on the main server and to reduce
user access latency. Both the main server and the mirror servers provide the same
content service. In most cases, the Web site leaves the option to the users to decide
which mirror server to contact. However, short of knowledge on the performance
and network connectivity of the Web servers?, the server chosen by the user could
be far away from the user or have poor connectivity to the user. In such cases,
it is helpful if any of the servers of a Web site, upon receiving a client request,
can detect the client “location”, select a good server (e.g. lower user-perceived
latency), and automatically forward the user request to the selected server.

To achieve the automatic request forwarding, the server needs to perform three

tasks:

1. good server set selection;

*One could use network tools, such as traceroute and pathchar [pat], to char-
acterize the bandwidth and latency along the end-to-end path from the client to
each server and select a good server to fetch the document. Unfortunately, the
network latency (RTT) and available bandwidth could change dramatically dur-
ing a short period of time. Acquiring real-time network performance information
along the path from the client to the servers would incur extra latency on fetching
a document.
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2. automatic request re-direction;
3. dynamic client cluster thresholding.

These tasks are discussed in the following sections.

4.2.1 Good server set selection

After issuing a request to the server, the client perceived latency ® R of fetching a
document of size L is the sum of the round trip time (RTT) and the transmission

time of the document (BW is the bandwidth of the network):

R=RTT + L/BW

If L is small, the client perceived latency of fetching a document is dominated
by the RTT between the client and the server. Fetching small documents from
a closer server would result in a lower perceived latency. If L is large, the avail-
able (bottleneck) bandwidth of the network connection between the client and the
server becomes crucial. Fetching large documents from a server which has good
connectivity (i.e., high bandwidth) to the client would result in a lower perceived
latency.

Instead, we propose a scheme selecting good servers on the basis of client clus-
ters. For each busy client cluster, a set of good servers is selected based on a
“follow-the-herd” heuristic, that is, if a large portion of the requests issued from a
client cluster are sent to a typical server in the past, then we consider this server
to be a good server of the client cluster. We summarize the procedure of selecting

the good server set here:

3We do not consider the latency of setting up a TCP connection between the
client and the server, nor the latency at the server to process the request.
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Table 4.2: The Digital Library server logs: 1 main server and 14 mirror servers.

Server log Location | Number of clients | Number of requests
US-MAIN US 58,919 1,347,859
US-MIRROR | US 429 8,160
BR Brazil 4,167 46,699
CN China 632 24,586
DE Germany 4,369 149,333
ES Spain 1,559 51,958
FR France 3,292 110,532
1L Israel 949 22,913
IN India 252 7,024
IT Ttaly 5,788 186,422
JP Japan 3,948 98,365
KR Korea 1,268 91,239
RU Russia 1,442 73,381
™ Taiwan 592 11,613
UK U. K. 3,077 242154
Total Global 75,270 2,472,238

1. Client cluster detection;

2. Client cluster thresholding;

3. Good server set identification.

Our experiments are conducted on a set of mirror server logs of a digital li-

brary of science articles consisting of one main server and 14 mirror servers dis-

tributed globally (Table 4.2). The 13-day server logs were taken during the period

of 3/19/2000 to 3/31/2000. A total of 75,270 clients visited the digital library site

and issued 2,472,238 requests. The number of unique clients in each server log

varies from 252 to 58,191, the number of requests in each server log varies from

7,024 to 1,347,859. Around half (55%) of the total requests were served by the

mailn server.

The experimental results of client cluster detection of the digital library server
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Table 4.3: Experimental results of client cluster detection for each server log on
the digital library site.

Server log Number of client | Largest  client | Busiest client clus-
clusters cluster (clients) | ter (requests)
US-MAIN 8,545 471 11,172
US-MIRROR 232 39 1,192
BR 1,642 94 3,501
CN 181 58 6,710
DE 1,013 108 8,737
ES 286 172 7,196
FR 806 134 8,607
IL 363 226 8,343
IN 123 29 2,646
IT 1,398 276 14,355
JP 766 209 8,624
KR 379 125 3,728
RU 386 63 26,320
™ 211 31 1,497
UK 929 289 111,819

logs are shown in Table 4.3. The client cluster detection is conducted separately
on each of the 15 digital library server logs. The number of client clusters detected
in each server log varies from 123 to 8,545. The size of the largest client cluster in
each server log varies from 29 clients to 471 clients. The number of requests issued
from the busiest client cluster in each server log varies from 1,497 to 111,819.

We filter out non-busy client clusters of each server log by thresholding on the
number of requests issued within a client cluster, at the 70% threshold (Table 4.4).
The threshold used to filter out non-busy client clusters in each server log varies
from 61 requests to 1,113 requests. The number of busy client clusters in each
server log varies from 5 to 385. The number of clients in busy client clusters of
each server log varies from 68 to 33,138.

After identifying busy client clusters, we take the union of all the busy client

clusters in each server log to compose the busy client cluster list which consists of
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Table 4.4: Experimental results of client
on the digital library site.

cluster thresholding for each server log

Server log Threshold | # of | Total #  of | Total # of requests
(requests busy clients in busy | issued from busy
per client | client client clusters client clusters
cluster) clusters

US-MAIN 385 714 33,138 925,075

US-MIRROR 61 26 141 5,723

BR 94 69 1,365 29,068

CN 858 5 99 16,634

DE 589 49 1,700 102,313

ES 1,113 11 624 37,371

FR 809 30 1,272 76,967

IL 489 7 359 16,306

IN 175 8 68 5,014

IT 495 62 2,430 129,100

JP 410 41 1,627 68,697

KR 148 29 364 16,017

RU 778 16 417 51,773

T™W 255 14 147 8,240

UK 5,031 6 370 170,588
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a total of 868 busy client clusters. For each client cluster in the busy client cluster
list, the good server set consists of all the servers that views it as a busy client
cluster 4.

It is hard to validate if the good servers selected on the basis of the “follow-
the-herd” heuristic will provide a lower user-perceived latency than other non-
good servers. In our experiments on the digital library servers, though the server
could use network tools traceroute and pathchar to measure the network latency
and bandwidth along the path from the server to the clients, we do not have
direct access to the digital library servers. Another way to collect the network
performance measurement between the servers and the clients is to use the loose
source routing option [WS94]. The source routing probes can be forced to traverse
along a path passing by a typical server towards the clients. However, short of
support for source routing at IP routers, all the source routing packets will be
dropped at the routers which do not support source routing. The best we can do
is to make use of the public traceroute gateways® to measure the network RTT
between the server and its clients.

We sample 10% of client clusters in the busy client cluster list and randomly
select one client from each sampled busy client cluster. For each of the servers,
we use a nearby public traceroute gateway and run traceroute from the traceroute
gateway to the sampled clients. We approximate the network latency between

a server and a busy client cluster by the average network latency between the

“Note that a client cluster may behave as a busy client cluster in more than
one server log, the good server set of a busy client cluster may contain multiple
servers.

®One may use the public traceroute gateways to trace to any user-specified host
from host located at various points on the Internet. A list of traceroute gateways is
available at http://www.traceroute.org. We are not aware of any public pathchar
gateways.
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Figure 4.8: The rank of the good server set of the sampled busy client clusters.

traceroute gateway and the sampled client. The measurement is conducted between
each server and each client cluster in the busy client cluster list. For each sampled
busy client cluster C, after collecting the network latency (RTT) between C' and
each server, we rank the server in the increasing order of RTT (i.e., the server with
rank 1 has the lowest RTT). The rank of a good server set is the average of the
ranks of all the servers in the good server set. For example, we sampled 77 busy
client clusters in the digital library server logs. The minimum rank and maximum
rank of a server are 1 and 15, respectively. The ranks of the good server set of
sampled busy client clusters are shown in Figure 4.8. The client clusters on the
z-axis are ordered by their prefixes. The median rank of digital library servers is
8 (shown as the horizontal line in Figure 4.8). We observe that the vast majority
of the sampled busy client clusters have a good server set whose rank is below 8.
Though there is not a perfect correlation between the network latency (RTT) and
the user-perceived latency of fetching a document, the traceroute results provide a

justification of our “follow-the-herd” heuristic.
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4.2.2 Automatic request redirection

Each server maintains a request re-direction table with one entry for each client
cluster in the busy client cluster list. A set of good servers is associated with
each busy client cluster. A client can send requests to an arbitrary server. Upon
receiving a request, a server first detects the client cluster which the client belongs
to, by applying longest prefix matching. If the client does not belong to a busy
client cluster, then the server serves the request as usual. If the client belongs to
a busy client cluster, the server looks up the request re-direction table to find the
good server set of the client cluster. If the server itself is in the good server set, it
will serve the request as usual. Otherwise, the server will randomly select a server
from the good server set and re-direct the request to the selected server. Thus, no
matter which server the client chooses to send requests to, the requests are always

served by one of the good servers corresponding to the client.

4.2.3 Dynamic client cluster thresholding

Each server maintains the good server set for each client cluster in the busy client
cluster list. As requests arrive at the server, the set of busy client clusters of the
server may change. Thus we need a scheme to update the set of busy client clusters
dynamically based on user access patterns.

We keep two data structures: D; on the full set of client clusters and D5 on the
busy client clusters. We also maintain two counters: N; counts the total number of
requests and N, counts the number of requests from busy client clusters. Initially,
the busy client clusters are identified as we described in Chapter 4.2.1. The total
number of requests issued from the busy client clusters account for ;% of the total

requests received at the server (i.e., No/Ny > t,%). We maintain the invariant
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that, at all times, the current set of busy client clusters accounts for at least 5%
of the total requests (i.e., No/Ny > t,%), for some t5 < t; (we chose t; = 70 and
to = 65 in our experiments). When a request arrives at the server, the server uses
D, to make a service decision (e.g. request re-directing) and use D; to construct
the clients access pattern. If Ny/N; < t3%, we recompute busy client clusters and
reconstruct Dy accordingly. There are at least (t; — t3)Nis requests arriving at
the server between two re-construction of the busy client cluster data structure D,

where N, is the total number of requests at the time of the recent re-construction

of D2.

4.2.4 Summary

We have proposed a scheme that can be deployed at Web servers to automatically
re-direct client requests to one of the good servers to reduce the access latency
perceived by clients. We select good servers for a client cluster based on the
“follow-the-herd” heuristic. We also proposed a mechanism to reconstruct the
busy cluster list dynamically . We conducted experiments on a set of server logs of
a digital library site. Although, due to lack of access to the digital library servers,
we cannot validate if our selection of the good servers will provide a lower user-
perceived latency than other non-good servers, our traceroute results show that
our selection of good servers usually have a smaller RTT to the client clusters than

that of other servers.
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4.3 Discussion

In this chapter, we discussed two applications of the network-aware clustering of 1P
addresses: Web caching and server replication. Our results show that the network-
aware clustering of IP addresses is very helpful to obtain a good understanding of
how clients” behave and the geographical pattern of the requests and to improve
the performance of applications by proposing new schemes. Its applications are not
limited to the ones we presented in this chapter. Other applications include content
distribution networks, Internet topology discovery, traffic management, and TCP
performance improvement. For example, on a content distribution network, the
network-aware clustering of IP addresses can be used to monitor the traffic pattern
and identify the bottleneck and hot spots if any and help the content distribution
provider to manage the traffic load and determine the optimal place to install new

devices.



Chapter 5

Improvements to Network-Aware

Clustering

In Chapters 3 and 4, we described client cluster detection based on information
obtained primarily from Web server logs. The resulting client clusters were grouped
on the basis of prefixes and the “interesting” client clusters were formed based on
the number of requests emanating from each client cluster. However, there are
several issues need to be examined to further improve the scheme. In this chapter,
we examine four potential improvements on the basic client clustering method and
the applicability of server clustering.

First, in the validation tests proposed in Chapter 3, we only examined if a
cluster is too big. Our current client clusters might be too fine-grained, that is,
multiple client clusters might actually belong together. Our clustering does not
discriminate on the basis of which AS an IP address prefix originates from. Since
the originating AS information is available in the BGP tables (based on which the
client cluster detection is actually done), we use this additional information to see

if our clustering is indeed too fine-grained.

98
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Second, we assemble interesting client clusters based on a thresholding scheme
that includes only clusters that contribute 70% of the total number of requests.
We rely on the fact that the busy client clusters are distinct, but it may still be
possible for several non-busy client clusters to be grouped together and end up in
the interesting set. In this chapter, we examine if such a case exists. Then we will
also examine if the arbitrarilly chosen threshold — 70% — is reasonable.

Third, our client clusters are constructed based on prefixes extracted from BGP
routing tables. However, some applications may be interested in an even more fine-
grained partition of clients. For instance, one may want to partition a large client
cluster into sub-clusters based on the clients’ access patterns. We show that sub-
clustering os helpful to identify spiders and proxies and to select good servers for
busy client clusters.

Finally, symmetric to client clustering, we show that our method is also appli-

cable to server clustering.

5.1 Super-cluster construction

The client clusters that are constructed on the basis of IP address prefix infor-
mation extracted from BGP routing tables might be too fine-grained since we did
not take into account the ASes originating the IP address prefix and route of a IP
address prefix during cluster detection. Here, we first construct clusters at the AS
level by grouping client clusters which belong to the same AS into a super-cluster

(Figure 5.1 (a)). We then use a dig'-based validation test on sampled super-clusters

! Dig (domain information groper) is a flexible command line tool which can be
used to gather information from the Domain Name System servers. Please refer
to http://www.stopspam.org/usenet /mmf/man/dig.html for details.
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Figure 5.1: The construction of (a) super-clusters of busy client clusters and (b)
busy super-clusters.

to see if AS-level super-clustering is too coarse-grained.

The super-clusters are constructed in four steps. First, clusters are detected
using IP address prefix information extracted from BGP routing tables. Next,
clusters contributing to a large portion of the requests to the server are labeled
as busy client clusters. After reverse sorting based on the number of requests
issued from within client clusters, clusters whose total requests contribute to 70%
of the total requests in the server log are included in the busy cluster set. The
first three steps are similar to client cluster detection in Chapters 3 and 4.
Finally, we identify the ASes originating the IP address prefixes of the busy client
clusters and group busy client clusters whose IP adress prefixes originating from
the same AS into one super-cluster. The super-cluster is identified by the AS
number. For example, both client cluster 24.48.7/255.255.255 and client cluster
63.249.128 /255.255.255 originate from AS 701, and are thus grouped into super-
cluster AS 701.

In the experiments, we use the Oregon BGP routing table dump taken on
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Table 5.1: Number of IP address prefixes originating from multiple ASes.

Number of ASes origi- 1 2 3141517
nating the same IP ad-
dress prefix

Number of IP address | 67,732 | 819 | 24 |4 |2 | 3

prefixes originated from
ASes

December 6, 1999, which contains 68,584 unique IP address prefixes originating
from 6,213 unique ASes. Figure 5.2 shows a distribution of the number of unique IP
address prefixes originating from an AS. The ASes are sorted in the reverse order
of the number of unique IP address prefixes originated. The number of IP address
prefixes originated from an AS ranges from 1 to 1,614 with an average of 11 (Figure
5.2). In most cases, an IP address prefix has one originating AS. An IP address
prefix (~ 1.25% of the total) may have multiple originating ASes (Table 5.1). For
example, there are 819 IP address prefixes which have 2 originating ASes. If an
IP address prefix is originating from multiple ASes, we consider the first AS as its
primary originating AS. The super-clusters are constructed based on the primary

originating AS of the IP address prefix.
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Table 5.2: The server logs used in our experiments.

Server logs Date Number of requests | Number of clients
Apache 10/1/1999 - 11/18/1999 3,461,361 274,844
EW3 12/1/1999 - 12/20/1999 1,847,913 38,913
Nagano 2/13/1998 11,665,713 59,582
Sun 9/30/1997 - 10/9/1997 13,871,352 219,528

Table 5.3: Experimental results of client cluster detection on the Apache, EW3,
Nagano, and Sun server logs.

Server logs | Total number of | Largest  client | Busiest client clus-
client clusters cluster (clients) | ter (requests)
Apache 18,087 2,555 78,336
EW3 8,459 1,476 148,493
Nagano 4,607 2,279 389,861
Sun 16,901 4,299 693,955

We conducted our experiments on the Apache, EW3, Nagano, and Sun server
logs (Table 5.2). Experimental results of client cluster detection using BGP rout-
ing tables on the Apache, EW3, Nagano, and Sun server logs are shown in Table 5.3.
For example, in the Apache server log, all the clients are first grouped into 18,087
client clusters. The size of the client clusters varies from 1 to 2,555 clients, the
number of requests issued from within each client cluster varies from 1 to 78,336.

Next, Table 5.4 shows the experimental results of thresholding client clusters
of the Apache, EW3, Nagano, and Sun server logs. In the Apache server log, we
set the threshold to be 418 and filter out all the client clusters that issued fewer
than 418 requests. There are 1,574 busy client clusters containing 173,529 clients
contributing 2,391,009 requests (i.e., 70% of the total requests).

Finally, we use the originating AS information extracted from BGP routing

tables to group busy client clusters into super-clusters. In our experiments, we
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Table 5.4: Experimental results of thresholding client clusters on the Apache, EW3,
Nagano, and Sun server logs.

Server logs | Threshold # of busy | Total # of | Total # of re-
(requests  per | client clus- | clients in busy | quests issued from
client cluster) | ters client clusters | busy client clus-

Apache 418 1,574 173,529 e 2,391,009

EW3 347 931 22,483 1,291,148

Nagano 6,318 339 35,153 8,073,614

Sun 1,836 1,355 125,681 9,510,453

Table 5.5: Busy client clusters with an IP address prefix originated from multiple
ASes.

Number of ASes originating an IP address prefix 1] 23
Apache 1,540 | 32 | 2
EW3 904 | 26 | 1
Nagano 324 |15 1 0
Sun 1,323 | 31 | 1

only consider the primary originating AS of each IP address prefix though there
is a small, but visible, portion of busy client clusters with an IP address prefix
originating from multiple ASes (Table 5.5). For instance, among a total of 1,574
busy client clusters in the Apache server log, there are 32 busy client clusters with
an [P address prefix originating from 2 ASes and 2 busy client clusters with an IP
address prefix originating from 3 ASes.

The experimental results of super-cluster construction of busy client clusters
in the Apache, EW3, Nagano, and Sun server logs are shown in Table 5.6. In
the Apache server log, the busy client clusters are grouped into 761 super-clusters.
The number of client clusters in each super-cluster varies from 1 to 41, the number
of clients in each super-cluster varies from 1 to 7,428, and the number of requests

issued from within each super-cluster varies from 1 to 90,887. The fattest super-
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Table 5.6: Experimental results of super-cluster construction of busy client clusters
on the Apache, EW3, Nagano, and Sun server logs.

Server logs | Number Number of | Fattest Largest Busiest
of super- | super-clusters | super- super- super-cluster
clusters containing cluster cluster (requests)
multiple client | (client (clients)
clusters clusters)
Apache 761 253 41 7,428 90,887
EW3 429 139 30 2,805 158,624
Nagano 185 55 18 6,463 1,273,140
Sun 639 212 42 7,747 707,939

cluster is the super-cluster which has the largest number of client clusters. We
observe that the client clusters do not collapse dramatically. Only 253 super-
clusters ( ~ 30% of the total) contain multiple busy client clusters. The average
number of busy client clusters in each super-cluster is 2. This observation holds
across all the server logs in our experiments. Thus, we may conclude that the
prefix-level clustering is not too fine-grained.

Figures 5.3(a), (b), and (c) show the number of busy client clusters in super-
clusters, the number of clients in super-clusters, and the number of requests issued
within super-clusters. These are plotted in the reverse order of the number of busy
client clusters in a super-cluster (i.e., super-clusters consisting of a larger number
of busy client clusters are on the left side). From Figure 5.3(a), we observe that
around one-third of the super-clusters consist of more than one busy client cluster.
Super-clusters, which consist of a larger number of busy client clusters, likely
consist of a larger number of clients (Figure 5.3(b)). While we showed in Chapter
3 that larger client clusters usually issue more requests, the correlation between

the number of busy client clusters in a super-cluster and the number of clients in a

super-cluster is weak, which shows that the prefix-based client clusters do a better
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job on capturing clients’ behavior than AS-based super-clusters. Super-clusters,
which consist of a larger number of busy client clusters, usually contribute to a
larger number of requests. However, as we observe from Figure 5.3(c), there are
some super-clusters which consist of just 1 busy client cluster and issue many
requests.

We re-plot the same set of data shown in Figure 5.3 with a different sorting of
super-clusters (on the = axis) — in reverse order of the number of requests issued
within a super-cluster. Figures 5.4(a), (b), and (c) show the number of busy client
clusters in super-clusters, the number of clients in super-clusters, and the number
of requests issued within super-clusters. Figure 5.4(a) further shows that there
is strong correlation between the number of busy client clusters in a super-cluster
and the number of requests issued within a super-cluster. We showed in Chapter 3
that larger client clusters usually issued more requests, but the correlation between
the number of requests issued within a super-cluster and the number of clients in
a super-cluster is weak (Figure 5.4(b)), which further shows that the prefix-based
client clusters do a better job on capturing clients’ behavior than AS-based super-
clusters. Figure 5.4(c) shows that more than 90% of the super-clusters issued fewer
than 10,000 requests.

In fact, the AS-level super-clusters may be too coarse-grained. An AS can be
very large and may contain several smaller entities which are separately adminis-
tered. For example, the super-cluster AS 1221 in the Apache server log contains
8 busy client clusters. The clients in each busy client clusters share a common
suffix in their name. The common client name suffix of each client cluster is listed
in Table 5.7. The name suffixes of client clusters are different from each other.

They are unlikely to be under the same administration and should be treated as
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Figure 5.3: The super-cluster distribution of the Apache server log plotted in the
reverse order of the number of busy client clusters in a super-cluster (y axis is
in log scale): (a) number of busy client clusters in super-clusters; (b) number of
clients in super-cluster; (¢) number of requests issued within super-clusters.
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Figure 5.3(a)); (b) number of clients in super-clusters (re-plot of Figure 5.3(b));
and (c) number of requests issued within super-clusters (re-plot of Figure 5.3(c)).



Client cluster prefix/netmask

Common suffix of client name

139.130.0.0/16

wnise.com

139.134.0.0,/16

tmns.net.au

192.148.160.0/24

telstra.com.au

203.32.0.0/14

0CSs.com.au

203.36.0.0/16

trickysoft.com.au

203.38.0.0/16

panorama.net.au

203.0.0.0/10

geelong.netlink.com.au

203.0.0.0/12

iaccess.com.au
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Table 5.7: The client clusters in super-cluster AS 1221 in the Apache server log.

separate entities.

We conducted a dig-based validation test to show that the prefix-level client
cluster detection is necessary. We sampled 15% of the super-clusters that had
multiple busy client clusters and randomly selected one client in each busy client
cluster belonging to the sampled super-clusters. We ran dig -z on these selected
clients to resolve their names to see if the client clusters belonging to the same
super-cluster are indeed under the same administration. We define a super-cluster
to be false-partitioned if the common client name suffix of the busy client clusters
belonging to it are the same. The results of this dig-based validation test of the
Apache, EW3, Nagano, and Sun server logs are shown in Table 5.8. In the Apache
server log, we sampled 45 super-clusters which together contain 165 busy client
clusters. The results show that 3 super-clusters are false-partitioned, which contain
a total of 7 (< 5%) busy client clusters. This observation holds across all the server

logs, which demonstrates the need for constructing prefix-level client clusters.
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Table 5.8: Client cluster validation of the Apache, EW3, Nagano, and Sun server
logs using dig.

Server logs | Number of | Total number of | Number Total num-
sampled busy client clus- | of false- | ber of  busy
super- ters in sampled | partitioned | client clusters in
clusters super-cluster super- false-partitioned

clusters super-clusters

Apache 45 165 3 7

EW3 21 96 1 3

Nagano 7 22 0 0

Sun 35 157 2 7

5.2 Busy super-clusters

In previous chapters, our construction of interesting client clusters was based on a
thresholding scheme on the number of requests issued from within a client cluster.
The scheme includes client clusters that contribute 70% of the total number of
requests, and relies on the fact that most of the busy client clusters are distinct.
Even if this were always true, it is possible for several non-busy clusters to be
grouped together and end up in the interesting set. Here, we examine if non-busy
clusters, belonging to the same AS, can be combined into a busy super-cluster
(Figure 5.1 (b)).

Our experiment has four steps, beginning with client cluster detection as before.
Then we construct super-clusters by identifying the ASes originating the IP address
prefixes of both busy and non-busy client clusters, and group client clusters which
originated from the same AS into one super-cluster. Next, we threshold the super-
clusters since we are interested in the busy super-clusters responsible for a large
portion of the requests. We label the set of super-clusters of busy client clusters
constructed in Section 5.1 to be tentatively-busy. After reverse sorting based on

the number of requests issued from within super-clusters, we retain only the busy
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Table 5.9: Experimental results of super-cluster construction of client clusters
(both busy and non-busy client clusters) on the Apache, EW3, Nagano, and Sun
server logs.

Server log | Number Fattest super- | Largest Busiest super-
of  super- | cluster (client | super-cluster cluster (re-
clusters clusters) (clients) quests)

Apache 3,728 322 8,255 99,127

EW3 2,635 174 3,043 163,450

Nagano 1,291 186 6,919 1,396,442

Sun 3,628 380 8,971 723,714

super-clusters whose total request contribution added up to at least 70% of the
total number of requests in the server log. We examine if there are any busy
super-clusters consisting of non-busy client clusters and label them as false-missing
busy super-clusters. These are the busy super-clusters that are not in the set of
tentatively-busy super-clusters.

Our experiments are conducted on the Apache, EW3, Nagano, and Sun server
logs. The client cluster detection is the same as we did in Section 5.1 and we do
not repeat the results here. Experimental results of super-clusters construction on
all client clusters is shown in Table 5.9. For instance, in the Apache server log,
all 18,087 client clusters are grouped into 3,728 super-clusters. The number of
client clusters in a super-cluster varies from 1 to 322, the number of clients in a
super-cluster varies from 1 to 8,255, and the number of requests issued from within
a super-cluster varies from 1 to 99,127.

Next, we filter out non-busy super-clusters. Table 5.10 shows the experimental
results of thresholding super-clusters on the Apache, EW3, Nagano, and Sun server
logs. In the Apache server log, we filter out non-busy super-clusters which issued

fewer than 2,266 requests in the Apache server log. There are 263 busy super-
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Table 5.10: Experimental results of thresholding super-clusters on the Apache,
EW3, Nagano, and Sun server logs.

Server log | Threshold # of | Total # | Total # of | Total # of
(requests busy of client | clients in | requests issued
per super- | super- clusters in | busy super- | from busy
cluster) clusters busy super- | clusters super-clusters

clusters

Apache 2,266 263 7,804 178,428 2,389,270

EW3 1,784 128 2,947 24,108 1,289,282

Nagano 25,470 76 1,523 36,496 8,059,611

Sun 11,249 196 6,619 130,417 9,502,880

clusters, containing 7,804 client clusters and 178,428 clients and issuing 2,389,270
requests (~ 70% of the total requests).

Table 5.11 shows the false-missing busy super-clusters. In the Apache server
log, 5 out of 263 busy super-clusters (< 2% of the busy super-clusters) are false-
missing busy super-clusters, which together contain 216 client clusters (1% of the
total 18,087 client clusters) and 1,439 clients (0.5% of the total 274,844 clients)
issuing 14,172 requests (0.4% of the total 3,461,361 requests). Thus it is unlikely
that non-busy client clusters can be grouped into a busy super-cluster. This also

indicates that the chosen threshold of 70% is reasonable.

5.3 Sub-clustering

All the clients belonging to the same client cluster are under the same adminis-
trative control. However, some applications may be interested in an even more
fine-grained partition of clients. Our goal in this section is to see if a busy client
cluster can be further partitioned into several sub-clusters based on the clients’

access pattern. The four steps of the sub-clustering experiments begins with client



112

Table 5.11: The false-missing busy super-clusters of the Apache, EW3, Nagano,
and Sun server logs.

Server log | Number Total # | Total # | Total # | Percentage
of  false- | of client | of clients | of requests | of requests
missing clusters in false- | issued issued  from
busy in false- | missing from false- | false-missing
super- missing busy missing busy  super-
clusters busy super- | super- busy super- | clusters

clusters clusters clusters

Apache 5 216 1,439 14,172 0.4

EW3 2 50 73 3,891 0.2

Nagano 2 32 482 59,846 0.5

Sun 0 0 0 0 0

cluster detection of the clients extracted from the server logs. After reverse sort-
ing based on the number of requests issued from within client clusters, we retain
busy client clusters as before. Next, we identify the set of common busy client
clusters—busy client clusters seen in more than one server log. Finally, we par-
tition a common busy client cluster into sub-clusters based on the clients’ access
patterns. The clients that usually access the same set of servers will be in the same
sub-cluster.

Our experiments are conducted on the same set of digital library server logs
we used in Section 4.2. Here, we provide a summary on the server logs and the
experimental results. The experiments of client cluster detection and thresholding
are same as those in Section 4.2. We take the union of all the busy client clusters
in each server log—there are 868 unique busy client clusters. Figure 5.5 shows the
number of digital library servers a busy client cluster frequently accesses. Around
one fourth of the busy client clusters are common busy client clusters. While most
of the common busy client clusters usually access 2 servers, a client cluster may

behave as a busy client cluster at up to 6 servers. The 196 common busy client
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Figure 5.5: The number of digital library servers which the busy client clusters
access frequently (plotted in the reverse order of the number of servers a busy
client cluster frequently accesses).

clusters consist of a total of 15,433 clients and issue 909,315 requests (Table 4.3).
The number of common busy client clusters in each server log varies from 3 to
191. The number of clients in the common busy client clusters in each server log
varies from 64 to 10,376. The number of requests issued by the common busy
client clusters in each server log varies from 2,619 to 297,012.

We denote the set of servers which is frequently accessed by a busy client cluster
as its good server set. A busy client cluster can be partitioned into sub-clusters in

the following ways:

1. A small portion of the clients in the client cluster sends many requests to
each server in the good server set while the remaining clients are less active.
Examples include proxies and spiders, which we can differentiate from the
normal clients as we did in Chapter 4. This technique partitions the client

cluster into three sub-clusters: spider, proxy, and normal-client.

2. Often, a subset of the clients send requests to a subset of servers in the good

server set, while other clients send requests to the remaining servers in the
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Table 5.12: The common busy client clusters in the digital library server logs.

Server log Number of | Total number of clients | Total number of requests
common busy | in the common busy | issued within the common
client clusters | client clusters busy client clusters

US-MAIN 191 10,376 297,012

US-MIRROR 14 158 2,619

BR 19 665 15,608

CN 5 122 17,123

DE 38 2,102 75,818

ES 6 632 31,734

FR 25 1,521 72,931

IL 3 130 4,557

IN 8 80 5,114

IT 49 2,634 123,233

JP 21 1,466 54,428

KR 8 225 8,914

RU 13 458 49,571

™W 5 64 4,099

UK 3 861 146,554

Total 196 15,433 909,315

good server set. The client cluster is partitioned into multiple sub-clusters

based on the subset of servers the clients usually contact.

We use an example to illustrate the second case of sub-cluster construction.
The common busy client cluster 130.183.0.0/255.255.0.0 behaves as a busy client
cluster in both the main server in the US and the mirror server in Germany (i.e.,
the good server set of client cluster 130.183.0.0/255.255.0.0 consists of the main
server in the US and its mirror server in Germany). It consists of 90 clients and
issued a total of 7K requests to these two servers (40% of the requests are sent to
the main server in the US and 60% of the requests are sent to the mirror server in
Germany). Figure 5.6 shows the percentage of requests issued from a client to each
server in the good server set. It is sorted first on the reverse order of the number

of requests issued to the main server in the US and second on the increasing order
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Figure 5.6: Percentage of requests issued by each client in common busy client
cluster 130.183.0.0/255.255.0.0 to the main server in the US and its mirror server
in Germany (y-axis is in log scale).
of the number of requests issued to the mirror server in Germany. Most clients
usually access only one server. The clients can be partitioned into two sub-clusters
based on the server the clients access more frequently. A client which issues more
requests to the main server in the US than that to the mirror server in Germany
belongs to the sub-cluster corresponding to the main server in the US (on the left
side in Figure 5.6). Otherwise, it belongs to the sub-cluster corresponding to the
mirror server in Germany (mainly on the right side in Figure 5.6).

In summary, sub-clustering provides us with finer-grained information on the
busy clusters. Examples of potential applications of sub-clustering include Web

caching and server replication.

5.4 Server clustering

Symmetric to client cluster detection, our method can be used to detect server
clusters. Server clustering is conducted on the server addresses extracted from the

proxy logs in front of a set of users. We apply server clustering to two sets of proxy



Table 5.13: The AT&T proxy logs used in our experiments.

Date Number of requests | Number of servers
6/20,/2000 995,917 1,328
6/21/2000 997,560 2,517
6/22/2000 997,098 3,159
6/23/2000 997,045 3,014
6/24/2000 991,986 1,980
6/25/2000 992,048 1,892
6/26,/2000 996,527 3,545
6/27/2000 997,159 2,910
6/28,/2000 997,274 2,813

Table 5.14: The Larmancom proxy logs taken from 4/9/2000 to 4/15/2000.

Proxy log | Number of requests | Number of servers
Blv 150,537,713 226,521
Bna 16,197,389 66,634
Slb 44,586,509 120,047
Stl 67,451,391 146,624

116

logs: AT&T and Larmancom proxy logs. The AT&T proxy logs are obtained from
a 9-day packet trace at an AT&T facility between 6/20/2000 and 6/28/2000 with
over 1 Million requests a day and between 1,328 and 3,545 servers contacted (Table
5.13). The Larmancom proxy logs are a set of four 7-day packet traces at a large
manufacturing company that wishes to remain anonymous: Blv is a proxy in front
of one set of users, Bna, Slb, and Stl are proxies associated with regional firewalls

in front of three sets of users (Table 5.14).

5.4.1 Server cluster detection

Server cluster detection on the proxy logs is similar to client cluster detection in
Chapter 3 on server logs except that the experiments are conducted on server IP

addresses extracted from the proxy logs.
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Table 5.15: Experimental results of server cluster detection on the AT&T proxy
logs.

Date Total number of | Largest server clus- | Busiest server clus-
server clusters ter (servers) ter (requests)
6,/20/2000 506 38 407,440
6,/21/2000 907 80 174,055
6,/22/2000 1,148 93 136,368
6,/23/2000 1,121 85 90,483
6,/24/2000 817 49 115,160
6/25,/2000 680 49 77,184
6/26,/2000 1,304 85 146,988
6/27,/2000 1,063 84 101,704
6/28,/2000 1,063 76 129,408

AT&T proxy logs

In the AT&T proxy logs, more than 99% of the servers can be grouped into server
clusters. The experimental results of the AT&T proxy logs are shown in Table
5.15. The number of server clusters varies from 506 to 1,304, where the size of the
largest server cluster varies from 38 servers to 90 servers. The number of requests
received by the busiest server clusters varies from 77,184 to 407,440.

Figures 5.7(a), (b), and (c) show the cumulative distribution of the number of
requests in a server cluster, the distribution of the number of requests in a server
cluster, and the distribution of the number of servers in a server cluster. Each
curve in Figure 5.7 corresponds to a 1-day proxy log. The top 100 server clusters
are plotted in the reverse order of the number of requests received by a server
cluster (i.e., server clusters receiving a larger number of requests are on the left
side). From Figures 5.7(a) and (b), we observe that the top 20 busiest server
clusters received 50% of the requests. This implies that the proxy can do a better
job on prefetching and caching after locating the busy server clusters. Unlike our

observation on the client cluster distribution in Chapter 3, there is no perfect
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Table 5.16: Experimental results of server cluster detection on the Larmancom
proxy logs.

Proxy log | Total number of | Largest server | Busiest server

server clusters cluster (servers) cluster (requests)
Blv 174,66 2,559 15,199,709
Bna 10,722 750 1,617,901
Slb 13,795 1,360 4,440,324
Stl 14,947 1,673 7,692,163

correlation between the number of servers in a server cluster and the number of
requests received in a server cluster (Figure 5.7(c)).

We re-plot the same set of data shown in Figure 5.7 with a different sorting
of server clusters (on the z axis) — in reverse order of the number of servers in a
server cluster. Figures 5.8(a), (b), and (c) show the cumulative distribution of the
number of servers in a server cluster, the distribution of the number of servers in
a server cluster, and the distribution of the number of requests in a server cluster.
Figure 5.8(a) shows that top 20 largest server clusters contain more that 99% of
the total servers. Only a weak correlation exists between the number of servers in
a server cluster and the number of requests received in a server cluster, as observed

in Figure 5.8(c).

Larmancom proxy logs

The experimental results of the Larmancom proxy logs are shown in Table 5.16.
The number of server clusters varies from 10,722 to 17,466, where the size of
the largest server cluster varies from 750 servers to 2,559 servers. The number of
requests received by the busiest server clusters varies from 1,617,901 to 15,199,709.

Figures 5.9 and 5.10 show the distribution of server clusters. The observations

on the results of the AT&T proxy logs also hold on the Larmancom proxy logs.
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Figure 5.7: The server cluster distribution of the AT&T proxy logs plotted in the
reverse order of the number of requests received by a server cluster (y axis is in log
scale): (a) cumulative distribution of the number of requests in a server cluster;
(b) distribution of the number of requests in a server cluster; and (c) distribution
of the number of servers in a server cluster.
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Figure 5.8: The server cluster distribution of the AT&T proxy logs plotted in
the reverse order of the number of servers in a server cluster (y axis is in log
scale): (a) cumulative distribution of the number of servers in a server cluster; (b)
distribution of the number of servers in a server cluster; (c¢) distribution of the
number of requests in a server cluster.
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Figure 5.9: The server cluster distribution of the Larmancom proxy logs plotted in
the reverse order of the number of requests received by a server cluster (y axis is in
log scale): (a) cumulative distribution of the number of requests in a server cluster;
(b) distribution of the number of requests in a server cluster; (c) distribution of
the number of servers in a server cluster.
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Figure 5.10: The server cluster distribution of the Larmancom proxy logs plotted
in the reverse order of the number of servers in a server cluster (y axis is in log
scale): (a) cumulative distribution of the number of servers in a server cluster; (b)
distribution of the number of servers in a server cluster; (c¢) distribution of the
number of requests in a server cluster.
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5.4.2 Validation

Similar to client cluster validation in Chapter 3, we use both nslookup-based and
traceroute-based tests to validate the results of server cluster detection, although
the purpose is different here. In Chapter 3, the validation tests are based on the
observation that clients in the same cluster often share a non-trivial suffix in their
fully-qualified domain names. This is not true for servers since servers in the same
cluster can have different names (e.g., due to the service provider). Our validation
test on server cluster detection is based on the combination of the name of the
server and path towards the server. We first perform the nslookup-based test on
the server cluster. If the server cluster passed the nslookup-based test, then we
say the server cluster is detected correctly. Failing to pass the nslookup-based
validation test does not necessarily mean that the server cluster is mis-detected.
We then perform the traceroute-based test on the server clusters that failed to pass
the nslookup-based test. If a server cluster passes the traceroute-based test, we also
say the server cluster is detected correctly. Otherwise, we say the server cluster is
mis-detected.

We take 10% samples from the server clusters detected in each of the AT&T
proxy logs. The validation results are shown in Table 5.17. The number of sampled
server clusters in a proxy log varies from 44 to 120 and the number of servers in
the clusters from 77 to 263. After performing the validation tests, the percentage
of sampled server clusters in a proxy log that failed in the nslookup-based test
varies from 4% to 17% and the percentage of sampled server clusters in a proxy
log that failed in the traceroute-based test varies from 0% to 10%. For example, we
sampled 72 server clusters in the proxy log taken on 6/24/2000. The total number

of servers in sampled server clusters is 127. There are 9 server clusters that failed
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Table 5.17: Server cluster validation on the AT&T proxy logs.

Date Total number | Number  of | Number of | Number of server
of sampled | sampled server clusters | clusters that
server clusters | servers that failed the | failed the tracer-

nslookup test oute test

6,/20/2000 44 77 2 0

6,/21/2000 79 111 10 7

6,/22/2000 106 209 19 10

6/23,/2000 106 257 15 11

6/24,/2000 72 127 9 5

6/25,/2000 60 153 7 4

6/26,/2000 120 263 18 10

6,/27/2000 100 192 13 10

6,/28/2000 100 192 13 8

the nslookup-based test, among which 5 server clusters (4% of the sampled server
clusters) failed the traceroute-based test (i.e., 5 server clusters are mis-detected).
Thus, the accuracy of server cluster detection algorithm is above 90%.

We also conducted the validation test on the Larmancom proxy logs. We
sampled 1%? of server clusters in each proxy log. The validation results are shown
in Table 5.18. For example, we sampled 190 server clusters in the Blv proxy log.
The total number of servers in the sampled server clusters is 1374. There are 63
server clusters that failed the nslookup-based test, among which 17 server clusters
failed the traceroute-based test. Thus, the accuracy of the server cluster detection

algorithm is again above 90%.

5.4.3 Summary

Experimental results show that more that 99% of the servers in the proxy logs we

examined can be grouped into server clusters. Around 90% of the server clusters are

2Instead of sampling 10% of server clusters, we sampled 1% of the server clusters
in the Larmancom proxy logs due to the large size of the Larmancom proxy logs.
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Table 5.18: Server cluster validation on the Larmancom proxy logs.

Proxy log | Total number | Number  of | Number of | Number of server
of sampled | sampled server clusters | clusters that
server clusters | servers that failed the | failed the tracer-

nslookup test oute test

Blv 190 1,374 63 17

Bna 117 738 38 11

Slb 152 1,437 53 16

Stl 167 2,115 57 15

detected correctly (i.e., passed our validation tests). These are consistent with the
observations of the applicability and accuracy of client cluster detection in Chapter
3. Detecting client and server clusters can aid in engineering and shaping traffic

in a content distribution application.

5.5 Discussion and Other issues on client clus-
tering

In this chapter, we improve our basic clustering approach in four distinct ways. We
first examine if busy clusters can be combined into a super-cluster based on the AS
that originates the cluster’s IP address prefix. Experiments show that prefix-level
clustering is not too fine grained and additional information on the originating
AS will not help. Second, we examine if non-busy client clusters can be grouped
into busy super-clusters. We group all the client clusters into super-clusters. After
identifying busy super-clusters, we show that small (non-busy) clusters cannot be
combined into a busy super-cluster if their IP address prefixes originate from the
same AS. Third, we show that sub-clustering is helpful to identify proxies and

spiders and to select good servers for busy client clusters. This indicates that large
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clusters can be partitioned into sub-clusters based on the client access patterns.
Finally, we examine server clustering and show that server clustering is also possible
and interesting. Experimental results show that more that 99% of the servers in
the proxy logs we examined can be grouped into server clusters. Around 90% of the
server clusters are detected correctly (i.e., passed the validation tests). These are
consistent with the observations of the applicability and accuracy of client cluster
detection.

Besides the improvements described above, we examine how requests issued
and unique URLs accessed from within each client cluster vary during different
time periods. We partition the Nagano server log into four 6-hour sessions [KWO0O0,
KWO00TM]. Although the first two sessions are less busy than the last two ones,
all of them show similar patterns in terms of both the number of requests issued
and number of unique URLs accessed by each client cluster. The observations on
client cluster distributions obtained from the entire server log still hold for each
session indicating that simulations on a sample of server logs might suffice. Time

partitioning result details are reported in [KWO0O0].



Chapter 6

Conclusion

A natural partition of IP addresses exists on the Internet. This thesis has proposed
a novel way to identify IP address clusters using BGP routing information. The
experiments are conducted on a wide range of Web logs which are a good source
of IP addresses. The results show that our method is able to group more than
99.9% of IP addresses captured in a wide variety of Web logs into clusters. In
order to provide a quantitative validation of the resulting clusters, we proposed
two tests based on the network tools nslookup and traceroute. Validation results
demonstrate that our method passes validation tests in over 90% of the sampled
cases. We also presented a self-correction and adaptation mechanism that improves
the applicability and accuracy of the initial cluster identification results. The
entire cluster identification process can be done in an automated fashion. Our
methodology is insensitive to BGP dynamics and independent of the range and
diversity of server logs.

Network-aware IP address clustering provides a tool which allows a natural ag-
gregation of IP addresses, where the location of the IP addresses has been consid-

ered. It helps researchers to obtain a solid understanding of the Internet topology
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and traffic load patterns. The cluster information is useful in many applications
such as content distribution, Web caching, server replication, traffic engineering
and load balancing, network management, and Internet map discovery. Two typi-
cal applications — Web caching and server replication — are discussed in this thesis
as examples to illustrate the use of client clustering. In the Web caching appli-
cation, we examine the usefulness of network aware clustering in a Web caching
simulation and contrast it with the typical 24-bit heuristic. The significant differ-
ences shown in simulation results demonstrate that the simple approach is not able
to evaluate benefits of Web caching schemes or the corresponding overhead (both
at the server and at proxies) well, and hence, fails to serve as a guide for solving
problems such as proxy placement. The simulation results from our network-aware
approach are more realistic, and is useful for designing and evaluating Web caching
systems. For example, knowing the location of clients and their demands, a Web
site can better provision its service. While we only address simulation of the Web
caching system with one server and multiple proxies, we can also simulate mul-
tiple servers and multiple proxies by merging more server logs collected at the
same time. In our discussion of the Web caching application, we also presented a
method to identify spiders and proxies among Web clients by examining the access
patterns of corresponding client clusters.

In the server replication application, we proposed a scheme that can be de-
ployed at Web servers to automatically re-direct client requests reducing the access
latency. We selected good servers for a client cluster based on a “follow-the-herd”
heuristic. We also proposed a mechanism to reconstruct the busy cluster list dy-
namically. We conducted experiments on a set of server logs of a digital library

site. Although, due to lack of direct access to the digital library servers, we can-
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not validate if our selection of the good servers will provide a lower user-perceived
latency than other non-good servers, our traceroute results show that our selection
of good servers usually have a smaller RTT to the client clusters than that of other
servers.

Besides the basic clustering scheme and applications, for the sake of complete-
ness, this thesis also discussed several improvements to the basic clustering scheme.
First, in the validation tests proposed in Chapter 3, we only examined if a cluster
is too big. We used the prefix originating AS information to group busy client
clusters into super-clusters and show that prefix-level clustering is not too fine
grained, and additional information on the originating AS will not help.

Second, we assembled interesting client clusters based on a thresholding scheme
that includes only clusters that contribute 70% of the total number of requests.
We relied on the fact that the busy client clusters are distinct but it might still have
been possible for several non-busy client clusters to be grouped together and end
up in the interesting set. In our experiments, we grouped all the client clusters into
super-clusters. After identifying busy super-clusters, we found that a number of
non-busy clusters cannot be combined into a busy super-cluster if their IP address
prefixes originate from the same AS.

Third, our client clusters are constructed based on prefixes extracted from BGP
routing tables. However, some applications may be interested in an even more fine-
grained partition of clients. For instance, one may want to partition a large client
cluster into sub-clusters based on the clients’ access patterns. We showed that
sub-clustering is helpful to identify proxies and spiders and to select good servers
for busy client clusters. This indicates that large clusters can be partitioned into

sub-clusters based on the client access patterns.
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Finally, symmetric to client clustering, we examined server clustering and
showed that server clustering is also possible and interesting. Experimental re-
sults show that more that 99% of the servers in the proxy logs we examined can be
grouped into server clusters. Around 90% of the server clusters are detected cor-
rectly (i.e., passed the validation tests). These are consistent with the observations
of the applicability and accuracy of client cluster detection. Detecting client and
server clusters can aid in engineering and shaping traffic in a content distribution
application.

To summarize, this thesis proposed a network-aware approach to clustering
IP addresses and discussed its applications and potential improvements. Ongoing
work includes fast prefix matching, cluster-based access pattern analysis, better

validation tools, and exploring a wider range of applications of clustering.



Appendix A

Experimental results of client

clustering on other Web logs

In order to examine the generality of our approach to client clustering, we con-
ducted our experiments on a wide range of Web server logs which include Apache,

EW3, Sun, and Unav server logs.

A.1 Apache server log

The Apache log is a 49-day Web server log taken from October 1, 1997 to November
18, 1997. A summary of the client cluster detection results is provided in Table A.1.
There are a total of 3,461,364 requests in the server log issued by 274,844 clients
accessing 51,536 unique URLs at the server. We detect all these clients as 35,563
client clusters. The size of client clusters varies from 1 to 1,680 clients, the number
of requests issued from within each client cluster varies from 1 to 78,336, and
clusters access anywhere from 1 to 21,207 unique URLs.

We plot the client cluster distributions in Figures A.1 - A.4. Figure A.1(a)
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Table A.1: Experimental results of client cluster detection on the Apache server
log.

Total number of requests 3,461,361
Total number of unique URLs | 51,536
Total number of unique clients | 274,844
Number of undetected clients | 0

Total number of client clusters | 35,563

Largest client cluster 1,680 clients (17,529 requests)
Smallest client cluster 1 client (1 request)

Busiest client cluster 78,336 requests

Least busy client cluster 1 request

Client cluster URL access 1 URL (0.000019% of total)

- 21207 URLs (0.41% of total)

shows the cumulative distribution of the number of clients in client clusters. We
observe that, although the largest client cluster contains 1,690 clients, more than
95% of the client clusters contain fewer than 100 clients. The cumulative distribu-
tion of requests issued in client clusters is shown in Figure A.1(b), which is more
heavy-tailed than that of the number of clients in client clusters as shown in Fig-
ure A.1(a). Around 95% of the client clusters issued fewer than 1,000 requests.
Only a few client clusters are very busy, issuing up to a maximum of 78,336 re-
quests. Figures A.2(a) and A.3(a) show the distributions of the number of clients
in client clusters (in the reverse order of the number of clients) and the number
of requests issued from within client clusters (in reverse order of the number of
requests issued), respectively, again demonstrating that the distribution of the
number of requests issued from within client clusters in more heavy-tailed than
the number of clients in client clusters.

We also plot the distributions of the number of requests issued from within
client clusters and the number of unique URLs accessed from within client clusters

(in the reverse order of the number of clients) in Figure A.2(b) and (c), respectively.
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Figure A.1: The cumulative distribution of clients and requests in a client cluster
for the Apache server log (both x axis and y axis are in log scale): (a) is the cumu-
lative distribution of the number of clients in client clusters; (b) is the cumulative
distribution of the number of requests issued from within client clusters.

Again larger client clusters issue more requests and access more URLs than smaller
client clusters. Also, there are a number of relatively small client clusters which
issue a significant amount of requests (~ 2% of the total) and/or access a big
fraction of URLs (~ 40% of the total) at the server. Again, we plot the distributions
of the number of clients in client clusters and the number of URLs accessed from
within client clusters (in the reverse order of the number of requests issued) in

Figures A.3(b) and (c), respectively.

A.2 EW3 server logs

We study a number of EW3 server logs, four one-month logs of July 1999 (EW3-
al, EW3-b, EW3-cl, and EW3-c2) and two six-month logs from July 1999 to

December 1999 (EW3-a2 and EW3-w).
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Figure A.2: The client cluster distribution for the Apache server log plotted in the
reverse order of the number of clients in a cluster (both z axis and y axis are in
log scale): (a) is the distributions of the number of clients in client clusters; (b)
is the number of requests issued from within client clusters; (c) is the number of
URLs accessed from within client clusters.
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Figure A.3: The client cluster distribution for the Apache server log plotted in the
reverse order of the number of requests (both x axis and y axis are in log scale):
(a) is the distributions of the number of requests issued from within client clusters
(re-plot of Figure A.2(b)); (b) is the number of clients in client clusters (re-plot
of Figure A.2(a)); (c) is the number of URLSs accessed from within client clusters
(re-plot of Figure A.2(c)).
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Figure A.4: The client cluster distribution for the Apache server log (y axis is in
log scale): (a) - (f) are the re-plotted figures of Figures A.2 (a) - (¢) and A.3 (a) -
(c), respectively, to clarify how client cluster distributions vary along the number
of clients in client clusters and the number of requests issued from within client
clusters.
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e EW3-al. The EW3-al log is a 31-day Web server log taken from July 1,
1999 to July 31, 1999. There are a total of 1,199,276 requests in the server
log, issued by 21,519 clients accessing 683 unique URLs at the server. We
detect all of these clients as 7,754 client clusters. The size of client clusters
varies from 1 to 359 clients, while the number of requests issued from within

each client cluster varies from 1 to 21,949 (Table A.2).

e EW3-a2. The EW3-a2 log is a 6-month Web server log taken from June
26, 1999 to December 20, 1999. We divide it into 6 sub-logs, one for each

month. The detailed information is provided in Table A.3.

e EW3-b. The EW3-b log is a 31-day Web server log taken from July 1,
1999 to July 31, 1999. There are a total of 1,908,761 requests in the server
log, issued by 40,156 clients accessing 7,772 unique URLs at the server. We
detect all of these clients as 14,895 client clusters. The size of client clusters
varies from 1 to 704 clients, while the number of requests issued from within

each client cluster varies from 1 to 76,218 (Table A.4).

e EW3-cl. The EW3-cl log is a 31-day Web server log taken from July 1,
1999 to July 31, 1999. There are a total of 1,496,408 requests in the server
log, issued by 160,020 clients accessing 618 unique URLs at the server. We
detect all of these clients as 18,571 client clusters. The size of client clusters
varies from 1 to 6,989 clients, while the number of requests issued from within

each client cluster varies from 1 to 53,217 (Table A.5).

e EW3-c2. The EW3-c2 log is a 31-day Web server log taken from July 1,
1999 to July 31, 1999. There are a total of 148,859 requests in the server log,

issued by 41,456 clients accessing 769 unique URLs at the server. We detect
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Table A.2: Experimental results of client cluster detection on the EW3-al server
log.

Total number of requests 1,199,276
Total number of unique URLs | 683
Total number of unique clients | 21,519
Number of undetected clients | 0

Total number of client clusters | 7,754

Largest client cluster 359 clients (19,409 requests)
Smallest client cluster 1 client (1 request)

Busiest client cluster 21,949 requests

Least busy client cluster 1 request

all of these clients as 16,286 client clusters. The size of client clusters varies
from 1 to 824 clients, while the number of requests issued from within each

client cluster varies from 1 to 2,410 (Table A.6).

e EW3-w. The EW3-w log is a 6-month Web server log taken from June 26,
1999 to December 20, 1999. We divide it into 6 sub-logs, one for each month.

The detailed information is provided in Table A.7.

Our experimental results show that all clients in the EW3 server logs are able

to be detected as client clusters using our method.

A.3 Sun server log

The Sun log is a 9-day Web server log taken from September 30, 1997 to October
9, 1997. A summary of the client cluster detection result is provided in Table A.8.
There are a total of 13,871,352 requests in the server log, issued by 219,528 clients
and access 116,274 unique URLs at the server. We detect all of these clients as

33,468 client clusters. The size of client clusters varies from 1 to 2,529 clients, the
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Table A.3: Experimental results of client cluster detection on the EW3-a2 server
log over 6 months.

Date
(1999)

Jun 27
- Jul 26

Jul 27
- Aug 26

Aug 27
- Sep 26

Oct 1
- Oct 31

Nov 6
- Nov 30

Dec 1
- Dec 20

Total #
of requests

1,357,623

1,645,975

2,180,029

2,877,528

2,223,590

1,847,913

Total #
of URLs

11,475

10,462

8,569

10,005

10,111

10,556

Total #
of clients

33,675

35,249

44,831

54,882

46,579

38,913

# of
undetected
clients

0

0

0

38

82

110

Total #
of client
clusters

12,465

12,380

14,949

17,826

15,206

13,620

Largest
client
cluster
(clients)
(requests)

634
16,513

932
26,979

760
25,648

1001
42,989

859
27,635

717
24,784

Smallest
client
cluster
(clients)
(requests)

Busiest
client
cluster
(requests)

100,140

145,970

116,806

132,009

81,694

86,585

Least
busy
client
cluster
(request)
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Table A.4: Experimental results of client cluster detection on the EW3-b server
log.

Total number of requests 1,908,761
Total number of unique URLs | 7,772
Total number of unique clients | 40,156
Number of undetected clients | 0

Total number of client clusters | 14,895

Largest client cluster 704 clients (25,328 requests)
Smallest client cluster 1 client (1 request)

Busiest client cluster 76,218 requests

Least busy client cluster 1 request

Table A.5: Experimental results of client cluster detection on the EW3-cl server
log.

Total number of requests 1,496,408
Total number of unique URLs | 618
Total number of unique clients | 160,020

Number of undetected clients | 0
Total number of client clusters | 18,571

Largest client cluster 6,989 clients (53,217 requests)
Smallest client cluster 1 client (1 request)

Busiest client cluster 53,217 requests

Least busy client cluster 1 request

Table A.6: Experimental results of client cluster detection on the EW3-c2 server
log.

Total number of requests 148,859
Total number of unique URLs | 769
Total number of unique clients | 41,456

Number of undetected clients 0

Total number of client clusters | 16,286

Largest client cluster 824 clients (2,410 requests)
Smallest client cluster 1 client (1 request)
Busiest client cluster 2,410 requests

Least busy client cluster 1 request
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Table A.7: Experimental results of client cluster detection on the EW3-w server
log over 6 months.

Date Jun 27 Jul 27 Aug 27 Oct 1 Nov 6 Dec 1
(1999) -Jul26 | -Aug 26| -Sep15| -Oct 31| -Nov 30 | - Dec 20
Total # 575,451 | 3,753,571 | 2,405,524 | 2,297,309 | 4,506,717 | 2,573,251
of requests
Total # 1,705 19,210 8,569 14,982 2,069 1,526
of URLs
Total # 3,659 16,202 10,587 20,788 20,165 13,452
of clients
# of 0 0 0 10 27 36
undetected
clients

Total # 1,517 6,187 4,391 7,321 6,863 5,111
of client
clusters

Largest
client
cluster
(clients) 389 523 520 574 593 573
(requests) 39,021 145,010 103,531 45,810 114,206 82,788
Smallest
client
cluster
(clients) 1 1 1 1 1 1
(requests) 1 1 1 1 1 1
Busiest
client
cluster
(requests) 39,021 151,229 104,183 107,791 167,807 99,176
Least
busy
client
cluster
(request) 1 1 1 1 1 1
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Table A.8: Experimental results of client cluster detection on the Sun server log.

Total number of requests 13,871,352
Total number of unique URLs | 116,274
Total number of unique clients | 219,528
Number of undetected clients | 0

Total number of client clusters | 33,468

Largest client cluster 2,529 clients (119,231 requests)
Smallest client cluster 1 client (1 request)

Busiest client cluster 693,955 requests

Least busy client cluster 1 request

Client cluster URL access 1 URL (0.000009% of total)

- 33594 URLs (0.29% of total)

number of requests issued from within each client cluster varies from 1 to 693,955,
and clusters access anywhere from 1 to 33,594 unique URLs.

We plot the client cluster distributions in Figures A.5 - A.8. Figure A.5(a)
shows the cumulative distribution of the number of clients in client clusters. We
observe that, although the largest client cluster contains 2,536 clients, more than
95% of the client clusters contain fewer than 100 clients. The cumulative distribu-
tion of requests issued in client clusters is shown in Figure A.5(b), which is more
heavy-tailed than that of the number of clients in client clusters as shown in Fig-
ure A.5(a). Around 90% of the client clusters issued fewer than 1,000 requests.
Only few client clusters are very busy, issuing up to a maximum of 693,955 re-
quests. Figures A.6(a) and A.7(a) show the distributions of the number of clients
in client clusters (in the reverse order of the number of clients) and the number
of requests issued from within client clusters (in reverse order of the number of
requests issued), respectively. Again the distribution of the number of requests
issued from within client clusters is more heavy-tailed than that of the number of

clients in client clusters.



143

01}

Cumulative distribution (in log scale)
Cumulative distribution (in log scale)

0.01

I | | | | I I
10 100 1000 10000 100000 le+06 1e+07 1et+08

01 L | . | |
1 0 100 1000 10000 100000  1e+06 Number of requests issued in client clusters

Number of clientsin client clusters (in log scale) (inlog scale)

(b)

Figure A.5: The cumulative distribution of clients and requests in a client cluster
for the Sun server log (both z axis and y axis are in log scale): (a) is the cumu-
lative distribution of the number of clients in client clusters; (b) is the cumulative
distribution of the number of requests issued from within client clusters.

We plot the distributions of the number requests issued from within client
clusters and the number of unique URLs accessed from within client clusters (in
the reverse order of the number of clients) in Figures A.6(b) and (c), respectively.
Larger client clusters issue more requests and access more URLs than smaller client
cluster. However, there are a number of relatively small client clusters which issue
significant amount of requests (~ 5% of the total) and/or access a big portion of
URLs (~ 30% of the total) at the server. Finally, we plot the distributions of
the number of clients in client clusters and the number of URLs accessed from
within client clusters (in the reverse order of the number of requests issued) in

Figures A.7(b) and (c), respectively.
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Figure A.6: The client cluster distribution for the Sun server log plotted in the
reverse order of the number of clients in a cluster (both z axis and y axis are in
log scale): (a) is the distributions of the number of clients in client clusters; (b)
is the number of requests issued from within client clusters; (c) is the number of
URLs accessed from within client clusters.
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Figure A.7: The client cluster distribution for the Sun server log plotted in the
reverse order of the number of requests (both x axis and y axis are in log scale):
(a) is the distributions of the number of requests issued from within client clusters
(re-plot of Figure A.6(b)); (b) is the number of clients in client clusters (re-plot
of Figure A.6(a)); (c) is the number of URLSs accessed from within client clusters
(re-plot of Figure A.6(c)).
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Figure A.8: The client cluster distribution for the Sun server log (y axis is in log
scale): (a) - (f) are the re-plotted figures of Figures A.6 (a) - (¢) and A.7 (a) -
(c), respectively, to clarify how client cluster distributions vary along the number
of clients in client clusters and the number of requests issued from within client

clusters.
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Table A.9: Experimental results of client cluster detection on the Unav server log.

Total number of requests 6,593,672
Total number of unique URLs | 24,150
Total number of unique clients | 28,672

Number of undetected clients 21

Total number of client clusters | 2,480

Largest client cluster 7,918 clients (966,788 requests)
Smallest client cluster 1 client (1 request)

Busiest client cluster 1,507,769 requests

Least busy client cluster 1 request

A.4 Unav server log

The Unav is an event log that was obtained over a thirty-two hour period during
December 1999. A summary of the client cluster detection result is provided in
Table A.9. There are a total of 6,593,672 requests in the server log issued by
28,672 clients accessing 24,150 unique URLs at the server. We detect all these
clients as 2,480 client clusters. The size of client clusters varies from 1 to 7,918
clients and the number of requests issued from within each client cluster varies

from 1 to 1,507,769.

A.5 Summary

The experimental results on a wide range of Web logs show that we can group
more than 99.9% of the clients into clusters, with very few clients not clusterable
(i.e., no network prefixes in our prefix table matches the client IP addresses) due
to the lack of proper prefix/netmask information in the routing table snapshots.
This is fixed in the self-correction and adaptation stage of our approach (discussed

in Chapter 3.8).
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