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Abstract—Per-flow traffic measurement is critical for usage ac- “per-flow” traffic accounting without per flow state on a high-
counting, traffic engineering, and anomaly detection. Prelous speed link. Given a flow identifier, SCBF returns the estimate
methodologies are either based on random sampling (e.g., £io’s number of packets in the flow duringraeasurement epoch
NetFlow), which is inaccurate, or only account for the “elefhants”. . o .
Our paper introduces a novel technique for measuring per-flav Her_e, a flow |dent|f|e_r can be an _IP gddress, a source and desti-
traffic approximately, for all flows regardless of their sizes, at very ~Nation IP address pair, the combination of IP addressesamd p
high-speed (say, OC192+). The core of this technique is a rev numbers, or other indices that can identify a flow.
data structure called Space Code Bloom Filter (SCBF). A SCBF  Per-flow accounting is a challenging task on high-speed net-
is an approximate representation of a multiset; each elemdnin 4k [inks. While keeping per-flow state would make account-

this multiset is a traffic flow and its multiplicity is the numb er of . . o . .
packets in the flow. SCBF employs a Maximum Likelihood Esti- ing straightforward, it is not desirable since such a largées

mation (MLE) method to measure the multiplicity of an elemertin ~ Will only fit on DRAM and the DRAM speed can not keep up
the multiset. Through parameter tuning, SCBF allows for grace- with the rate of a high-speed link. While random sampling,

ful tradeoff between measurement accuracy and computaticd  such as used in Cisco Netflow, reduces the requirement on
and storage complexity. SCBF also contributes to the foundan memory speed, it introduces excessive measurement eorors f

of data streaming by introducing a new paradigm called blind . .
streaming. We evaluated the performance of SCBF on packet flows other than elephants, as shown in Section Il. The scheme

traces gathered from a tier-1 ISP backbone and through mathe DY Estan and Varghese [1] only needs a small amount of fast
matical analysis. Our preliminary results demonstrate tha SCBF memory. However, it allows the monitoring of only a small
achieves reasonable measurement accuracy with very low stage  number of elephants.
and computational complexity. Previous attempts at using bloom filters to answer multi-
set queries have produced a number of variationsooiting
bloom filter[6]. In its most basic form, a counting bloom fil-
ter has a counter associated with each bit in the array. When
Accurate traffic measurement and monitoring is critical fasin element: is inserted in a counting bloom filter with hash
network management. For example, per-flow traffic accourftinctionshy, - - - , hy, each of thé: counters associated with the
ing has applications in usage-based charging/pricingir#gc bits b (z), - - - , hi(z) are incremented by one. Unfortunately,
per-flow QoS, and traffic engineering [1]. While there hasbegjuantitative estimates based on counters might be a long way
considerable research on characterizing the statististllmi-  off the correct value of the frequency of occurrence of any el
tion of per-flow traffic [2] or on identifying and measuringawf ement in counting bloom filters. Approaches lis@nservative
large flows (elephants) [3], [1], [4], little work has beemémn  update]1] have been proposed to counter this problem to some
investigating highly efficient algorithms and data struesito extent. Such heuristics fail to provide any bounds on thie est
facilitate per-flow measurement on very high-speed links.  mation error and do not yield to analysis. Counting bloom fil-
To fill this gap, we propose a novel data structure calledrs are not suitable from the implementation perspeciitiere
Space-Code Bloom Filter (SCBF) and explore its applicatioThey require a large number of counters, each of them capable
to network measurement in general, and to per-flow traffic aof counting up to the largest possible multiplicity, thusstiag
counting in particular. A (traditional) bloom filter [5] imaap- both space and computation cycles. Attempts to improve the
proximate representation of a s€f which given an arbitrary space efficiency of counting bloom filters have resulted & th
elementz, allows for the membership query:“€ S?”. A proposal of variable size counters [7]. Unfortunately,rirexh-
Space-Code Bloom Filter (SCBF), on the other hand, is an agrism required to implement variable size counters is cerpl
proximate representation of a multiget, which allows for the and cannot match the rate of a high speed link.
guery “how many occurrences efare there inA/?”. Justas  Our approachis to perform traffic accounting on a very small
a bloom filter achieves a nice tradeoff between space effigieramount of high-speed SRAM, organized as $@BF page
(bits per element) and false positive ratio, SCBF achieveésea Once an SCBF page becomes full (we formalize this notion
tradeoff between the accuracy of counting and the numberlafer), it is eventually paged to persistent storages ssclisis.
bits used for counting. Later, to find out the traffic volume of a flow identified by a
SCBF has several important applications in network mekabel z during a measurement epoch, the SCBF pages corre-
surement. This paper focuses on its application to perfagmisponding to the epoch can be queried usintp provide the
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approximate answer. The challenges facing this approach ar 1. ARCHITECTURE, PERFORMANCEMETRICS, AND
threefold. First, the amount of persistent storage to SS@BF BLIND STREAMING

pages cannot be unreasonably large, even for a high-spéed li The proposed SCBF scheme is motivated by the need to

like .OC'192+ (101' Gbps). Second, the computational COrB'rovide per-flow traffic accounting at very high speed (e.g,
plexity of processing each packet needs to be low enoughd%192+)' A naive solution to this problem would be to main-

catch_ up with the link speed. Third, th? accounting nee_ds n per-flow counters that are updated upon every packet ar-
be fairly accurate for all the flows, despite the aforemerath rival. However, as shown in [1], this approach cannot saale t

storage and complexity constraints. the link speed of OC192+ since fast SRAM modules can only

SCBF is designed to meet all these challenges. Our desfipld atiny fraction of per-flow state due to their size lintitas,
can easily scale to maintaining approximate per-flow coantsyet large DRAM modules cannot support such speed. Random
an OC-192+ link using a limited amount of fast memory. Théampling with a small rate such as 1% may make the speed re-
storage cost for a full-speed OC-192 link is tolerable: atfou quirement for keeping the per-flow state affordable for DRAM
bits per packet or 9 GB per hour. Such a cost is manageablewever, they lead to intolerable inaccuracies in netwoelam
for Tier-1 ISPs as the storage cost right now is about 1 dollgdrement [1]. In particular, sampling will typically misset
per GB. In addition, it is very amenable to pipelined hardwamajority of small flows (containing only a few packets). Ig-
implementation to facilitate high-speed processing. noring these mice altogether may lead to wrong conclusions i

] ] applications such as estimation of flow distribution andvoek
Here we describe the conceptual design of SCBF, defer”aﬁomaly detection.

its detailed description to Section Ill. An SCBF is essdlytia
large number of statistical estimators running in paralielch

- . . 0. New SCBF Module

estimator tracks the traffic volume of a certain flow. SCBF packet <

nicely codes and compresses the current “readings” of thesearrival / Mﬁﬁme 1\ 4. Query

estimators within a small memory module so that they do not Header=p CPU Persistent4—,

interfere with each other. Like space-time coding allovgs si L Process . SR | Storage s answer
i i i header 2. Write ™ \odule 2 3. Paging

nals to multiplex on both space and time domains, SCBF al- to SCBE 0 disk

lows “signals” to multiplex on both space and code domains, once "full”

hence the nam8pace-CodeThe demultiplexing operation for
Obtaining the “reading" of a given flow in an SCBE emp|oy§ig. 1. The system model for using SCBF for traffic measurémen
a Maximum Likelihood Estimation (MLE) process. We show

through careful analysis that the “readings” of all flowslw&  Our vision is to design a synopsis data structure that keeps
accurate to a certain ratio with high probability. approximate track of the number of packets in each flow re-

SCBF not only has important applications in network megardless of its size, yetis small enough to fit in fast SRAMe Th
surement, but also contributes to the foundatiodatt stream- ProPosed SCBF scheme is a brainchild of this vision. The-over
ing[8], [4]. Data streaming is concerned with processing a lorfjl architecture of using SCBF to perform per-flow accougtin
stream of data items in one pass using a small working memépyS1oWn in Figure 1. SCBF is updated upon each packet ar-
in order to answer a class of queries regarding the stream. F¥al (arcs 1 and 2 in Figure 1) so that it will not fail to redor
challenge is to use this small memory to “remember” as mufif Presence of any flow, small or large. When the SCBF be-
informationpertinent to the querieas possible. The contribu- €0mes full, it will be paged to persistent storage devices3a

tions of SCBF to data streaming are twofold. First, it is agionlYPically, two “ping-pong” SCBF modules will be used so that

the earliest work in the networking context [4]. Althougttala ©N€ €&n process new packets while the other is being paged, as
streaming has emerged as a major field in database [8], [7], [g"oWn in Figure 1. In other words, these two SCBF modules
the techniques invented in the database context geneaaifyot SIO'€ @pproximate flow accounting information in altemgti

be “ported” to networking because they are much more expef€asurement epochs. In addition, SCBF succinctly represen
sive in computational complexity. Second, SCBF introduc@s/arge number of counters so that paging is infrequent emoug
a new paradigm calletlind streamingin which incrementing to fit within the disk bandwidth even for OC-192+ link speed.

the reading of an estimator does not require the decodingfdfally, @ guery concerning the size of a flow can be made to a
its current reading, and hence thkndness This significantly SCBF page stored on the disk (arc 4). The r_esult of the query
reduces the computational and hardware implementation cof@C 5) iS the approximate number of packets in the flow during
plexity of each operation, as discussed in Section I1-B. the measurement epoch an SCBF page records.

The rest of this paper is organized as follows. In the next )
section, we revisit the motivation of this work and identifly- A. Performance Metrics
jectives and constraints specific to per-flow measurement oriThe key challenge of designing SCBF is to achieve a nice
high-speed links. Section Il describes the design of SGRF. tradeoff between the following three key performance rostri
provide some mathematical details of SCBF in Section IV-Set. Storage complexity. This refers to the amount of space
tion V presents a preliminary evaluation over a number @fdar consumed on persistent storage to store the SCBF pages. This
packet header traces from a tier-1 ISP IP backbone netwockn be equivalently characterized as the traffic rate bettese
We conclude in Section VI with pointers to future work. SCBF module and the disk. Our goal is to make this complexity



as small as possible, given a fixed link speed. At least thés ra | 1.Insertion phase (givenz):

should not exceed the disk bandwidth. We will show that this | 2. @ = rand(1,1); i
complexity is manageable even on OC192+ speed since SCBF 3-  Setbitsd[hi (z)], ..., Alhj ()] to 1;
takes advantage of the “Quasi-Zipf Law” of the Internetficaf 4. Ouerv phase (giveny):

a small number of flows contribute to the majority of Internet 5: Q ;y:p 0 (givery):

traffic and the majority of flows are small. 6. forG=1,i<l;i++)
2. Computational complexity. We are also concerned with 7. if (bits A[R} (2)], ..., A[h% (2)] are all 1)
the number of memory accesses to the SCBF module for each 8. 6=0+1;

packet. This has to be minimized. We show that our schemg 9.  return MLE);

will incur no more than 6 bits of write per packet to the memory;g > |nsertion and Query in SCBF

We will see later that most of these writes overwrite bitg Hra

already 1, thus filling up the SCBF page at a much slower rate.

3. Accuracy of estimation. We would like our estimation of

the traffic volume in a measurement epoch to be as close to . ]

the actual value as possible. In this paper, our goabisstant mmallzed t0 0. A BIloom filter use¢ independent hash func-

relative error tolerancei.e., for the estimate” to be within ONS/hu1, hz, ..., hy with range{l, ..., m}. We refer to this set

[(1—€)F, (1 + €)F] with high probability. HereF is the actual ©f hash functions as group. In theinsertion phasegiven an

value. This is achieved using a maximum likelihood estimat§'émentz to be inserted into a séi, we set the bitsi[h;(«)],

(MLE). 1 < ¢ < k, to 1. In thequery phasgto check if an elemenj
Clearly, very high accuracy can be achieved if one is willint§ in S, we check the value of the bit§[h;(y)], i = 1,2,..., k.

to spend more storage and computational complexity. Therdle answer to the query igesif all these bits are 1, ando

fore, there is an inherent tradeoff between the complesitied Otherwise.

the accuracy. This tradeoff is exploited through a soptastid

parameter tuning process, which will be detailed in Section

A bloom filter guarantees not to have any false negatives, i.e
returning “no” while the set contains the element. However,
it may contain false positives, i.e., returning “yes” whilee
B. Blind Streaming elementis not in the set. There is a convenient tradeofféetw

A careful reader may notice that in Figure 1, we do not ha¥ge false positive and the number of elements the filter tdes
an arc from the SCBF module to the CPU. She may also wond@id. It was shown in [5] that fixing a false positive threshol
whether this is a mistake, since when a new packet arrivaes,jt the filter can hold the highest number of elementahen
flow identifier should be used to look up a corresponding entfye parametek: is set to around—log, 7). In this case the
for update. In fact, our SCBF is designed to avoid such a readmpletely full filter contains exactly half 1's and half O'¥/e
before update, i.e., the SCBF data structure is write-okg!  refer to this as the “50% golden rule” in the sequel.
refer to this feature aslind streamingin the sense that reading
and decoding data in the SCBF is not required before updatiE
it.

The insertion and query algorithms of SCBF are shown in
%ure 2. In a traditional bloom filter, once an element
is_inserted, later insertions af will write to the same bits

| . .
especially suitable for high-speed networks for the foifayv Ay ()], Alhz ()], .., Alhg (2)], and will not result in any

reasons. First, in blind streaming, we do not need to de&l Wﬁhange toA.  SCBF, on the other hand, uses a filter made
' ! 9. LEE of I groups of hash function$h}(z), h}(z), ..., hi(z)},

Blind streaming is a new paradigm of data streaming that

the race condition between read and write operations, mgak
" W Write operations, 108K 1y w2 (), ..., k2 ()}, ..., and{hi(z), hL(z), ..., kL (z)}.

a pipelined hardware implementation extremely simple.eNo . - '
. - : ach group can be viewed as a traditional bloom fil-
that in traditional data processing, a datum has to be loaked . . .
ter. In the insertion phase, one group of hash functions

ter read and ynlocked after write to ensure con&stencynﬁbg hi (2), hi(x), .., hi. ()} is chosen randomly, and the bits

blind streaming also doubles the streaming speed by eliming 1’ - ,

; . ; . [y (2)], AlhY (x)], ..., A[h},(x)] are set to 1. In the query

ing the reading process. Third, the loss of accuracy dueito t ; ;
phase, to find out the number of occurrences of elemént

blindness is tolerable, as we will show in Section V. the set, we count the number of groups thahas matched.
An elementy matches a groughi,hd,...,hi} if the bits
. DESIGNDETAILS A[BE (y)], A[RS ()], .., A[Ri(y)] are all 1. Based on the num-

A. Space-Code Bloom Filter ber of groups thay has matched, denoted éswe use a max-

The core of our scheme is a novel data structure called Spaigedm likelihood estimation (MLE) procedure to estimate its
Code Bloom Filter (SCBF). It approximately represents a-muinultiplicity in the SCBF, returning/ LE(6). We can precom-
tiset, extending the capability of a traditional Bloom &il{BF) pute an MLE table for all possible values®f&o that later de-
to represent a set. Given an elementt not only allows one coding involves only a straightforward lookup. Howeve th
to check ifz is in a multiset, but also counts the number of ogheory behind the computation of the MLE table is involved
currences of. In the following, we describe the design of bottand will be discussed in Section IV. We refer to the scheme
BF and SCBF. as Space-Code Bloom Filter because each group can be viewed

A traditional bloom filter representing a sef = as acode for an element, and in SCBF, multiple groups spread
{1, %2, ..,xn} Of Sizen is described by an array of m bits, codes of an element to a larger space.



1. Insertion phase (givenz): racy we would like to achieve. To achieve thenstant relative
2. forG=1Lj<rj++) - error tolerance(discussed in Section 11-A), the probabilities are
i' }E:ﬁ(;ﬁr:r;aolzsi&?gjzvl’/'th probabilityp; setagp; = ¢~1,i = 1,2,...,r, i.e., a geometric progression.

' ' Herec < 1 is a constant, which is a function of the number of
5. Query phase (giveny): groupsl. The philosophy behind setting parameters this way
6. Checky's occurrences in SCBF 1, 2, r., is captured in Figure 4. Each group covers a certain mudtipli
7. and obtain cguntél,ﬁz, .., 0, respectively; ity range and in part of this range, it has accurate coverage.
8. returnAM LE (61,02, ..., 0,); When the parameteyss are set as above, the accurate cover-

age ranges of these groups “touch” each other on the borders
and jointly cover the whole multiplicity range. In an opénat
MRSCBF we use throughout the rest of the paper, we se32

Fig. 3. Insertion and Query Algorithms in MRSCBF

Resolution 2 Resolution 4 dc = 1
0 e e B ande =y. _ _
‘ ! > This multi-resolution design works very well for Internet
== 1 b= mutiplciy traffic, in which the majority of the flows are mice but a small
Resolution 1 pasoiution 3 Resolution 5 number of large flows (elephants) account for the majority of
the packets (the aforementioned “quasi-Zipf” law). Ouriges
Legend ensures that each flow will have a resolution that measwses it

count with reasonable accuracy. Its storage efficiencyaisae-

able since the small flows will not occupy too many bits and the

bits occupied by large flows will grow only logarithmicallytiv

their size. However, MRSCBF pays a little price on storage ef

ficiency for blind streaming, which is that the high multgity

elements will completely fill up all the high resolution filgeso

that these filters do not carry much informafioNevertheless,

this price is moderate because the fraction of large flowsiig v
The potential count of an element can be very high. By ttamnall in the Internet traffic.

famous coupon collector problem, algroups in a SCBF will

be matched at least once after ab@uh ) copies ofz are in- C. Performance Guarantees

serted. Accurate estimation of the number of occurrences of |, thjs section, we evaluate the performance of a MRSCBF

will not be possible beyond this threshold. Makifgery large  configured with aforementioned parameters, accordingéo th
does not solve this problem for two reasons. First, the nugpyee performance metrics discussed in Section 1I-A, ngmel
ber of false positives (noise) become large with largeand computational complexity, storage complexity, and accyira
if the multiplicity of an elemeny (signal) is small, the noise | gt &, be the numbérof hash functions used in a group be-
will overwhelm the signal. Second, the storage efficiency @inging to filteri. The computational complexity of the scheme
the scheme becomes low as multiple occurrences of an e|e”]§"élearlyzf_0 k; * p; bits per packet. Whep; follows ge-
are spread to a very large space. ometric progression as above, this value tends to be srmall. |
Our solution to this problem is Multi-Resolution SCBFoyr MRSCBF scheme, we skt to 4, andks,..., k, to 6. With
(MRSCBF). It employs multiple SCBFs, operating at differpther parameters shown above=( 32, ¢ = 1), the total com-
ent resolutions. Its insertion and query algorithms arevsho plexity is no more than 6 bits per packet. This would allow us
in Figure 3. The insertion algorithm for MRSCBF is a simtg comfortably support OC-192+ speed using 10ns SRAM. The
ple extension of that of SCBF. When a packet arrives, it willtorage complexity is to a certain extent traffic-dependert
result in an insertion into SCBFwith a sampling probability perimental results show that we achieve high storage effigie
p;. Suppose there are a total ofilters. Without loss of gen- on backbone traffic. For example, on one Tier-1 ISP backbone
erality, we assume; > p» > ... > p,. The higherp; value trace, we found that the storage efficiency is about 2 bits per
corresponds to higher resolution. Our goal is that elemeitits packet with an SCBF of size 1MB. As to accuracy, our esti-
low multiplicities will be estimated by filter(s) of higheesolu- mates are on the average within 15% of the actual value for

tions, while elements with high multiplicities will be estated  flows of all sizes according to mathematics analysis shown in

by filters of lower resolutions. In the query algorithm, weind  Section I1V.

the number of groups that matches in filtersl, 2, ..., r, de-

noted a6, ..., 6, respectively. The final estimate will be |/ M axiMuMm LIKELIHOOD ESTIMATION AND ANALYSIS

MLE(6,,6,,...,0,), the result of a joint MLE procedure based

on the observations. Like in SCBF, the decoding table far thi

MLE procedure again will be precomputed. However, withod

any approximation, its precomputation would take years. wWe

developed techniques,discussed in section IV-B, to rethise  !Remind that flows with distinct labels hash to different kima in the filter

Compiexity to acceptabie ranges Without Sacrificing a(myjra _array. .ThOUgh a hlgh multiplicity element fills up the highsohﬂion fiI_ter for
. . . itself, it does not have any impact at all on the accuracy efsghme filter for

Tuning the sampling probabilities , p, ..., p-, and the NUM-  giher elements.
ber of groups is closely related to the level of estimation accu- 2Group sizes can be different from one SCBF to another in MRSCB

|
I___._._______ Range of coverage
L1 Range of accurate coverage

Fig. 4. The conceptual design of MRSCBF

B. Multi-Resolution Space-Code Bloom Filter

In this section, we study the mathematics behind the MLE
rocedure and its accuracy. We also discuss the impact ief var
s design parameters on the complexity-accuracy tradeoff



A. MLE with observations from one SCBF in MRSCBF S S S =

We first describe the MLE procedure for one SCBF in a
MRSCBF. LetO be the set of groups that are matched by an
elementr in SCBFi. We know from the design of MRSCBF
that elements are inserted into SCBW®ith sampling probabil-

1-5

ity p;. To find out the number of occurrencesoffrom the 04t
observatior®, we use the principle of MLE, i.e., we would like
to find f that maximizesPr(F = f|©). In other words}F' = o2y

argmaxPr(F = f|©). However, to comput@r(F = f|O), N
f 0 1000 2000 3000 4000 5000 6000 7000 8000 9000 10000

we need to prescribe an a priori distribution #6r We found f
that, whenF' is assumed to have a uniform a priori d|.str|but|onFig' 5. Probability that the estimaféis within a factor of(1 +¢)
argmaxPr(F = f|0©) = argmaxPr(0O|F = f). In this case, frequencyF for various values of.

f f

of the actual

MLE using Pr(F = f|©) produces the same value as MLE
using Pr(O|F = f)! This significantly simplifies the MLE
process sinc@r(O|F = f) has a closed form solution (albeit
sophisticated).
Now we explain why argmazPr(F = f|©) =
f

we have
Pri@1,--,0:|F = f] = [[ Pri@:|F = f] @)
i=1

arg}naacPr(9|F = f) whenF' has a uniform a priori distri- ThereforeM LE(O,,--- ,0,) = arg;nax [T, PriodF =
bution. By Bayes' rulepr(F' = f|©) = PT(G‘F;J:E;)I)DT(F#)- f]- Note thatPr[©;|F = f] can be computed from Equation 1.
Since the value’r(©) on the denominator is a constant, the  However, although above MLE decoding formula is in prin-
that maximizesPr(F = f|©) has to maximimizePr(©|F = ciple correct, it cannot be used in practice since the coxitgle
f)* Pr(F = f), the numerator. Whe# has uniforma priori  of precomputing the decoding table is prohibitive. We solve
distribution, Pr[F = f] becomes a constant with respectfto this problem by choosing the observations from the “bestethr
and the result follows. consecutive resolutions”, namel@,; ;, ©;, ©;,, for a cer-
How to prescribe the defaudt priori distribution (the belief tain j depending on the specific values|6f;|, i = 1,2, ..., r.
before any observation) has always been a controversis@ ispur analysis shows that/ LE(0;_1,0;,0;.,) will achieve
in statistics [10]. It is however a widely acceptable preetio accuracy very close to MLE based on all the observations. The

use uniform as the default when there are no obviously bettaeory behind selecting the “best three” is involved andttedi
choices. Assuming uniform as the defaultis reasonabléefaiso here due to space limitations.

the following reason. It can be shown quantitatively that th
evidenced in general significantly outweighs the skew caused
by any a priori distribution that is slowly varying. A didtrition
is slowly varying if|Pr[F" = f] — Pr[F = f +1]| < ewhen A. The accuracy of MLE decoding
e is a very small constant. Clearly there is no reason to believ The accuracy of estimation by a MRSCBF is a function of
that the a priori distribution of” is not slowly varying. the various design parameters, including the number offgrou
Now that maximizingPr(F' = f|©) becomes maximizing (1;), the sampling ratép;) (resolution), and the number of hash
Pr(O|F = f). The following theorem characterizes how tdunctions(k;), used in each SCBF i = 1,2, ...,r. The accu-
computePr(©|F = f). Its proof is involved and omitted dueracy of the MLE decoding for a single group can be character-
to space limitations. _ized by the probability of the estimated valiiebeing within
Theorem 1:Let§ = |©| anda be the percentage of “1"in he interval[(1 — €)F, (1 + €)F], whereF is the real value. It
the MRSCBF. Therr[0|F" = f] is equal to can also be characterized as the mean of the difference &etwe
the the real and estimated valué§F" — F|]. Both characteri-

V. EVALUATION

[4

(1 - a)k)l*f’ 3 (f)ptz(1 SRS K? 4 '(0) zations can be computed from Equation 2 in a straightforward
| 4=0 B way.
Y. OB 09— B\ [0—1)\1 Figure 5 shows the plot oft — §) for different values of
(-0*)" (1-a-ar) {1*( ) T) f wherel —§ = Pr[(1 — )F < F < (1 + ¢)F]. The
0—p\ (0—2\¢ o_5 (0B (B parameters used for the MRSCBF are= 9 virtual SCBFs,
+( 2 ) (T) -t (9_5) <5) H I = 32 groups in each bloom filter, sampling frequencies of

@ 1,1/4,1/16,---,1/4"=" for the r SCBFs andk = 4 hash
functions per group in the first SCBF akd= 6 for the rest.

B. MLE with observations from multiple SCBF's in MRSCBFEaCh curve corresp%ndsr:o.a specifig level of retlattixe emegt
Now we describe the MLE process for MRSCBF. @, erance (i.e. a specific choice &f, and represents the proba-

s, ..., O, be the set of groups that are matched by the elemdility that the estimated value is within this factor of thetwal
zin S’CBTF 1, 2, ...y respectively. Sinc®, ---,0, are inde- Vvalue. For example, the curve fer= 0.25 shows that about

pendent, when independent hash functions are used in SCBB&% of the time, the estimate is within 25% of the actual value



The mean pf the difference between the the real and estimated
values E[|F — F|]) is about 15% of the actual valué

B. Packet header trace measurements

To evaluate the performance of MRSCBF on real-world In-
ternet traffic, we experiment on a set of three packet header
traces obtained from a tier-1 ISP backbone. These traces wer
collected by a Gigascope probe [11] on a high speed link leav-
ing a data center in April, 2003. Among them two were gath-
ered on weekdays and one on a weekend. Each of the packet
header traces last few hours and consists of<GE® million
packet headers and carries 2829 GB traffic. The number of
unique IP addresses observed in each trace is around 16milli

We ran MRSCBF on the packet header traces to estimate the
length of each flow, identified by either the source or theidest
nation IP address. We observe that MRSCBF is able to process
19~21 million packets before paging to disk with bloom filter
of size 1MB. Figure 6 shows the distribution of actual and es-
timated flow volume, in terms of the number of packets in the
flow, on 20 million packets taken from the packet header gace
obtained on April 17, 2003. The MRSCBF over-estimated the
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total number of packets by about 3%. Similar observatiots harig. 6. The original and estimated flow length distributighsthz andy axis
on all three packet header traces. Figure 6(a) agrees with 8ig in llog anle_)- (@) (?frliginfll vs ﬁstimated flow length; (Bgtibution of the
theoretical analysis shown in Figure 5. It shows that MRSCER9™nal and estimated flow length.

achieves a constant relative error tolerance. Each poititan
graph corresponds to a flow, with its coordinate being the
actual number of packets in this flow, and gtgoordinate the
number estimated by MRSCBF. Note that both axes are in logh-

rithm scales. The fact that all the points are concentratddw 9]
a narrow band of fixed width along the = z line indicates [3]
that our estimates are consistently within a constant faafto

the actual frequency. Figure 6(b) shows the distributiothef [4]

original and estimated flow volume (both of them are sorted
by the number of packets in a flow). We found that MRSCBF[S]
gives near perfect flow volume distribution. This is veryfuse

in applications such as network anomaly detection. (6]

VI. CONCLUSIONS [7]

Per-flow traffic accounting is important in a number of netél
work applications. However, current solutions such as main
taining per-flow state or random sampling are either not-scajo]
able or not accurate. We propose a novel data structurelcalle
Space Code Bloom Filter that performs approximate yet reaso
ably accurate per-flow accounting without maintaining fh@w  [10]
state. It is very amenable to pipelined hardware implemenﬁlll
tion since its logic is simple and it is a write-only data sture
(blind streaming). We developed procedures for estimatieg
flow volume from observations of MRSCBF based on the Max-
imum Likelihood Estimation (MLE) principle. Our analysis
shows that our estimation procedure will guarantee cohstin
ative error with high probability. We also experiment MRSEB
and its MLE algorithm on Tier-1 ISP backbone traffic traces.
The experimental results agree very well with our theoagtic
analysis. In our future work, we will explore the fundaménta
tradeoff between measurement accuracy and complexity, and
apply the SCBF data structure to other network measurement
problems.
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