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Abstract—As the Internet infrastructure evolves to include Quality of Ser- RN D— g ' Aoplicaion
vice (Qo0S), a lot of work have been done on how to allocate nebrk re- }
sources to satisfy the QoS requirements of IP flows. Less attéion is being Fig. 1. The network model.

paid on mapping the network QoS specifications, e.g., netwkdelay and loss
rate, to the (perceived) end-to-end performance of user agigations, e.g.,
the latency of retrieving a Web page. In this paper, we studyhe impact of
the network QoS on the perceived end-to-end performance ofser applica-
tions. We first propose a generic testbed using a combinatioaf simulation
and emulation technics. It can be used to evaluate the end-&end perfor-
mance of user applications in different network environmerts. Next, we use
this testbed in studying the effect of network QoS metrics orthe perceptual
quality of various user applications. In this paper, we focis on estimating the
latency of Web retrieval under given packet delay and loss e and derive
an accurate and efficient TCP short connection performance odel. Fig. 2. The testbed setting: machilzely runs application entities and machine
pdtruns theEntrapid

172.16.4.2
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[I. EXPERIMENTAL TESTBED SETTING
|. INTRODUCTION ) ] )
Our experimental environment is modeled as two components:

The Internet is emerging as the single networking infrastruth@application entitiege.g., Web browsers and Web servers) and
ture that carries the data, audio, and video traffic. It hag |Othenetworkconn¢ct|ng t_hem (Figure 1)_. The rationale behind is
been recognized that this convergence requires the Intesneth@t from the point of view of the applications, the network
provide corresponding QoS guarantees to user applicatitits tween two apphcgupn entities can be abstracted as a Vinka
the emergence of many Internet QoS models [1] [2] [3], am’nté’f"th its characterl_sncs defined by the netyvork perfo.rmaned}
esting research issue arises, that is, how to map network Gi§§- Correspondingly, our testbed consists of a simulatete
metrics to the performance observed by the user applicatlan WOk using theEntrapid simulator [8] and real implementation
ternet QoS models are typically defined in terms of bounds 8haPPlications connected to the simulated network usiegre
network performance metrics such as bandwidth, delayygiela 2/Nettechnology in théntrapid This composite setting has two
ter and loss rate. However, the notion of service qualithase advantages: (isimplicity. We eliminate the need to modify, re-
models, in terms of network performance metrics, is not ttie u €OMPpile, and relink applications with the network simufa(@)
mate service quality delivered to end users, such as thewattr Accuracy.Since the implementation of applications is not mod-
latency of a Web page experienced by a user. We need to brifffs, the behavior of the applications is exactly as it wobéd

the gap between network layer performance and the corréspdff€re it running on an actual network.
ing application layer performance. Figure 2 shows the testbed setting. We denote each Ethernet

We bedi wudv with desiani . . L%Lerface by its IP address. The testbed consists of two R@s (
€ Degin our study with designing a new generic experimen g Linux 2.0.34.) connected by two Ethernet cables Wth

testbed. The testbed is a combination of emulation and aj'mLklrapid simulator running on one and the application entities run-

tion.. The ComPOSite setting provides a simple and accuate ﬁing on the other. We udentrapidto simulate the network en-
perimental environment to study the behavior of the efféost- vironment expected to examine. Inside thatrapid, two virtual

\t/vork gerfo;mance metfncs on the appllca'?_onts_. Wwe Stutﬂ%;g":ste machinesm, andm,, and a virtual linkw connectingn, and
0-end performance ot various user applications on m, are created to simulate the network. We bind each virtual ma-

Due to the space limitation, we focus on estimating laterfcy hine to a network interface (i.eng to the interface 172.16.4.3

Wehb retrieval. W.e Propose a new TCI.D short connection perf%dml to the interface 172.16.5.3). We also bind the application
mance model which estimates the retrieval latency of a HEFP [

taiven th ted file si dth work del d lentities, which are running on the other PC, to specified odkw
questgiven the requestedtiie size and Iné network delayossa by o 3 cas. For instance, we bind the application clierthin-

characteristicapriori. In our study, the network performance Serface 172.16.4.2 and bind the application server to teeface
modeled by network delay and loss rate. We also assume thatf{h, ;5= 5 T
losses _are random _and path symmetrlc._ _ ~ The routing tables at the network interfaces of these two ma-
Section 1l describes our testbed setting. Section Il @sidichines are configured in such a way that all packets exchanged
the Web performance under different network performande mgetween the application entities are enforced to go thrabgh
rics and proposes a new model to estimate the latency of WgRual link w. For example, a client HTTP request will traverse
retrieval. Section 1V addresses related work in the litti@t\We the interface 172.16.4.2, interface 172.16.4.3, virtuachine
conclude our work in Section V. mo, link w, vitual machinem, interface 172.16.5.3, interface
172.16.5.4 and arrives at the server. The server’s replytnai
Jia Wang is with AT&T Lab - Research, Florham Park, NJ, USAZYiang is verse all the way back to the client. By tuning the delay and
with Cisco Systems, Inc., CA, USA; Srini\’/asan Keshav ié \Eﬁ$im Corp., CA, lOSS_ CharaCte”S_t'CS of the link, we SlmUIate_ d'ﬁerent network
USA. The work was done at Cornell University. environment of interest and study user applications peréorce.



(a) Delay vs. Offered Load (b) Packet Loss Rate vs. Offered Load

roan celay o 0e verses=| - Of the packet delay and the loss rate by examining their iddal
200 delysudel - " o effects and the correlation between them.

150 ; 0s Figure 4(a) shows that the retrieval latency heavily depemd
§ L jgj the network conditions. As the network offered load incesas
g1 K %03 both the packet delay and the loss rate increase, whichtsesul

50 "0z a rapid growth of the object retrieval latency. Figures Zbjl
. o: L ” /| (c)show the individual effects of the packet delay and tfeslo

' ” offered Load ' ' “Offered Load ' rate on the object retrieval latency, respectively. Therlay in-

Fig. 3. The observed network performance metrics (meangpaike = 512 creases approximately linearly with the increasing of tream
bytes): (a) mean and variance of packet delay vs. offered, I} packet 4 ket delay, but much more drastically with that of the ass
loss rate vs. offered load. ! . . . ’

As the loss rate increases, the file transfer subjects to s®re
[ll. ESTIMATING WEB PERFORMANCE vere TCP retransmission and congestion control to avoigins

We study the Web performance under different network ch&lity- The increasing number of retransmissions and resimais-
acteristics using the testbed described in Section 1. Taa gSion timer backoffs lead to a superlinear growth of the eeai

of our experiments is to study the behavior of HTTP flow in thigency, which is the total time needed to deliver all theures
face of various network delay and loss characteristics. wve ¢ &1d response packets.

sider the high network offered load as a major contributaheo /" @ddition, we observe that the effect of the offered loathen
increasing network delay and loss rate and focus on theteffec'élrieval latency is approximately a straightforward suation

the network offered load on the Web retrieval latency. of the individual effects of the packet delay and the loss.rat
other words, for a certain network offered lo&at] the resulting
A. Methodology retrieval latencyr(ld) is approximately the sum of the latency

) _ r1(pd(ld)) caused by the packet delay(ld) corresponding to
We use a simple HTTP browser as the Web client and Apagi@ offered loadd and the latency, (Ir(Id)) caused by the loss
1.3.4 as the Web server. Both the HTTP requests and responges;,(id) corresponding to the offered lodd. It implies that

will go through the virtual link in theEntrapid which simulates the effects of the packet delay and the loss rate can be diecbup
a network of specific delay and loss characteristics. The usgd studied individually.

perceived performance of Web browsing is mainly measured by

the retrieval latency of a HTTP request, defined as the peri@d Modeling TCP performance
between the time th_e requ_es; ISI |ssuedta(rj1d the t'meﬂ:re]:]rent';GVealth of evidence suggests that TCP connections for HTTP
response message IS received. In our study, we use tedra quests are short, often around 10KB and often suffer high
time of the underlying TCP[15] connection as an approxiorati

) packet loss rates in the neighborhood §f §]. We focus on
of the retrieval latency. The observed n_etwc_)rk performameizr deriving a TCP short connection moééb provide a quantita-
various network offered load is shown in Figure 3.

. . . _ . tive explanation of the experimental results shown abovar O
Each experiment includes multiple trials under a specifte N&nodel is motivated from [5]

work configuration and Web page size to achieve high stgbilit

(i.e., error< 5%) of the results. In each trial, the client retrieveg 1 Analytical model
a file (without embedded objects) of a fixed size from the serve - .
The Web client opens up a new TCP connection for the requestea—_he data transfer can be modeled as an |n|_t|al connection es-
file. The actual transfer size on the TCP connection is approggb“Shment handshaking, followed by.alterna_tmg phaa%etnw_
mately the file size. We deliberately set the file size to aagitue start andRTQ runs, where ai®T'O run s a series of successive
typical transfer size of the underlying TCP connection fatW retransmission timeouts for one packet [5]. The transfaetis
retrieval, in order to illustrate the typical retrievaldaty experi- | = fhandshk + 1RTO + tajer, Wherethandshi, tRTO, tafer aT€
enced by the user. We choose the file sizese 3KB and 10KB the time spent on handshaking, timeouts, and slow start

for HTTP/1.0 and 30KB for HTTP/1.1, respectively. C.l.a Effective packet loss rajg  Assume a TCP receiver
that implements delayed acknowledgment sends one ACK for
B. Experimental results roughly everyb (b = 2) packets. A data packet appears to be

We vary the network offered load (normalized by the networl_ stin two cases: ('? the (_jata packet gets lost (or_overlgym]);
bandwidth) in the range f% ~ 100% and measure the result- i) the data packet is delivered successfully, but its AGKHt as

ing retrieval latency. We observe that the effect of the oeltw a separate packet or_pi_ggypacked) gets lost (or overly delay
offered load on the retrieval latency of a file is a combiratié The sender cannot distinguish these two cases and bothrof the

that of the packet delay and the loss rate. We decouple tbeteff can potentlally trigger a retransmission tlmeo_ut. Suppesh
data packet triggers an ACK packet, thffective packet loss

LIn generic HTTP/1.0 [4], the client opens up a new TCP corioedo retrieve rate’ (I'e" the timeout prObab"Ity) ip = pl + pl * (1 - pl),
each object embedded in a Web page, which results in the madi average

transfer sizes to b2 ~ 3KB and8 ~ 12KB, respectively [5]. In HTTP/1.1,a  2Our development and evaluation of the TCP short connectiodetrare pri-
persistent TCP connection can be used to retrieve sevgeaitslj7]. Pipelining marily based on the TCP specification of Linux 2.0.34.

allows the client to pipeline all the requests for the emleedobjects in a page  3Due to delayed acknowledgment, a data packet does not aebessgger
and the server to pipeline all the corresponding resporidesresulting average an ACK, hence the computation of the exact effective paahes rate is very
transfer size of a TCP connection, which can be roughly esécthas the average complicated. However, we can uge= pl + pl * (1 — pl) as a reasonable
size of all the data on a web page, becor2gs- 32KB [12]. approximation.
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Fig. 4. The Web retrieval latency: (a) retrieval latency affered load, (b) retrieval latency vs. packet delay, (t)ieeal latency vs. packet loss rate.

Send-success ed{fep, 1, 0). With probabilityl — p, the packet

is delivered successfully, and the total timeout time remmahe

same. Two cases need to be distinguished. (i) The packet de-

livery succeeds on its first attempt. Upon receiving an ACK fo

e this packet, the sender perforig'I" estimation and updates the

20 00210, g0 000, PTG, o b K0 (0T0, ¢ 20 RTO value. Therefore, th&T'O value for the end node of this
kyq %\ edge should be aRT'T-basedR7'O valuelTy. (ii) The packet

oo /Omm delivery succeeds after more than one attempts. Accorading t

- s 910 Karn’s algorithm [10], the ACK for this packet does not trégg

O first-send node @ resend node ITO: Initial RTT-based RTO value p: effective packet loss rate RTT eStImatlon an(RTO update' ThéZTO Value for the end
Fig. 5. The evolution oRT°O value in the data transfer phase. node of this edge is stiltto. We determine which case a node

is in when it takes aend-successdge by examining the edge
wherepl is the packet loss rate. We use the effective packet laggough which it is reached. If the edge isend-successdge,
ratep throughout the estimation in this paper. lkita be the the node is a first transmission of a pacKist-sendnode de-
number of data segments to transfebe the number of lossespicted as a circle in Figure 5) and it is in Case (i). If the etdge
during transferring this amount of data,be the initialcwnd for  timeoutedge, the node is a retransmissiasgndnode depicted
the data transfer phasg1'T" be the round trip time, an@ly be as a dot in Figure 5) and it is in Case (ii).
the average staf®7'O value of anRT'O run, then the effective  gjnce the maximunRT O value is clamped down at 120 sec-
loss rate ip = I/(data +1). Thus,l = p * data/(1 - p). onds, the “doubling chain” oRT'O value is finite. A typical
RTO run starts from dirst-sendnode, followed by one or more
timeoutedges andesendnodes, and ends with send-success

nore fast retransmission and fast recovery, and simplifsyael edge and dirst-sendnode.Tj is the RT'O value associated with

acknowledgment as the rule of generating one ACK per two séB? start node in a®T'O run. For simplicity, we assume that

— — — srit i ini-
ments. The probability that a particular loss will incur &raes- sTit _R]}%FT I_ 2.* delagfgr:jdtm(éevzgo 2 Sllr_wce trfmmpl
mission timeout can be estimated as follows [5]p i 0, then mum value IS specihied to be ms in Linux, )

- ] 3 basedRT O value is a constantax (srit + 4 xmdev, 200ms) =
Q(p) = 05 if p > 0, thenQ(p) = min(1,3/ \V %)' Therefore, maz(3 * srtt,200ms) = max (6 * delay, 200ms).

the number of retransmission timeouts experienced by a 8ow i However, it is hard to get the analytical form ofro. If
n=1-Q(p). We take the loss rajeas the probability thakT'O  \ye can compute the expected duration of a SO run .,
occurs for a send, so the number®T'Os in anRTO runis a ihen by using the expected number BT'O runs u, we can
geometric distribution with amean of (1 — p), and the number approximatet gro asu - t,. Let Ty, denote the firsRT'O
of RT'O runs, denoted by, isu = + =1l Qp) - (1 —p). value for anRT'O run of data packetn, t,,, denote the ex-
The evolution ofRT°O value (in Linux 2.0.34) is depicted as apected duration of thig27'O run. Our further analysis on Fig-
state transaction diagram in Figure 5. Each node standsifea ure 5 shows thaly,, = f(To(m-1))s tum = E[M(To,)], and
sending (i.e., transmission or retransmission). The vasiseci- 1 dit:at wheref andh, are non-linear functions. So
ated with each node is the7'O value used to set the retransmis=* — data £« “vm: '
sion timer for that data sending. The start point correspdod tzro = E[g(To1, To2, - > To.data)], Whereg is a complicated
the first transmission of the first packet with tR&'O timer setto non-linear function, and,, To2, - - -, 7o data @re random vari-
3 seconds. Associated with each edge is a typta num_pkt, ables whose distributions are unknown.
time), whereprobis the probability of taking this edgeum _pkt In principle, once we have the evolution graph of tR&'O
is the number of packets delivered by taking this edgetimneis ~value, given the number of data segments to send, denoted by

the time added to the total timeout time by taking this edgeehE ata, We can computéxro as follows. LetP denote the set
de with theRTO valuerto can take one of two edges: of all paths with the sum ofium_pkt of all edges along each
no ' path equal telata. Each path represents a possible way timeouts

Timeout edgép, 0,7t0). With probabilityp, the packet fails to be occur during the data transfer. So the expected timeoutftime
delivered and a timeout occurs. Th will be added to the total the data transfer is

timeout time. Upon a timeout, thRT'O value doubles (i.e., re-

transmission timer exponential backoff). So the valueeiased ;.0 = Z the probability of takingp * the timeout time spent op

with the node pointed to by this edge2isrto. path pe P

C.1.b Estimatinggro. Thetgrro isthe time spent on timeout
during the data transfer phase. For the sake of simplicigyign




Z (H prob of edges alon@) * (Ztimeofedges along)) ratep = pl + pl x (1 — pl). The second phase can be one of

path pe P two cases: (1) with probabilityl — pl), it is a successful trans-
mission of the ACK packet, with the timeout time equal to Q; (2

In effect, this is equivalent to the simulation approachjoh with probabilitypl, it is a loss of the ACK packet, followed by the
is usually used when we are interested in compuing=  (re)transmissions of the first data packet of the client itrgtiic-
E[g(X1,Xs, -+, X,)], whereg is some specified function, butcessfully arrives at the server. L#tszro» denote the timeout
itis not possible to analytically compu#e Using this approach, time in this case. It can be computedtago in a data transfer
we generate sufficiently many combinationsXof, X, ---, X,,,  phase for one data packet with the effective losspatepl (since
compute the corresponding X, X»,---, X,,), and use the av- only the first data packet not its ACK need to be successfulty d
erage of these function values as an estimate [df6]. In our livered). Finally, the timeout time in the handshaking mhis
case, we don't have analytical form of the functipnbut we thspro = thsgroir + pl * thsgros.
can compute the function value using Figure 5. By simulating o . ) )
whole run of Figure 5 sufficiently many time (where a run starC-1-d Estimating. ... In our model,t. ., is estimated in
with sending the first packet and ends when numbedagf, & Way Similar to that proposed in [5] except the initalnd of
packets are sent successfully), and measuring the RTO imdf}é data transfer phase. Since the slow start phase anezaiey

each run, we effectively generate sufficiently many comiioma with RT'O runs, the number of slow St%ritgrlaS%’ o u
of To1, Tos, - -+ To.aata, and compute(Tor, Toz, - - To.date)- The average data sent per phase is . Consider the

. . v
We can use the average RTO time per run as a reasonable 8599ress of TCP in slow start mode in termsreéindswhose

mate fortgro. By using this simple and efficient approach, wdurations are equal to onfel'7". Let cwnd; be thecwnd of the
are able to avoid the complexity of real TCP simulator, andawoSeNder at the beginning of roundcwnd, is a geometric series

- o o TR BEY
around the intricacy of deriving a pure analytical model afw Withratior =1+g.
In Linux 2.0.34, the initialcwnd depends on the result of

C.1.c Estimatings.nasnk- We take timeouts during handshake slow start and congestion avoidance during handshaking
ing into account and model handshaking time as a special c@gfen the TCP connection is initializedynd is oneM SS and

of data transfer phase. Figure 6 shows the 3-way handshaRing, ¢;,,-¢sh is some very large number. With probability — p)?,

the TCP connection for a Web retrieval session. The case Whgl|oss happens to SYN and SYN/ACK packets during hand-
no packet is lost during this phase is depicted in Figure.6(3haking,cuwnd becomes twal/SS and ssthresh remains the
The Web client initiates the connection establishment mdse same for both the client and the server when they start send-
ing a SYN packet to the Web server. On receiving the SYN,g gata packets. Once either SYN or SYN/ACK ever gets lost,
the server sends its own SYN with an ACK for the client's SYN,,;, 7 hecomes oné/ SS andssthresh becomes zero upon the
piggybacked (i.e., the SYN/ACK packet). When the SYN/ACKetransmission timeout andsnd remains onel/ S till the end

reaches the client, it triggers a separate ACK packet froen tht handshaking. Thus the initialond sizew (measured by the
client to the server. At this point, the client enters intoTB8- it of 1/ SS)isw = (1 —p)2 -2+ (1 — (1 —p)?) - 1, andty fer

LISHED state. It send_s out the first data packet (the HTTP '€n be estimated as;., = v - log, (e(r — 1)/w + 1) - RTT.

guest) to the server with the ACK for the server’'s SYN piggy-

backed. Only when the server receives the ACK for its SYN 2 performance

either piggybacked or sent as a separate packet, will it @rtte ) )

ESTABLISHED state and start to send data packets. In Linux'Ve €xamine accuracy the new model and compare with the

2.0.34, the first SYN and SYN/ACK packets are both sent witRodelin [5] (referred as Model C) and measurement resulie. D

the retransmission timer set to 3 seconds, while the ACK gack® the space limitation, we only provide an outline of theufts

is sent without any retransmission timer set and sent ortgon INterested readers can refer to [17] for details. _
Retransmission (and possible backoff) happens when tbere_iF'gL_’re 7 shows_ the estimations of the transfer time of a fixed-

packet loss. Whenever the SYN packet or the SYN/ACK pack@ize file for varying network offered load. The curveea-

gets lost, it will be retransmitted and the retransmissioret Sureis the measured latency curve as in Figure 4. The curves

keeps backing off until it is finally delivered (Figure 6(bjdh Model C Iowan_d Model C highare both latency estimated us-

(c)). If the last ACK packet gets lost, the client counts oa tHNd Model C W'%;%Tfﬁ?% hjad%r*sggla@/' number of data

first data packet sent to the server to piggyback the ACK. Rgcketsdata =

“Cinitial cund w = 1,

1460

usual, the data packet may be retransmitted several tinfessbeMeasuredy, but different effective packet loss rates, ije= pl
it reaches the server (Figure 6(d)). Thus, we estimatgsn: as andp = pl + pl x (1 — pl), respectively . The curvenew _
thandshk = thsy fer+thsgro, Whereths, s, is the transfer time modelis the latency estimated by our new model. We observe: (i)
of the packets during handshaking, ahd, ., ~ 1.5x RT'T and the absplute error of the estimated latency yvhen the offiewsst _
thsrro is the time spent on timeout during this phase. < 60% is relatively small for both models; (ii) the new model is

We can view the 3-way handshaking phase as the concdf'® accurate than Model C in all the cases; (||_|) Model C_ unde
nation of two special data transfer phases whtsgos can estimates t.he latency dug to the underestlmanon of thetefée
be efficiently estimated by simulation. The first phase [95S rate; (iv) Model C with corrected effective loss ratems-
a reliable transfer of the client’s SYN packet, includingatht'mates due to the inaccurate modeling of the clamp-dowertim

(re)transmissions of SYN and SYN/ACK. Letsgro: denote )
4Model C lowactually refer to the model in [5]. We also plotted the resolt

_the timeout time in the first phase. It can be Qompmedﬂ’a@ Model C by using the correct effective loss rate model (reftasModel C high
in a data transfer phase for one data packet with the eféeltt8s  to examine its effect on estimating HTTP retrieval latency.
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[5]. We also examine the file transfer time when the loss rdle datency of Web retrieval given the requested file size, weibgyv

and delay varies, and delay = 0 and loss rate varies. We absex\ CP short connection performance model which estimates th

that the new model over-performs Model C in all the cases. transfer time of the requested file size on the underlying TCP
In summary, we observe that the new model provides an accaonnection. Our experimental results show that the new hiede

rate estimation of the retrieval latency and out-perfornosl®! C  more accurate than the existing model [5].

[5]in all the cases. Comparing to the measurement resutisnw
loss rate is high (i.e» 10%), the new model overestimates for[l]
small transfer sizes (i.e» 3KB) and underestimates for large
transfer sizes (i.eo» 30KB), but fits well with moderate transfer[2]

sizes (i.e.~ 10KB). We explain the reason in [17]. 3]

IV. RELATED WORK [4]
Previous work on study network performance and its effect
applications relies on purly simulation (e.g., NS simuldfiet])
or real measurements. Our testbed is a combination of siionla (6]
and emulation, which is novel in this field to our best knowged
No similar approach has been proposed in previous work. Oh
modeling TCP performance, most of the existing TCP perf%-]
mance models analyze the steady-state throughput of ldkg bu
transfer TCP connection with or without packet loss[6] [B1] [9]
[13]. The only model of TCP short connection performance is
proposed in [5]. We have shown that our new model is moysy)

accurate than the one proposed in [5]. 1]

V. CONCLUSIONS

In this paper, we designed a novel composite testbed which'@
a combination of simulation and emulation. The former gives [13]
manageability and efficiency by allowing us to impose chaggi
network characteristics of various network environmessh as

14
LAN, WAN, and wireless networks directly and easily, WitHIOU[ ]

sacrificing accuracy. The latter gives us great flexibiligyd-  [15]
lowing us to hook various kinds of applications to the sinteda
network as easily as in a real network environment. [17]

We use this testbed to study the end-to-end performance of
various user applications. We focus on estimating the Web re
trieval latency. We show that the retrieval latency incesdm-
early with the packet delay but nonlinearly with the packessl
rate. To provide a quantitative explanation, and to esgntiag
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