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ABSTRACT

Reliability is a critical requirement of the Internet. Theadabil-
ity and resilience of the Internet under failures can hagaificant
global effects. However, in the current Internet routinghétecture,
achieving the high level of reliability demanded by many siog-
critical activities can be costly. In this paper, we first pose a
novel solution framework called reliability as an interdaimser-
vice (REIN) that can be incrementally deployed in the Ing¢and
may improve the redundancy of IP networks at low cost. We then
present robust algorithms to efficiently utilize networkuadancy
to improve reliability. We use real IP network topologiesldraf-
fic traces to demonstrate the effectiveness of our framewack
algorithms.

Categories and Subject Descriptors:C.2.1 [Computer Commu-
nication Networks]: Network Architecture and DesigriNetwork
communicationsF.2.2 [Analysis of Algorithms and Problem Com-
plexity]: Nonnumerical Algorithms and Problems

General Terms: Algorithms, Performance, Design.
Keywords: Reliability, Traffic Engineering, Fast Rerouting

1. INTRODUCTION

Reliability is a major concern on the Internet. As it becoraes
critical infrastructural component of the global inforieat-based
society, the availability and resilience of the Interneti@nfail-
ures can have significant global and social effects. Rezognthe
importance of Internet reliability, the GENI initiative 1 states
that “any future Internet should attain the highest possiével of
availability, so that it can be used fonission-critical activities,
and it can serve the nation in times of crisis.” The Interrevice
providers (ISPs) also recognize the importance of religbiln a
recent survey of major network carriers including AT&T, Bahd
NTT, Telemark [40] concluded that “The 3 elements whichieasr
are most concerned about when deploying communicatiofcesrv
are network reliability, network usability and network fapro-
cessing capabilities. The top 3 elements all belong to thesbitity
category.”

Unfortunately, due to accidents, maintenance mistakesyala
disasters, and even malicious attacks, failures are patieo€v-
eryday life of an IP networkeg.g, [19, 32]). Cable cuts, the most
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common physical-layer failures, occur virtually every fdeys in
extensive networks, despite many measures for the physiotsc-
tion of cables [19].

One of the major goals of network engineers and operatocs is t
eliminate or minimize the impacts of failures on customéndeed,
IP network owners have clear incentives to manage thesedail
well, because unmanaged failures can cause severe seisrigp-d
tions and lead to significant financial and reputation darmage

However, achieving high reliability by tolerating failgravell
generally requires significant investments. A major cmajéeis ob-
tainingredundancyat a reasonable cost. By redundancy, we mean
both the diversity of physical connectivity and the ovesyisioning
of bandwidth to carry traffic originally passing through aited
equipment. Optical layer protection on a SONET ring proside
dundancy, but at a cost that limits its deployment [17]. Effare,
IP networks rely also on IP routing to detect and reroutdfitraf
around failures. However, IP rerouting still depends onilakite
redundancy. With the cost of over-provisioning and, in ipart
lar, the expenses to obtain rights of way to install altévegbaths
(e.g, along natural gas pipelines, highways or railways), mdhy |
networks, in particular ISP networks, face the challengadafing
redundancy in a cost-effective way to stay competitive ahighly
competitive ISP market.

In this paper, we propose a novel framework called religbili
as an interdomain service (REIN) to increase the redund@recy
physical diversity and bandwidth) available to an IP netnatriow
cost, thereby increasing the failure processing capglfitP net-
works. Specifically, previous studies consider redundamy in
a single network, which is limited by its budget and rightsaafy.
Our key observation is that there can be redundancy acrosiglau
networks. For example, large IP networks in the US coveraiges
geographic regions and place their routers at similar éitgs ma-
jor cities). If we overlay two networks, for two sites in batlet-
works, when one network does not have direct links betweeseth
two sites, the other network may have. Even when both newwvork
have direct links between these two sites, the links may aeepl
at different locationsd.g, one along highway and the other along
railway). Thus, when there is a failure inside one netwdrk,dther
network can provide redundancy. By designing a framewoak th
allows neighboring networks to use the resources of eadr ath
backup, we may be able to improve network reliability at |@wial
and network cost. This may be more beneficial to smaller nidsvo
with limited resources than to larger networks with moreteses
to manage physical diversity and capacity internally.

Our idea of pooling the resources of multiple networks thget
for mutual backup provides a totally new avenue towards awpr
ing network reliability at low cost. A similar idea is alrgabeing
practiced in some other contexts. For example, multipleigyar
pants contribute to a common pool of resources to form a ghare
insurance. This can be far more affordable than individuaVip
sioning. The airline industry also uses a similar idea. Waen



airline’s aircraft for some flight segment is not availableedo me-
chanical problems or late arrival, the airline may use o#idines’
flights to provide transport for its customers. This is faeaper
than each airline having a large number of reserved aiscr&ftch
sharing of resources improves the reliability of indivitloarriers,
reduces the backup costs of individual carriers, and aldoces
social costi¢e., less waste of overall resources).

We caution that the benefits of our scheme depend on several

practical factors. In particular, it depends on the agregnhe-
tween neighboring networks to participate in the schemeshace
more information than they currently do. For instance, festb
performance, REIN would require cross-provider sharek Ik
group (SRLG) data which may not be readily available. Albe, t
potential physical diversity improvement using the schenag be
limited among a group of networks, such as those that have the
fibers laid in the same conduit. In this case, a single evectt su
as an excavation accident could impact all networks in tlogigr
These practical factors must be taken into account whilgieg
the cost and benefits of the scheme.

Complementing the REIN framework, we design algorithms to
efficiently utilize both the intradomain and the interdomegdun-
dancies to improve network reliability. It is our obsereatithat,
even if a network has enough redundancy to handle a failwe sc
nario under optimal usage of the redundancy, the implerdegite
gorithm may not use the redundancy efficiently enough, readi
to reduced reliability. For example, the widely implemehfast
rerouting (FRR) algorithm uses only the shortest paths doout-
ing. This limited form of rerouting may not efficiently utié all
available network redundancy [22]. For example, in our @sal
tions, we show that there are single-link failure scenaniothe
Abilene network where shortest-path-based rerouting eveeduire
a bandwidth nearly 300% of actual link capacity at a bottbéne
link, while the bandwidth requirement of an optimal reragtial-
gorithm is far below actual link capacity. Although TCP cestion
control or priority-based schemes could alleviate the ithpaver-
loaded links can cause long delays, high packet loss raeésced
network throughputd.g, TCP flows), BGP session resets, and/or
even router crashes.

Our algorithms address two practical challenges. Firgtpagh
various optimal rerouting algorithms have been studiedresg.g,

[5, 26]), they are typically based diow-basedrouting, which is
not readily implementable in the Internet. We introduce gke-
eral notion of the coverage of a set of paths, and devise a@ene
technique to convert a flow-based routing to a path-basetihgou
that is implementable in the Internet. This technique caagmied

in a broader context, such as traffic engineering (TE) in ggne
Second, as virtual private networks (VPNs) become a fastigro
ing segment of IP business and a major source of revenues ther
is growing practical need for integrating VPNs. Althougbriare
previous studies on bandwidth provisioning for VPEg( [10, 12,
30]), we present the first formulation and algorithms ongraging
traffic engineering and failure protection with VPNs.

We demonstrate the effectiveness of our framework and algo-
rithms using real IP network topologies and traffic traces.3Now
that network reliability may be substantially improved ksing a
small number of interdomain bypass paths. For example, ake ev
uate the number of interdomain bypass paths required taceedu
the percentage of links with lodink connectivity(i.e., less than or
equal to 2) in a network. We show that we can reduce this percen
age to 0 for Abilene using only 3 paths, and from 29% to 8% for
Sprint using only 5 paths, assuming that these interdomgiags
paths are not part of any intradomain shared risk link grogs
also evaluate the effectiveness of our framework and alyos to
reduce traffic intensity at bottleneck links during failw@enarios.
For Abilene, we show that there exist failure scenarios wivee
can reduce the traffic intensity on the bottleneck by 270%hef t
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Figure 1: lllustration of using interdomain bypass for a parti-
tioned Sprint backbone.

bottleneck link capacity, when Abilene uses the COPE traffic
gineering technique [42] as the basis. For a major IP netwaek
show that there exist failure scenarios where we can redhecedr-
malized traffic intensity on the bottleneck link by 118% ark¥%3
of the bottleneck link capacity, when the network uses afulis
routing [6] and COPE as basis, respectively. The reductiondre
substantial if the networks use standard shortest patmgpuEur-
thermore, the impacts of the diverted traffic on the neigimgpiP
networks that provide the bypass paths are small.

The rest of this paper is organized as follows. Section 2gmtss
the overall architecture of REIN. Next, we present our adthars
for integrated traffic engineering, VPN provisioning, aastfrerout-
ing in Section 3 and our algorithms for selecting interdamiay-
pass paths in Section 4. In Section 5, we present evaluasuits.
In Section 6, we discuss related work. Our conclusions ahdédu
work are in Section 7.

2. ARCHITECTURE

In this section, we outline the basic system architectuREIN.
It is further specified in the following sections.

2.1 Overview

An IP network needs to be protected against failures boftiéns
and outside of the network. In this paper, we focus on pretect
ing intradomain links and directly connected interdomaiegfing)
links.

To motivate and illustrate the basic idea of the REIN archite
ture, we consider one recent event [43] on January 9, 2006nwh
the Sprint backbone network, a major US backbone network, wa
partitioned into two disconnected components by two fibes.cu
Figure 1 illustrates the event. This event led to the diseotian of
long-distance service for millions of Sprint PCS and Nextak-
less customers west of the Rockies, network partitions dop@
rations that relied on the carrier to link office networksd aub-
stantially decreased throughput of transcontinentalietetraffic
routed over Sprint.

The key observation of REIN is that under network partition-
ing, itis possible to route traffic between disconnected poments
through neighboring IP networks. We refer to such routesuttin
neighboring IP networks daterdomain bypass pathdn the pre-
ceding example, both of the two disconnected componentseof t
Sprint network have peers connected to AT&T. For instanag, F
ure 1 shows one peering between Sprint and AT&T at Los Angeles
and another peering of the two networks at Dallas. If Spriatev
able to use AT&T's network as a backup, it could be connectet] a
thus have greatly reduced the impacts of the partitioning.

The Sprint incident is one example of network partitionirig.
Section 5, we have evaluated the connectivity of many IP owdsv
and found, in each case, that there are backbone links that ha
connectivity less than or equal to two (as high as 60% of links
some smaller networks that are more vulnerable). Theseoniesw
may improve their connectivity through REIN.



REIN is also useful when an IP network is not partitioned, but
nevertheless does not have enough redundant bandwidtiotaee
traffic around failures. Such a network can benefit from thdi-ad
tional bandwidth made available through REIN. For exampie,
our evaluations, we identify failure scenarios in the Abdenet-
work where, when two links are down, a single link becomes a
bottleneck and the total traffic demand on the link could Ineoskt
3 times its capacity even under optimal rerouting. Howeusing
REIN, the network can handle the failure scenarios withaair-o
loading any links.

To realize the benefits of REIN, we need to address the fatigwi . Network B

practical issues:

In the next three subsections we discuss the first threesssue
spectively. We address the fourth issue in Sections 3 and 4.

Why would IP networks share interdomain bypass paths? g re 2: An example illustrating REIN interdomain bypass

aths signaling.
What is the signaling protocol to share these paths? P d d

How can the imported interdomain bypass paths be used in 2.3 Slgna“ng Interdomain Byp.ass. Paths .

the data path? We consider the case where netw@rbrowdeg mterdomam by-
pass paths to network. We assume peers withB at multiple

locations referred to as points of presence (PoPs).

We emphasize that there can be multiple choices of protacols
mechanisms foA andB to signal the interdomain bypass paths.
One possibility is manual configuration. Since, as we withgh
later, it typically needs only a small number of interdomain
pass paths between two neighboring networks, manual coafigu

After an IP network imports these paths, how does it effec-
tively utilize them in improving reliability?

2.2 Business Models tion is possible and may be the preferred configuration mesha
o . . . ) . ) in many setups. Below we present signaling based on BGP as it
Similar to traditional Internet interdomain businesstielaships, does not require introducing a new protocol. In a cleanevatigg

there can be multiple business models for the sharing ofdote mechanism, each network could setup a dedicated REIN sanar
main bypass paths. We are particularly interested in matiels e protocol we present below could be run over a TCP cororecti
involve only two neighboring IP networks, because the twt ne  petween the two REIN servers.

works can reach an agreement and provision their peerikg tm Figure 2 shows the networks used in the description. To dé&sco
support the agreed model independent of other IP netwoikseS  jnterdomain bypass paths re-entering at border roateof net-

there is no need for_global coordination, such models alluwe- work A through neighboring networB, al makes a special BGP
mental deployment in the Internet. announcement to its corresponding pekrover the existing eBGP

session betweeal andbl. The destination address of the BGP
announcement ial. This BGP announcement can be considered
as a request for bypass pathsBrthroughbl back toal. The
message could include additional attributes such as destest-
" ; . . ; ing points of the bypass paths.g, starting froma2 to B and then
tional Internet peering relationship which depends on sym- y,%1y anq desirable bandwidth. The additional attributes are ¢
metry in traffic, there should be some enforcement of sym- e a5onaque attributedn the BGP message. The message carries
metry in bypass path capacity provisioning and usage. A\ nique BGP community tag REIRATH.REQUEST to enable
potential advantage of mutual backup through peering is tha special treatment within each network. -
the two networks involved tend to have similar geographic " t1ic BGP announcement goes through standard BGP expootimp
coverage and thus the bypass paths are less likely to haveyjicies and is imported into the routing information bagebo.
long detour delay. Periodically, insideB, REIN extracts from border routers such re-
. . ) guest announcements using the tag RPATH_.REQUEST, and
The second is aost-freemodel without the requirement for computes the interdomain bypass paths that it can provide, s
symmetry. For example, the backbone of the educational ject 1o its local policy. Note that one objective of the logalicy
Abilene network overlaps with many commercial IP networks. s 1o mitigate the operational difficulties involved in thiapning
Although in typical cases Abilene will not carry any com- ¢, carrying another network’s traffic. For instands local pol-
mercial traffic, itis possible that Abilene can provide mik& oy could dictate that bypass paths are provided mly through
main bypass paths for commercial networks in emergencies, lightly-loaded links.
as these commercial networks are part of a critical national |t B can provide bypass paths from some border rcb2eREIN
infrastructure. will configure b2 to announce a BGP update message carrying a
unique BGP community tag REUIRATH_AVAILABLE to its peer
The third is aprovider-customemodel. This is similar to a2. The message frof2 to a2 is shown in Table 1.
the traditional provider-customer relationship in theehat The bypass path attribute in the RER&TH_AVAILABLE mes-
net; that is, networld will pay networkB to provide bypass  sage does not include the complete router path inBjde protect
paths. The cost model can be either a fixed pricing model or B's private information. The exported values of bandwidthust
a usage-based pricing model. The usage of the bypass pathsge relatively stable to avoid frequent re-computation.eN\tbt the
(e.g, in terms of amount of time and/or traffic volume) may  bandwidths are allocated bandwidths instead of the totadwaith
be limited to avoid potential abuse. A bypass path provider of a bypass path. In addition, the bandwidth(s) may be caingtd
might charge lower prices just as some ISPs charge lower by the bandwidths of the peering links. However, since it ban
prices for backup BGP links(g, shadow links of UUNet). cheaper to over-provision the bandwidth of a peering lirntthat

The first is gpeeringmodel where network& andB provide
mutual backup without financial settlement. This model im-
proves the reliability of both networks at low cost, and thus
provides both networks with incentives. Similar to the irad



al

the AS path traversed by this bypass path. It wil\Be
a2, b2, opaque ID identifying the internal path insiBe
from by to by, b1, al.

these include aggregated delay faro b1, best-effort
bandwidthb2 can provide tdl, and guaranteed bang
width b2 can provide td1, etc.
the IDs of the shared risk link groups involved in the pa
from b2 to bl.

Destination:
AS path:
Bypass path:

Path metrics:

Shared risk
link groups:

th

Table 1: An example REIN_.PATH _AVAILABLE message.

of a link connecting two faraway locations, this might be sskr

concern. The delay value will be used by netwdérkvhen there

is delay requirement. The path metrics may also includernyic
information in a more flexible system.

The shared risk link groups (SRLGSs) information needs coor-
dination between the neighboring networks to assign ctergis
SRLG IDs to links or use a global information database. Twkdi
belong to the same SRLG if they are considered to be likelgito f
together. An example is two links that share some commonuibnd
at some segment. A potential practical issue is that the arktwv
may not be able to provide complete SRLG information. Thare ¢
be several ways to address this issue. For example, someysev
studies have shown that much of such information can berader
using public records [18]. We emphasize that if this infotiorais
not provided, the benefits of REIN may be reduced. For examaple
single event such as an excavation accident could impadtpieul
IP networks, damaging both interdomain bypass paths aratliot
main links.

Periodically, insideA, using the tag REINPATH_AVAILABLE,
REIN extracts interdomain bypass paths announced by neiigitp
networks. It then computes how to use these paths to impsdive r
ability. For those paths that it chooses to use, it sends alg@BRte
message with a unique BGP community tag REBATH_.COMMIT
to inform the neighbor. The neighbor then configures its fata
warding path to allow usage of the path (see below).

Note that we can extend this protocol to allow interdomain by
pass paths to traverse more networks. For simplicity ana tals
avoid bypass paths with long delays, we focus on interdorgin
pass paths that involve only one direct neighbor in this pape
this case, BGP announcements for bypass paths are not ptegdag
further, which avoids global BGP updates.

2.4 Data Forwarding Using Interdomain Paths

The main data-path capability needed by REIN is to allowfitraf
to leave and re-enter a network. This is not possible in theeot
Internet due to the separation of intradomain and interdionoat-
ing. Specifically, a major problem is potential forwardirgpps
inside a neighboring network. Forwarding loops cannoksdrighe
hierarchical Internet routing, because that would implyapl in
AS paths. However, direct usage of interdomain bypass pa#ys
cause forwarding loops. Consider the preceding example wie
interdomain bypass pa# — b2 ~» bl — al is used. Whem2
uses the bypass path, it encapsulates a packet using sodress
a2 and destination addrea$, and sends the encapsulated packet to
b2. However, a router insid® close tob2 may look up the destina-
tion addressl and send the packet backk®, causing a forward-
ing loop. There are several solutions to address this is36k [
One is to use interdomain GMPLS to setup an interdomain label
switched path (LSP) for the whole interdomain bypass pathaA
second solutionh2 can configure an intradomain LSP frd to
b1, and notifya2 about the LSP. Thea2 can use IP tunneling to
forward packets td2, where the tunnel headez.§, shim header)
indicates that the LSP from? to bl should be used.

3. OPTIMAL FAST RE-ROUTING

The preceding section has presented our overall architectihe
interdomain bypass paths can be utilized in multiple wagsthis

section, we present a fast rerouting algorithm to efficientllize
these paths. Note that our algorithm applies both with andoui
interdomain bypass paths. For simplicity, we also refeuthsn-
terdomain bypass paths as interdomain bypass links oavimks.
The coverage-based path generation technique developeisin
section is also a general tool that can be used to impleméast ot
traffic engineering related algorithms.

3.1 Design Decisions

Network operators configure their networks for differenteab
tives. We study one specific formulation for routing undélufas.

We make the following design decisions. First, we consider a
link failure as the basic failure unit, as we observe moreguent
link failures in network failure logs; previous studies baalso
identified cable damage as the most common type of physigal-|
failure [19]. Furthermore, it generally takes longer to fiik fail-
ure than a node failure since it requires sending a crew téiefte
Also, a node failure can be treaded as a failure scenaridvimgp
multiple links.

Second, we implement protection, which pre-computes terou
ing paths to use upon failure detection, instead of restoraivhich
depends on routing re-convergence. There are two basiegpian
mechanisms [21]link protection(i.e., fast rerouting, and path
protection In fast rerouting, a detour around the failed link is cre-
ated. In path protection, the sources of all flows using tlleda
link are notified and detour to avoid the failed link. An advan
tage of path protection is that, since detours are computeekich
source, it can avoid potential bottlenecks around the heddoé
the failed link, and thus achieve better rerouting perfarcea In
this paper, we focus on link protection since it has fastspoase
time and better scalability. Our scheme extends naturallyath
protection or a hybrid of the two.

We compute fast rerouting for only a subset of all failure-sce
narios, as the total number of failure scenarios is expdslere
refer to the scenarios for which we compute fast reroutinthas
high-priority failure scenariosIn practice, these scenarios are de-
termined by the operator of an IP network. In our evaluatiove
use single- or two-link failure scenarios. Specificallyclkedigh-
priority failure scenario consists of one or more SRLGSs, ngten
SRLG is a set of links that are likely to fail simultaneousiyhen
a high-priority failure scenario consists of a single SRL@ #his
SRLG appears alone in the high-priority scenarios, the ‘eead
router of each link in the SRLG can detect the failure scenlar
cally and switch to the bypass paths. To improve responseftim
critical failure scenariose(g, failure of two SRLGs that can cause
a major network partitioning as in the Sprint example), waege
alize fast rerouting to allow a failure scenario to consfstnore
than one SRLG. Then, a detection mechanism is needed ta detec
the exact failure scenario, and the response time may beeslow
than that of the single SRLG case, but is still faster than tifia
a failure scenario outside of the high-priority set, in whtbe re-
covery depends on re-computation by the routing protocdher
traffic engineering component. In the rest of this sectiorfaeeis
on handling the high-priority failure scenarios.

3.2 Algorithm Overview

Given our design decisions, our algorithm naturally cassis
two steps. In the first step, we compute optimal routing usiafy
fic engineering when there are no failures. In the second step
compute fast rerouting for high-priority failure scenarian top of
traffic engineering. When we compute fast rerouting, weirdist
guish important traffic€.g, voice and VPN) and select intradomain
links, if possible, to protect such traffic.

A common issue in both steps is how to handle implementation
feasibility and computational complexity. In terms of irepienta-
tion feasibility, since about half of the ISPs have alreadyldyed



MPLS in their core [23] and more ISPs are following suit, wekse
to implement optimal traffic engineering and fast reroutirging
IP/MPLS. However, computation of optimal traffic enginegrand
fast rerouting directly usingath-based routingi.e., routing spec-
ified by how traffic is split among LSPs) can be intractablacsi
there can be exponential number of candidate LSPs betwebn ea
origin-destination (OD) pair. There are previous studiessider-
ing selecting LSPs. For example, one previous proposalsslert
K-shortest pathse(g, [23]). However, this method does not con-
sider traffic dynamics in the network and can result in podh pa
selection.

On the other hand, it is computationally effective to use re
resentation calleflow-based routingin which the routing is spec-
ified at each link by the fraction of traffic of each OD pair thet
routed on this link. However, flow-based routing is fundatatin
different from MPLS routing, and is not readily implemerieam
the Internet.

use the popular hose model [10, 30] to specify VPN demand. For
each source (or destination)c V, we denote byECRa) (resp.
ICR(a)) the total egress (resp. ingress) committed rate, which is
the guaranteed total demand to (resp. from) all other nousde

the network for VPNs. Then the additional constraints goia
bandwidth provisioning for VPNs. Specifically, they requihat

the base routing be able to route, without overloading any in-
tradomain linkl € E, an arbitrary VPN traffic demand matr&k”

that conforms to th& CRandICR specification.

3.3.2 Robust Fast Rerouting

Let the routing computed by the preceding formulationftie
The network proceeds to compute fast reroutffigon top of f*,
to protect against each high-priority link failure scendrj where
h C E represents the failure of a set of links belonging to one or
more SRLGs. The fast rerouting computation would use not onl
intradomain links inE, but also interdomain bypass links H.

Our methodology is a two-phase process. In the first phase, To be robust to traffic variations when a failure scenariopeas,

we use the flow-based routing representation to make comiuta
tractable. In the second phase, we ugath generatiortechnique
to convert a flow-based routing into practical implemewtati In
Section 3.3, we present traffic engineering and fast rergutiith
VPNSs using flow-based routing. The path generation phadéevil
presented in Section 3.4.

3.3 Integrated TE/FRR with VPNs

We first present our formulation and algorithm for integdate
TE/FRR with VPNs using flow-based routing.

3.3.1 Robust TE with VPN Support

The IP network first conducts traffic engineering to deteemin
base routing without failures. The uncertainty to handlehiis
case is traffic volume variations. We base our TE formulatisn
ing either the traditional oblivious routing technique eiped by

we compute fast rerouting that minimizes the obliviousorati all
possible total traffic demands [5].

Due to the high priority and sensitivity of VPN traffic, we com
pute separate fast rerouting.B for best-effort traffic and™V for
VPN traffic, with the requirement that all VPN traffic be corafaly
rerouted using intradomain links only. However, this regoient
may not be satisfiable(g, under network partitioning). When this
happens, we simply compute a common fast reroutifigfor both
best-effort and VPN traffic. The detailed formulation angbaithm
are presented in Appendix.

3.3.3 Extensions to Handle Peering Link Failures
We can extend our algorithm to better handle directly cotetec
interdomain peering links and take advantage of the pointub
tipoint flexibility for interdomain traffic. This appears thoin the
normal routing case and in the fast rerouting case. For thie fa

Applegate and Cohen [6], or the COPE technique developed by rerouting case, when an intradomain lirtio j fails, the detour is a
Wanget al.[42]. We extend their techniques to address VPN sup- flow fromito j. As a contrast, for an interdomain link froio a

port.

We represent a network by a gragh= (V,EUE’), whereV is
the set of router<E is the set of intradomain links, aril is the set
of interdomain bypass links. The capacity of lihks denoted by

cap(l).

Let X denote the set of all possible traffic demand matrices. Each

traffic demand matrix is a set of traffic demantis {dypja,beV},
wheredyy is the traffic demand from to b. For traffic with desti-
nation outside the network, we always use the techniqueZht{
convert interdomain traffic demand to intradomain traffimded.

Denote byo( f,d) the performance of flow-based routifigun-
der traffic demand matrid € X, where thelow-based routing fs
specified by a set of values= {f(i, j)|a,be V,(i,j) € E} and
fan(i, j) specifies the fraction of demand framto b that is routed
over the link(i, j). Note that this formulation assumes all traffic
demand will be routed by traffic engineering. We have extdride
the case that most OD pairs are routed using a default ro(gigg
OSPF/ISIS), and only selected, major OD paeg( heavy hit-
ters [28, 35]) are involved in defininfy Furthermore we may need
to aggregate routers inside a PoP for scalability. For tglave
omit these extensions. Leff, D) be the aggregated performance
of routing f on the setD, where® C X is the set of common-
case traffic demands. The aggregation can be done, for egampl
by taking the maximum, or a weighted average.

Letc(f,d) be the penalty (cost) of routingunder traffic demand
d. Then the objective of the basic robust TE problem is to $earc
for a base routing that optimize( f, D), subject to a worst-case
penalty bound onc(f,d) forall d € X.

As VPNs are particularly important to ISPs, we add additiona
constraints to the preceding robust TE problem formulatigve

neighboring networlB, it can use multiple peering points Bt by,
by, ...,bg, where they's are border gateway routers betweeand
B. We can thus compute multiple flowis— by), (i — b),..., (i —
bg). We can further extend to allow multiple egress networks.

3.4 Path Generation Based on Flow Routing

The algorithm that we have just developed computes base rout
ing and fast rerouting using linear programming and geedtaiv-
based routing. However, a flow-based routing is not readifylé-
mentable in the current Internet. We now provide a genecdi-te
nique to convert a flow-based routing to a path-based routitty
bounded performance penalty.

Clearly, there is a tradeoff between the number of paths laed t
performance we can achieve. Using flow decomposition [2], we
can convert any flow-based routing to a path-based routiimgus
up to |E| paths per OD pair. However, in an IP netwolk| could
be large. One way to control the number of paths is the padtsel
tion approach proposed by Et al.[31], which adds penalty terms
in the optimization objective to implicitly limit the pathiveérsity
and thus the number of paths. However, this approach is compu
tationally expensive and provides no explicit control otnei the
number of paths or the performance degradation. There are ap
proaches to incrementally generate paths, but they arel loastne
specific optimization problem [37].

Our approach, based on the notion of the coverage of a set of
paths, does not depend on how the flow-based routing is derive
and selects effective paths guided by the given flow-basatihg
The algorithm explicitly considers the tradeoff betweemniomber
of paths and the performance gain, and enables one to chu®se t
paths based on preferences between performance and Btyalabi



Below, we first formalize our notion of selecting effectivatips
to approximate a flow-based routing. We then propose anittigor
to carry out this approximation. Our algorithm has two config
urable parameters, with different effects on performamekszala-
bility.

3.4.1 Q-coverage Path Set

We first define the concept of coverage of a set of paths.

Consider a flow-based routirfg= { fap(i, j)|a, b€V, (i, j) €E}.
For each OD paia — b, we construct a graph where each edge
(i,]) has a capacity ofgp(i, j). Without loss of generality, we as-
sume that all cycles iri have already been removed, and thus the
graph is a directed acyclic graph (DAG).

Let Py = {Pgb\k =1,...,K} be a given set oK paths froma
to b. A path-based routingver Py, specifies the fraction of traffic
to be carried by each path Py, Specifically, a path-based rout-
ing over Py, can be represented by a vecmy, = {p'E‘lb >0k =
1,...,K}, where p';b denotes the fraction of demand froarto b

that is routed on patﬁ’gb. Thevalue of pyp, denoted by pap|, is
defined as

K
Pabl = 5 P (€N
k=1

A path-based routinggy, is valid if its value is 1.

DEFINITION 1. A set By, of paths from ato b is a @ercentage
coverage path sdbr Q-percentage path sébr short) for flow-
based routing {j, if there exists a path-based routinggover Ry
that satisfies the following two conditions:

|Pabl = Q;

p;b S fab(ia ])av(lv J) € E
k:(i,j)ePk,

2
©)
Moreover, a set P= U pev Pap is called a Qpercentage coverage

path sefor flow-based routing f if, for each OD pair-& b, Py is
a Q-percentage path set of,f

3.4.2 Path Generation for a Flow-based Routing

With the notion of the coverage of a path set, we can present ou
algorithm for finding a small number of patRsguided by a flow-
based routingf. The algorithm to generate patRg, from ato b
based onfyy is presented in Figure 3. To generate the complete
path sef, the same algorithm is repeated for each OD pair.

1. construct a DAG from flow-based routirig,

2,i+ 1,Pp«0

3. while (termination condition not met)

compute max unsplittable flopl, satisfying SLA
add flow pattP), to path sePyp _
deduct flpw rate.p'ab from !ink capacities alon@},
remove links with capacity 0 from DAG
i—i+1

©COeNO P~

Figure 3: The coverage-based algorithm for generating path
P,p from ato b based on flow-based routingfap.

There can be two approaches to the termination conditioe. Th
first is to generate no more than a fixed numler,of paths per
OD pair. We call such an approa¢tpath coverage. A network
may adopt this approach if it knows the maximum number ofpath
it wants to select for any OD pair. The network can then evalua
the performance of the selected path set by computing i&rege.
The second approach terminates only after a certain covasag
achieved for every OD pair, and can thus bound the performanc
We call this approack-percentage coverage

A key step of the algorithm is line 4: to compute the maximal
unsplittable flow betweem and b that satisfies the service level
agreement (SLA) delay constraint. This can be done in pohjab
time based on the observation that the link with the lowegacay
on the maximal unsplittable flow path should be saturateecip
ically, we partition links according to their capacitierf certain
capacity valueC, we construct a subgraph by removing all links
with capacity less tha@. We compute the lowest delay path from

With the coverage of a set of paths, we can measure how well a sourcea to destinatiorb in this subgraph. If the delay of the com-

set of paths approximate a given flow-based routing. Thisbean
stated formally as the following lemma:

LEMMA 1. Given a flow-based routing f and a Q-percentage
path set P for f, avalid path-based routing p- { pap|a,b €V} over
P can be constructed such that for any demand d, the routéfittra
on any link I€ E under p is upper bounded HyQ of the routed
traffic on | under f.

PROOF Please see Appendix.[]

In general, consider any network performance metrizhich
is a function of|E| + 1 variables: the utilization; of link | € E,
and a functionz(d) of a traffic demand matrix; that is, m=
m(ug, Uz,...,Ug|; Z(d)). Here,z(d) can be any function, as long
as it depends only od. One example(d) is the optimal link uti-
lization of the network unded. If mis monotonic increasing with
respect tay (I € E), we have

puted path satisfies the SLA delay requirement, we haveifiht
that there is a unsplittable flow satisfying the SLA consitravith
flow rate at least. Therefore, we can conduct a binary search over
all capacity values to identify the maximum unsplittablenfliate

. Given this algorithm, at line 8, we can remove at least onle li
in the network. Thus, in the worst case, the path set will isbrod

|E| paths. However, as we will see in Section 5, we typically need
a much smaller number of paths thi).

4. INTERDOMAIN BYPASS SELECTION

The preceding section assumes interdomain bypass patles to b
used are already chosen. In this section, we address thettssu
an IP network may receive many interdomain bypass pathsexnd s
lectively use a subset of these paths. This can reduce coatiigu
overhead and/or cost for bypass paths with non-zero cost.

PrRopPosITION 1. Given aflow-based routing f and aQ-percentaga 1 Overview

path set P for f, avalid path-based routing p over P can be con-
structed such that for any demand d, the performance mettin-m
der p is upper bounded by(m/Q-ul,...,l/Q-u‘E‘;z(d)), where

y; is the utilization of link | under f.

. A
For example, assume that(uy, Uy, ..., Ug|;2(d)) = maxeg i,
which is a popular TE performance metric referred to ashibte
tleneck traffic intensitypr maximum link utilizatio(MLU). Then
the constructed valid path-based routimguarantees that, for any
demandd, its bottleneck traffic intensity is at mosfQ times that
of the original flow-based routing.

We select interdomain bypass paths in two steps. In the first
step, we select interdomain bypass paths to improve theqatys
connectivity of the network. In the second step, we augmigst t
selection with additional interdomain bypass paths to ouprthe
performance of optimal fast rerouting for high priorityltaie sce-
narios.

4.2 Bypass Selection for Connectivity

We first select interdomain bypass paths such that the link co
nectivities of all intradomain links are above a certairelefe.g,



greater than 2 or 3). Formally, tHank connectivityof a link is
defined as follows.

DEFINITION 2 (LINK CONNECTIVITY). The link connectiv-
ity of a link is the minimal number of links (including thekKiitself)
that must be removed in order to disconnect the two endpoints
this link.

For any linkl € E, we denote by EQ) the link connectivity ofl.
EC is referred to as the link connectivity function.

Since each interdomain bypass path has associated (effycat
bandwidth(s) and aggregated delay, we first prune thosesbypa
paths with low bandwidths and long delays. The thresholésl us
in this pruning process should depend on the SLA requiresmant
the IP network. Among the interdomain bypass paths thatvairv
the pruning, we select a subset that minimizes the totalvwebie
achieving the target connectivities.

This selection problem can be stated formally as followseGi

e amultigraph G= (V,E) that represents the network, simi-
lar to that defined in Section 3.3, except tlamay contain
parallel links due to the existence of multiple physicak$in
between some pair of nodes;

e a set BYPASS of interdomain bypass links, each of which
represents a different available interdomain bypass fpath.
alinkl € BYPASS, codfl ) denotes the cost of using the cor-

responding interdomain bypass path. Note that there may

be parallel links in BYPASS, because there may be multiple

requirement functiomeq(l) = 2 for all | € E; while in our prob-
lem, we may need to se¢q(l) > 2 to guard against SRLG failures.
For a general survey of the connectivity augmentation jgroblve
refer interested readers to [15]. Our problem differs int tha set
of available links that can be added to the original graphois-c
strained. Our problem also resembles ttework flow improve-
mentproblem [29], where one incurs a cost for increasing the ca-
pacity of an link and the goal is to achieve a maximum flow tigirou
the network under a given budget. Our problem differs in that
seek to minimize the cost while achieving certain levelsarfreec-
tivity. Also, we seek to improve a set of flows, each indepetlgie
instead of just one.

We formulate this selection problem as a Mixed Integer Ruogr
(MIP). Specifically, letG = (V,E UBYPASS be a flow network
with unit capacity on all links. Lex(l) € {0,1},] € BYPASS be
the indicator variables of interdomain bypass link setettisuch
thatx(l) = 1 if bypass link is selected, and 0 otherwise. The MIP
can be formulated as follows:

costl)-x(I)
IEB;ASS
subjectto V(s;t) =1 €L, fisy is as-tflow such that:

0< f(St)(I) < l,VI cE
0< figg(1) < x(1),¥ € BYPASS

fsn)(s,k) >req(s;t)
k; (st)

min 4)
(5)
(6)
(7)

interdomain bypass paths between the same pair of intrado- Note that in the above MIP, we have used the Maximum-Flow Min-

main nodes from multiple neighboring networks.

¢ a link connectivity requirement functioreq for a selected
(low connectivity) link seL. C E;

our goal is to choose a sub4€tC BYPASS such that, in the aug-
mented graptG’ = (V,E UE'), the link connectivity EG (1) >
req(l),Vl € L, and the total cost, as defined by ¢&) = 5 g cos(l)
is minimized.

Several comments on this problem statement follow.

e Not all link connectivities can be improved even when one
considers the entire set of available bypass pathswhen
E' = BYPASS. One must choose a realistic functien for
arealistic set of link& € E. For instancereqcan be system-
atically generated according to the priorities of links w0
connectivities need improvement. For each link E, the
feasibility of req(l) can be checked by computing the link

connectivity ofl in G = (V,EUBYPASS.

¢ In addition to minimizing total cost, one may wish to also
limit the number of neighboring networks involved. Since
the total number of neighboring networks is usually small,
this can be handled by trying all combination of no more
than a certain number of neighbors.

¢ We handle SRLGs by treating the failure of all links in a
SRLG as a “single link failure” in Definition 2, and setting
target connectivity values accordingly. For instance(let
be the minimal set of links that must be removed to discon-
nect the two endpoints of a link= (i, j). If CL includes
3 links in the same SRLG and 1 link in a different SRLG,
we take the link connectivity dfto be 1+ 1 = 2 instead of
3+ 1= 4. Therefore, if we want to keeipand j connected
under two simultaneous failures, we shall set the target con
nectivity req(l) = 5.

The above problem is a generalization of tannectivity aug-
mentationproblems studied in [7]. In [7], the link connectivity

Cut Theorem [2] to implicitly encode the link connectiviyquire-
ment. We solve this MIP using ILOG CPLEX [8].

4.3 Bypass Selection for Fast Rerouting

We further augment the set of interdomain bypass paths toens
desired performance level during fast rerouting. Note byaass
selection is involved in both of the two steps of our optirmestf
rerouting algorithm. First, bypass selection determiras f the
input set of links for optimal fast rerouting. Second, theerage-
based path generation phase of our fast rerouting algoritbeas
to select paths that provide good coverage. Some of such peth
need to traverse interdomain bypass paths.

One strategy would be to take all possible interdomain bgpas
paths as input to our optimal fast rerouting algorithm, sral/é it
to coverage-based path generation to determine which byjadlss
are really necessary. A serious drawback of this stratedlats
optimal fast routing may use more bypass paths than negessar

Another strategy is to formulate the problem as a mixed inte-
ger program, which seeks to minimize the number of bypadspat
selected under the constraint that optimal fast reroutagyactcept-
able performance. This strategy, however, requires thedaation
of optimal fast rerouting among different failure scenayivhich
increases the computational overhead of the problem fatedilin
Section 3 dramatically, let alone the complexity of MIP.

Our solution to this problem is a simple sequential stratd¥y
first sort all available interdomain bypass paths from bestdrst
according to a scoring function. This scoring function cbhe
cost, unit cost per bandwidth, or some combination of cost an
bandwidth constraints. For ea&hwe select the firsk paths and
test the performance of fast rerouting based on this set phds/
paths. The selection process stops once we achieve perfoema
target.

5. EVALUATIONS

In this section, we evaluate our REIN framework and alganih
using real network topologies and traffic traces.



5.1 Evaluation Methodology

[ Network | Aggregation level] #Nodes| #Links |

Abilene router-level 11 28
Abovenet PoP-level 15 60
AOL PoP-level 21 64
Cogent PoP-level 20 60
Level-3 PoP-level 46 536
Qwest PoP-level 33 166
Sprint PoP-level 32 128
US-ISP PoP-level - -
UUNet PoP-level a7 336

Table 2: Summary of network topologies used.

Dataset description: We use the real topologies of Abilene and a
major IP network which we call US-ISP. The topology of Abiden

is a router-level topology, while for US-ISP, we use a Pokrelle
topology, which differs from the real router-level topojogut still
illustrates the scope and power of the framework and algost
proposed here. The topologies of Abilene and US-ISP are com-
plete without inference errors. In addition, we use the RoRl
topologies of 7 IP networks as inferred by RocketFuel [3% Mt
cursively merge the leaf nodes of the topologies with thanepts

[ Network | Period

Abilene | 03/01/04 - 09/10/04
US-ISP | Jan. 2007

| Data description |
5-minute traffic traces
hourly traffic traces

Table 3: Summary of real traffic traces used.
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Figure 4: Connectivity improvement of REIN with no more
than 7 links from at most 3 neighboring networks. Note that
all topologies are inferred by Rocketfuel except for Abilere. In-

% links with connectivity < 3

Abilene
Abovenet
Cogent
Level-3
Quest
Sprint
UUNet

until no nodes have degree one, so that we have the backbone oferred topologies may have missing links.

the networks. We assume that the available bandwidth oftan-in
domain bypass path is 20% of the typically link bandwidthrof t
network €.g, 2 Gbps in Abilene). Table 2 summarizes the topolo-
gies that contribute or use interdomain bypass paths. Ttaefda
US-ISP are not shown due to privacy concerns.

We use real traffic demand matrices of Abilene, made availabl
from [1]. We assume a random portion (up to 50%) of the traffic o
Abilene are VPN traffic. We captured, in Jan. 2007, both IRitra
and VPN traffic matrices for US-ISP.

To generate failure scenarios, for Abilene, we enumeraierel
gle and two-link failure scenarios; for US-ISP, we processys-
tem logs and identify failure events.

Algorithms: We consider the following algorithms.

e Robust path-based TE/FRPbus): The normal case rout-
ing, fast rerouting, and path generation are computed using
the algorithms in Section 3.

Oblivious routing/bypassingoblivioug: The normal case
routing, fast rerouting are computed using the algorithms i
[6] and [5]. Note thabbliviousdoes not use path generation.

CSPF: This is the constrained shortest-path-first (CSRF) al
gorithm popularly used in IP/MPLS networks for traffic en-
gineering. We use the actual weights of Abilene and US-ISP
to compute the normal case routing. The fast rerouting for
a set of failed links is computed by running the CSPF algo-
rithm with the failed links removed. Note that the normal
case routing can be implemented by standard IP forwarding,
while the bypass routing generally would require MPLS for-
warding using LSPs.

Flow-based optimal routingoptimal): This is the optimal
routing for each given traffic and failure scenario. It is un-
realistic to implement, as it is a flow-based routing scheme.
Furthermore, under a failure scenario, it would require -com
plete change of routing, and thus could cause large dismupti
to network traffic. We use it as a lower bound for evaluating
the performance of other algorithms.

Performance metric: We measure the performance of the network
by the traffic to capacity ratio at the bottleneck lirike(, the link
with the highest traffic to capacity ratio). We referred tis timetric
as the bottleneck traffic intensity or traffic intensity ftwost. This

metric is also referred to as maximum link utilization (MLI)the
literature.

5.2 Evaluation Results

Connectivity: We start with demonstrating the effectiveness of
REIN by improving the reliability of networks through corutigity
improvement. We measure the reliability of an network bylithe
connectivities of the links in its network; for definition Galgo-
rithm on link connectivity see Section 4.2. An network wiithkis
with low link connectivity is less reliable. For example rihg the
aforementioned Sprint incident, the Sprint network is ifiarted
due to the existence of links with link connectivity 2. Duethe
lack of SRLG data, we assume all links, both intradomain &nd i
terdomain, belong to their own and distinct SRLGs.

Figure 4 shows the link connectivity of the 8 network topadsy
shown in Table 2. Theg-axis is the percentage of links with low
connectivity (.e., connectivity less than or equal to 2). We make
two observations. First, without interdomain bypass pattheval-
uated networks have at least 19% links with link connegtiless
than or equal to 2. Some can be as high as close to 60%.
percentage for the Sprint network is 29%. Thus, it is notllpta
surprising that the network could partition. Note that tbpdio-
gies inferred by Rocketfuel may have missing links, and ragidi
missing links may reduce the percentage of links with lownzmm
tivity. However, for the Abilene and US-ISP topologies, ibatith
no inference errors, the percentage of low connectivitsliis still
non-negligible. Specifically, for the Abilene topology, dut of the
14 links have connectivity 2.

Second, interdomain bypass paths significantly reduce ¢he p
centage of links with low connectivity. Using the algorittpre-
sented in Section 4.2, for each topology, we select inteediofmy-
pass paths so that the link connectivity is improved to astl@a
if possible, assuming a same-city peering relationshipt lBvel,
without using more than 7 interdomain bypass paths. From Fig
ure 4, we observe that, REIN has substantially reduced tteepe
age of links with low connectivity. For example, with just 8ths
from US-ISP, REIN has completely eliminated from Abileng/ an
link with connectivity less than 3; with 5 paths from two nieig
boring networks, REIN has reduced the percentage of Spant f
29% to 8%; with 5 paths from three neighboring networks, REIN
has reduced the percentage of US-ISP by a factor of 5 (exatt nu
bers are not shown in the figure due to privacy concerns).ilbdta

The
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Figure 5: Time series plots of bottleneck link traffic intensty:
Abilene traces, one-link failure scenarios.

200

investigation shows that the reason we can improve comitycti
with a small number of interdomain bypass paths is that thelte
gies of most IP networks have several well connected compsne
between which the connecting links are scarce. This is a gptd
mization target for connectivity improvements, and alsoréason
for the substantial gain with only a few extra paths addedettat
although it is also possible for an IP network to install diddial
physical links at these locations by itself to improve cariiviy,
the cost can be much higher.

Next, we evaluate the effectiveness of REIN using real hater
topologies and traffic traces.

Abilene: First, we report the results using Abilene. We evaluate
two categories of failure scenarios: single-link failuesarios,
and two-link failure scenarios. For these two categoriesghch
interval, we enumerate each scenario in the category araftrep
the worst-case traffic intensity on the bottleneck link. Veéest
two days to show traces: one with high traffic demand (August
31, 2004) and one with relatively low traffic demand (Septen$)
2004).

We firstintroduce single-link failure scenarios withouingsREIN.
Figure 5 shows the results. It is clear that CSPF is less efifi¢n
dealing with failures in the network, as there are singhé&-failure
scenarios where CSPF can drive traffic demand to the botttene
link to be as high as nearly 300% link capacity, and threegithat
of robust path-based TE/FRR. A closer examination of théehei
topology shows a 2.5 Gbps link between Atlanta and Indianapo
lis, whereas the rest of the links are 10 Gbps. When a link,fail
CSPF diverts a large amount of traffic into the low-bandwildtk,
creating severe congestion. For ease of presentation, vaati
show the performance of CSPF under two-link failure scesari
As a comparison, our robust path-based TE/FRR performsunell
der all single-link failure scenarios, being close to optifior both
days. Thus, with an effective TE/FRR algorithm such as theiso
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(b) Friday, September 3, 2004.
Figure 6: Time series plots of bottleneck traffic intensity: Abi-
lene traces, two-link failure scenarios.

path-based TE/FRR, there may not be a need to introducel@ater
main bypass paths under single link failure scenarios.

Now we stress the Abilene network with two-link failures. We
do not include two-link failure scenarios which may pactitithe
network. Figure 6 shows the results. On August 31, 2004 afte
terval 208, there are failure scenarios where our robustipased
TE/FRR drives the traffic demand to be almost 3.5 times the bot
tleneck link capacity. However, the figure also shows thahese
severe failure scenarios, even the optimal routing usitigdiomain
links will drive the traffic demand to be almost 3 times baotdek
link capacity, leaving it impossible for any fast reroutiggorithm
to recover without significantly reduced throughput.

Figure 6 also shows the effectiveness of REIN. Specificilly,
shows network performance when the 10 interdomain bypdhks pa
selected by our path selection algorithm are added. Thepath@
include both the 3 needed for connectivity and additionadrfdst
rerouting. The performance of our robust path-based TE/MwRIR
additional interdomain bypass paths is labeled as REIN. QguAt
31, 2004, we observe that REIN reduces traffic intensity {85006
to only 80% of bottleneck link capacity: the interdomain bgp
paths reduce the traffic intensity by 270% on the bottlenizdk |

The preceding traces illustrate the effectiveness of REINthe
robust path-based algorithm at several intervals during deys.
We next summarize the overall performance during the whelekw
period in which we have evaluated REIN and robust path-based
TE/FRR. Figure 7(a) shows the reduction of traffic intendity
REIN for one-link failure scenarios. We observe that thaiotidn
is relatively small. However, this is expected since the FHR
algorithm spreads traffic well and the network is not strésse
der one-link failures, as illustrated by Figure 5. REIN ifeefive
when there are severe network failures. Figure 7(b) showgth
fectiveness of REIN under two-link failure scenarios. Fayuad
90% of the intervals, REIN reduces traffic intensity on thélbe
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Figure 7: Sorted interval of the improvement of bottleneck raf-
fic intensity by REIN from Saturday, August 28, 2004 to Friday
September 3, 2004 for Abilene.

neck link by 20% to 60% of the link capacity of the bottleneicik]
This is significant reduction of traffic. For the remaining/d@n-
tervals, the reduction of traffic on the bottleneck link byIREs
even more significant: 220% to 270% of the capacity of thedott
neck link. These intervals include those starting fromriva€208
in Figure 6(a). They show clearly the benefits and effectgsrof
REIN.

2500

US-ISP: The evaluation of performance under failures on Abilene

is mainly worst-case analysis, due to the lack of accurateréa

logs. Next, we evaluate the performance of REIN and the tobus
path-based TE/FRR algorithm on US-ISP, with a replay of both

traffic demands and the failure logs. In our experiments,iur
terdomain bypass selection algorithm has selected 12 bygzhs
from 3 neighboring networks of US-ISP.

For confidentiality, we do not report the absolute traffieiity
on the bottleneck link for US-ISP. Instead, we report retatot-
tleneck traffic intensity normalized by the highest bottiektraffic
intensity under the optimal routing without failures oviee evalu-
ation period.

Figure 8 shows the reduction of the normalized traffic intgns

on the bottleneck link by REIN, for both our robust path-lthse

TE/FRR algorithm and the oblivious routing/bypass aldomitof

Applegateet al. [5]. We observe that the distribution of traffic re-

duction by REIN for US-ISP is more uniform than that for Alpiée

Also, the maximum reduction of normalized traffic intensitythe

bottleneck link is also smaller than that of Abilene( from 270%

to 118% and 35%). One possible reason for these differeatkati
US-ISP has an over-provisioned network with high redungaimc
addition, the failure logs we have collected may not inclatiese-

rious, but possible failure scenarios. Despite theserdifiees, we
nevertheless note that REIN may still reduce traffic to thildso
neck link significantly. We observe that there exist failgsses
where REIN can reduce the normalized traffic intensity orbibte

tleneck link by 118% and 35% when the network usbfvious

androbustrespectively.

One potential concern of the REIN scheme is its impact on the

peering links and the links in the neighboring networks when
network diverts traffic to them during a failure event. Inaflour
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Figure 8: Sorted interval of the improvement of traffic intensity
by REIN from a week in January 2007 for US-ISP.
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Figure 9: Tradeoff between optimality and scalability.
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Figure 10: Performance of achievingQ-percentage coverage
and theoretical bound.

how to control the tradeoff by varying the target percentzaee of
the adaptive path generation algorithm presented in Seétib.2.
In order to measure optimality, we use computation of thénugdt
oblivious routing [6] as the benchmark problem, and meastive
optimality of a routing by the oblivious ratio that it aches: We
show results for Abilene and US-ISP.

Figure 9 shows the oblivious ratio achieved by differenhyssts
with different target coverage percentages used duriny gexter-

ation. It also shows the average number of paths per OD pair re
quired to achieve each target coverage percentage. We edhate
higher coverage leads to higher number of paths require®per
pair and better performance. Using 3 LSP paths in Abilene5and
. in US-ISP can achieve near-optimal performance. Note ktesfiat
5.3 Tradeoffs in REIN part of the performance-ratio curve at the low coverageoreis
The preceding results have demonstrated the effectiverfiess due to the fact that all those coverage ratios can be achigsiad
framework and the robust path-based TE/FRR algorithm. A key only one path for each OD pair.
implementation technique that we have used is the covdraged We also evaluate the tightness of the bound provided by Propo
path generation algorithm. Itis a general path generagiohrtique sition 1, and the results are shown in Figure 10. We can se¢e tha
that can be applied to any flow-based routing and allows eixpli  after 70% coverage, our bound is tight and is a good predidtio
tradeoff between optimality and scalability. Below we destoate the performance using those paths.

evaluations, the traffic diverted on an interdomain bypasks pave
never exceeded 60% of the exported capacity of the path fer Ab
lene, and 70% for US-ISP. Thus, the benefit of REIN is achiated
a moderate cost to the neighboring networks.
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APPENDIX

A. Robust TE/FRR with VPN Support
Our algorithm in Section 3.3 can be described by the follgnthree

optimization problems. We first compute a base routing wiakeamodel
VPN bandwidth provisioning using (8):
mins o f,D) (8)
s.t. fisarouting;

vde X :c(f,d) <T; (penalty envelope)

vlink | € E and VPN traffic demand matriat such that
vaeV, %d L < ECRa), %d <ICR(a):

g di, fan(l) < cap(l). (VPN provisioning)
bev

Let f* be a solution to (8). For each high-priority failure sceadric E,
our algorithm first tries to solve (9):

Min¢hg shy T 9)

M8 is a fast rerouting ifE UE’

bypassing linke € h for best-effort traffic;
fh‘V

s.t.

is a fast rerouting irfE
bypassing links € h for VPN traffic;
viink | € EUE',l ¢ handd such thatOUg,(d) = 1:

g dan( f6(1) + Z fan(e) f0B(1)) < r-cap(l), and
a,beVv ec

g dan( f6(1) + gh fa(€) f8V (1)) < r-cap(l);
a,beVv ec

viink I € E,l ¢ handd" such that
Vaev,zd <ECRa), Zd <ICR(a):
beV

g dan( fan(l) + Z_‘féib (e)fdV (1)) <capl).  (10)
a,beV ec

In (9), constraint (10) requires that all VPN traffic be costply rerouted
using intradomain links only.

If (9) has no feasible solutions.€., it cannot reroute VPN ftraffic using
intradomain links only), we solve (11):

ming, T (1

st flisafast rerouting ifE U E’ bypassing all links irh;
vlink | € EUE',l ¢ handd such thatOUG\h(d) =1:

gdab ab +Z'Ifab

In (11), there is no distinction between best-effort and \tRiffic.

The VPN bandwidth provisioning constraint in (8) involvesexponen-
tial number of constraints, but can be converted into a gotyial number
of constraints by applying linear programming duality:

) <r-capl).

vaeV:p(a) >0,vi(a) >0;
Va,beV: fap(l) <p(a) +vi(b);
Z/(M (a)ECRa) +vi(a)ICR(a)) < cap(l).

The constraint (10) can be handled in a similar way.

B. Proof of Lemma 1

PROOF First consider an OD pa# — b and the corresponding path
setPy = {Pa}b,.. ,Pa’fb}. By definition of aQ-percentage coverage path
set, there exists a path-based routjfig with value |Pap| = Q. Let pap
be another path-based routing oWgp such thatpk, = & B, for all k=
1,...,K. We have

- 1
‘pab| zpab_z pab_ |pab|:6'Q:1-

Thus, pyp is a valid path-based routing fromto b over the path se®yp.
Applying the same scaling for all OD pairs, we obtain a valathpbased
routing p for the network over th€-percentage coverage path Bet

Now for any demand and any linkl € E, we have

dap ¥y, = d = Oap f
g > dabPap= nglezkaabpab< g b fan(, i),

abeVileP

where the last inequality holds due to Inequality (3). Thasnpletes the
proof. [



