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Abstract deployment of multiple Web servers in strategic loca-

tions throughout the network. The introduction of Con-
Content Distribution Networks (CDNs) attempt to im- tent Distribution Networks (CDNs) has allowed organi-
prove Web performance by delivering Web content toZations to overcome this challenge by outsourcing the
end-users from servers located at the edge of the neflistribution of their Web content. With CDNs, content
work. An important factor contributing to the perfor- Providers need only to supply an origin Web server —
mance improvement is the ability of a CDN to select the CDN distributes the content to end users through a
servers in the proximity of the requesting clients. MostSe€t of CDN servers it has deployed in the network. Ide-
CDNs today use the Domain Name System (DNS) iodlly, this reduces Web response time and download la-
make such server selection decisions. However, DN$€NCies in addition to providing overload protection and
provides only the IP address of the client's local DNS Pandwidth savings.

server to the CDN, rather than the client's IP address.

Therefore, CDNs using DNS-based server selection adh & well-designed CDN, servers are placed to avoid con-
sume that clients are “close” to their local DNS servers, 9ested links and slow network paths. When a Web client

requests content, the CDN dynamically chooses a server

To quantify the proximity between clients and their local 10 route the request to, usually one that is appropriately
DNS servers, we propose a novel, precise, and efficierftlose to the client. Note that this dynamic CDN re-
technique for finding the associations of client to localduest routing is an extra step that is not necessary for
DNS servers. We collected more than 4.2 million suchStand-alone Web servers. Efficient CDN server selec-
unigue associations in three months. From this data, wion allows CDNs to overcome the extra overhead of the
study the impact of proximity on DNS-based server se-dynamic routing step by taking advantage of improved
lection using four different proximity metrics. We con- Connectivity to the end user. CDN server selection ap-
clude that DNS is good for very coarse-grained serveplies for both static and dyngmlc content. In the latter
selection, since 64% of the associations belong to th&€ase, content can be dynamically assembled at the edge

same Autonomous System. DNS is less useful for finerServers [1].

grained server selection, since only 16% of the clientand

local DNS associations are in the samstwork-aware ~ CDPNS typically perform dynamic request routing using
cluster[13] (based on BGP routing information from a the Internet's Domain Name System (DNS) [11]. The
wide set of routers). As an application of this method-PNS is a distributed directory whose primary role is to
ology, we evaluate DNS-based server selection in thre@'ap fully qualified domain names (FQDNSs) to IP ad-

of the largest commercially deployed CDNs to study itsdrésses. To determine an FQDN's address, a DNS client
accuracy. sends a request to its local DNS server. The local DNS

server resolves the request on behalf of the client by
) querying a set of authoritative DNS servers. When the
1 Introduction local DNS server receives an answer to its request, it
sends the result to the DNS client and caches it for future
Creating and managing a high-performance, Internetgueries. Each DNS record has a time-to-live (TTL) field
scale Web service is a formidable challenge involvingthat tells the local DNS server how long it may cache the
result.
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use modified authoritative DNS servers for CDN serverDNS servers. We deployed this technique on several
selection. The results of a DNS query to one of thesesites to collect an extensive data set which we use to
DNS servers may vary dynamically depending on fac-study the impact of proximity on DNS-based server se-
tors such as the source of the request and the conditiolection using four different proximity metrics. We con-
of the network. Typically, the CDN’s authoritative DNS clude that DNS is good for very coarse-grained server
server maps the client’s local DNS server address to aelection, since 64% of the associations belong to the
geographic region within a particular network and com-same Autonomous System (AS). DNS is less useful for
bines that with network and server load information tofiner-grained server selection, since only 16% of clients
perform CDN server selection. To enable fast reactioruse DNS servers in the sametwork-aware clustefl3]
to dynamic resource changes, the answer returned by tHbased on BGP routing information). We also measure
CDN's DNS server has a small TTL. This approach isthe CDN server distribution of several real-world CDNs
largely transparent to the client, and works for any Webto evaluate whether the proximity of a client to its local
content (including both HTML and streaming media). DNS server leads to potentially suboptimal CDN server
selection decisions in practice. Our technique could also
Although DNS-based server selection is transparent antle used to determine hidden load factors by associating
general, it has two inherent limitations [15, 4]. First, it the HTTP request pattern in the Web server logs with the
is based on the implicit assumption that clients are clos®NS request information.
to their local DNS servers. The CDN DNS server per-
forming dynamic request routing only has access to th@ur work makes the following contributions. We devel-
client’'s local DNS server’s IP address—it does not knowoped a novel measurement methodology and architec-
the client's own IP address. However, the assumptioriure for accurately collecting local DNS server IP ad-
that clients are close to their local DNS server may notdresses of Web clients. We demonstrated its successful
be valid. For example, the client might be using a lo-deployment on several sites including a large commer-
cal DNS server hierarchy in which the outermost localcial site and through the collection of a huge database
DNS server that communicates with authoritative DNSof associations. Based on this data, we did an extensive
servers may be far removed from clients; the client mayanalysis of the proximity between clients and their local
have been configured with a local DNS server which iSDNS servers and discovered that significant improve-
far away; or the client may be using a secondary locaiment in proximity is possible by configuring clients to
DNS server that is more distant from it than its primary use a closer local DNS server. Finally, we evaluated the
local DNS server. Therefore, using only the local DNSimpact of the proximity between clients and their local
server information to select CDN servers has the inherDNS servers on server selection in three of the largest
ent risk of selecting a server farther away from the clientcommercially deployed CDNs. We conclude that DNS
than other available CDN servers. is good for very coarse-grained server selection, but less
suitable for fine-grained load balancing.
The second inherent limitation of DNS-based server se-
lection is that a single request from a local DNS serverThe rest of the paper is organized as follows. Section 2
can represent differing numbers of Web clients — thisdescribes our methodology and measurement setup for
is called thehidden load factof8]. The hidden load gathering DNS client associations. In Section 3, the as-
has implications on a CDN'’s load balancing algorithm. sociation results are analyzed in detail to evaluate the
For example, a DNS request from a local DNS servemproximity between the client and its local DNS server.
of a large ISP may result in many more Web requestsThen, in Section 4 we study the impact of proximity
than a DNS request from a local DNS server of a smallevaluation on DNS-based server selection in three of the
site. CDNs need to be able to properly weigh individuallargest commercially deployed CDNs. Related work is
DNS requests to distribute Web requests among its CDNovered in Section 5. In section 6, we discuss future
servers. If the hidden load factors are known, load balwork. Section 7 concludes.
ancing algorithms described by Colajanni, et al. [7, 8]
can be easily deployed to achieve better load distribu2
tion. On the other hand, if the hidden load factors are
not known, fine-grained load-balancing may be difficult.
In this section we describe our novel technique for de-
We study the extent of the first limitation and its impact termining a Web client's local DNS server. This is a
on CDN server selection. To this end, we developed decessary first step in measuring the closeness of clients
Simp|e, non-intrusive, and efficient mappmg techniqueto their local DNS servers. We also evaluate the impact

to determine the associations between clients and locdlf our technique on end user performance. Later, in Sec-

Experimental methodology



tion 5, we will explain how our technique is a significant 1. HTTP GET request for the image
improvement over related previous work in terms of ef- ,‘- = >
ficiency, nonintrusiveness, and accuracy. 2. HTTP Redirect to

= ip10-0-0-1.cs.example.com l
Client - 7 4, Redirector for
2.1 Measurement setup (10.0.0.1] e Ge xxx.rd.example.com
-
: E|l 3
There are three main components necessary to use our o || 8
technique: a specialized authoritative DNS server, an | 2 % e B
HTTP redirector, and a one-pixel embedded transparent = E o |
GIF image. To obtain a client population we solicited ¢ & || g ;
. c T
volunteer Web sites. All the volunteers had to do to par- 2 _I.U 8 ' l
ticipate in our study was to add a link to our one-pixel § 1l = Content server for the image
transparent GIF to the end of one or more of their com- §E .
monly accessed Web pages. Assuming the experimentis ;g || <
hosted by us atxample . com, this involves adding the ' 4. Request to resolve E
following HTML code towards the end of a web page: ip10-0-0~1.cs.example.com i
- ‘5. Reply: IP addr of content server l
<img src="http://xxx.rd.example.com/tr.gif" H

Name server for

height=1 width=1> .
.cs.example.com

Local DNS server

To allow us to easily account for hits from different sites, Figure 1: Embedded image request sequence
each participant replacesxx in the URL with a site

identifiet. This allows us to easily add additional vol-

unteer sites without having to make any changes to our

Web or DNS server configuration.

When a Web client loads the one-pixel embedded im-
age, our technique allows us to match the address of

the local DNS server resolving host names on behalgport the page download process before the DNS resolu-
of the client with the address of the client itself. This tion is made for the embedded image_ In these cases, we
process is shown in Figure 1. First, the client attemptsare unable to collect their local DNS server information.
to get the image fromxxx.rd.example.com —

our HTTP redirector. Rather than serving the image Note that in some cases, a local DNS serk@rar-

the redirector determines the client’s IP address and ischy may exist. The local DNS server recorded in our
sues an HTTP redirect tooCLT . cs . example.com,  measurement is the outermost local DNS server which
whereCLI is replaced with a string encoding the IP directly contacts the authoritative DNS server for the
address of the client (step 2). Next, the client contactexample.com domain. In DNS-based server selec-
its local DNS server to resolve this domain name (stefjon, the CDN's DNS server only sees the outermost lo-
3). The client's local DNS server attempts to resolvesca| DNS server. In this study, this outermost DNS server
ipCLI.cs.example.comby sendingaDNSrequest jswhat we refer to as the “local DNS server.”

to our authoritative DNS server (step 4). At this point

our authoritative DNS server logs the IP address of therhis measurementapproach is fully deterministic. It col-

local DNS server and the client IP address embeddefkcts one association each time a new client visits a site
within the query. It then sends the address of the CONwith the embedded image. Mu|tip|e pages on the same
tent server hosting the image back to the client's locakite, or subsequent visits to the same page, may result

DNS server (step 5). This resolution is passed on to the repeated retrievals of the calibrating image depending
client (step 6), which retrieves the image from the con-gn the client’s caching policy.

tent server (steps 7 and 8).

. S Note that the redirector also logs client requests — this
This measurement methodology has a limitation forinformation can be correlated with the DNS and web
clients that do not fetch inlined images and those thakerver logs to obtain the hidden load factors. Statistics

1our authoritative DNS server [6] allows host names to be-wild N client browsing Char‘?‘Ctensucs_ can also be gathered
carded, so we can set an addressford . example . com. from the HTTP headers in the redirector log.




Table 1: Keynote image overhead measurements Table 2: Participating sites in the study

Location Avg download latency (sec) Increased Site | Type # of 1-pixel | Duration
without image| with image | overhead image hits
World wide 1.17 1.31 12% 1 att.com 20,816,927| 2 months
us 1.04 1.14 10% 2,3 | Personal pages
(commercial domain), 1,743 | 3 months
4 Research lab 212,814 | 3 months
5-7 | University sites 4,367,076| 3 months
2.2 Measurement impact 8-19 | Personal pages
(university domain) 26,563 | 3 months

Because we propose to use our measurement infrastruc-
ture on a production Web site, it is important to evaluate

its impact on the server performance and other aspects of 1 pje 3: DNS and HTTP log statistics for all sites
its operation. The additional overhead our measurement

technique imposes on Web client performance is the re{ Type | Count ]
trieval of the transparent image, including the HTTP [ Client-LDNS associations 4.253,157
redirect and extra DNS requests. Because the image iSHTTP requests 25,425,123
transparent, it does not visually affect the page. Fur-"Unique client IPs 3,234,449
thermore, the image is small in size—43 bytes—which | Unique LDNS IPs 157,633
keeps the added delay to a minimum. We also encourage Client-LDNS associations where

participants to include the image at the end of the HTML | client and LDNS have the same IP address 56,086

page containing it; therefore, browsers will normally re-

quest it last. Thus, the extra latency associated with the

image is usually hidden from the user's Web browsing

experience. Another advantage of the small size of th@f failure on the user is minimal. We tested the failure
image is that when the image is not available for down-Of these three components using Microsoft Internet Ex-

load, it does not affect the visual appearance of the Wetplorer (MSIE) 6 and Netscape Navigator 6 and found
page at all. that those browsers will first load the rest of the Web

page and then time out while trying to fetch the im-

Our custom HTTP redirector is a single-threaded, non2ge? There is no visible change to the Web page or
blocking, 300-line C program. The redirector respondsnY POP-up error message; however, the Netscape logo
HTTP redirect to a URL with the client’s IP address em- the browser times out.

bedded in it. Due to the small size and overhead of the

redirector, we found it to be highly reliable and more 3 Analysis results

responsive than a standard Web server.

To validate the claim of a small increase in latency, WeWe conducted our measureme_:nt study_ f_or about three
months, and nineteen Web sites participated, as de-

measured a simple Web page with Keynote [2] to com- ! ) X o
pare the downlopad time E/)vitgh and Witf)llout th[e]embed-scr'bed in Table 2. We classify these sites into two cate-
-rgories: commercial(sites 1-3) anaéducationalsites 4-

25 cities within the US and 10 cities outside the US. Thelg)' As we show in Section 3.1, the clientand local DNS

Web page we measured had a total size of 39 Kbytes in@ssociations visiting these two sites have very different
haracteristics. For ease of discussion, we LB&IS

cluding 13 images and was accelerated by a CDN. Thé

increased overhead percentage is therefore higher thdf _repre;ent a local DNS server. A total of 4,253,157

we would expect for a regular unaccelerated Web pag nique client and LDNS associations were collected. Ta-
with more embedded images. Table 1 shows that the in-le.3 presents the st.atistics of the DNS server and the
creased overhead averages less than 140 ms, which rigdlrector log for all sites.

10-12% of the total download time. - . .
To study the proximity between the client and its local

We also tested our system to see what would happe” 2\We tested with the default setting without any special aytio

in the event of a failure of the redirector, imag? CON- some older versions of both browsers were also tested giragame
tent server, or DNS server. We found that the impactehavior.



DNS server, we use the following four metrics. L .
verhwed wing fou ! Table 4: Aggregate statistics of AS/network clustering

e AS clustering. Autonomous System (AS) cluster- ~yetrics #ofclient | # of LDNS | total # of
ing refers to observing whether a client is in the clusters clusters| clusters
same AS as its local DNS server. An AS is a re-[xg clustering 9,215 8,590 9,570
gion under a single administrative control. A sin- Network clustering 98,001 53.321| 104,950

gle AS might contain an entire backbone or a larg
corporation which might span multiple continents.
Therefore, AS-based clustering is the most coarse-

grained metric we use. probe locations. To obtain an exhaustive evaluation of

) _ ) proximity, we include all four metrics in our study.
e Network clustering. This metric observes whether

aclientis in the sameetwork-aware clustgiNAC)

as its local DNS server, where network clusters
are identified by theetwork-aware clusterintgch-
nigque [13] using prefix entries from BGP routing
table snapshots from a wide set of routing tables. o
Longest prefix matchinig used to map clients to Table 4 shows the aggregate statistics from the data we

network clusters identified by a network prefix. All collected—the number of _clgsters containing clients, the
the clients within a network cluster are topologi- humber of clusters containing local DNS servers, a_nd
cally close together and with a high probability be- the jtotal number of_ clusters. We note that from daily
long to the same administrative domain. Validation "outing table analysis from several major ISPs [9], up to

tests (in [13]) usingislookupandtracerouteshow 12,000 unigue ASes were identifigd as bging in use on
that the accuracy of network clustering is aboveNovember 12, 2001. The theoretical limit on the pos-

90% across all the Web logs from the study by Sible number of ASes is determined by the 16-bit AS
Krishnamurthy and Wang. Network clustering is identifier, resulting in a total of 64K ASes. Thus, we
much more fine-grained than AS clustering [12]. ©observed close to 80% of ASes that were identified on
i ~ November 12, 2001 and close to 15% of the total possi-
For both AS and network clustering, BGP prefixes o cges with regard to network clusters, the maximum
and the association of IP CIDR blocks to ASes werep e of network clusters is 440k, since we used 440k
extracted from an extensive set of BGP tables colyniq e prefixes. A one day extract from the 1998 Winter
Iecteq on May 27, 2001 from the sources IIStGdOIympic Games server log has 9,853 client clusters [13].
by Krishnamurthy and Wang [13] and Telstra In- Thus, our measurement data contains close to ten times
ternet [5]. There are a total of more than 440,00055 many client clusters from one day of a popular Web
unique routing entries. server log and close to 25% of all possible network clus-
ters. We conclude that the data we collected is extensive
and covers a significant number of ASes and network
clusters.

3.1 AS and network clustering

e Traceroute divergence. This metric, used previ-
ously in [15], is based on the length of divergent
paths to the client and its local DNS server from a
probe point usingraceroute It is defined to be the
maximum number of disjoint network hops from a
probe location to the client and its LDNS.

Table 5 shows the percentage of client-LDNS associa-
tions sharing the same cluster for clients visiting educa-
tional sites, commercial sites, and all sites in our mea-
e Round-trip time correlation. This metric, used surement study. We observe that clients visiting edu-
previously in both [15] and [4], refers to examin- cational sites have better proximity to their local DNS
ing the correlation between the message round-triggervers using the network- and AS- clustering metrics.
times from a probe point to the client and its local This is expected since most of these clients also come
DNS server. from universities, which generally have a denser distri-
bution of local DNS servers and better local DNS con-
figurations than commercial ISPs. Because the major-
AS clustering, network clustering, and traceroute diver-ity of our log results from hits to the commercial sites,
gence are topology-oriented metrics, while round-tripthe proximity values for clients visiting all participagin
time correlation is a performance-oriented metric. ASsites are very close to those visiting commercial sites
and network clustering are passive, requiring no activealone. Because CDNs are most likely to accelerate com-
probing. The other metrics are highly dependent on thenercial sites, we believe our client mix is representative



Table 5: Percentage of client-LDNS associations shariagéime cluster classified according to the types of domains
visited by the clients

Metrics Client IPs HTTP requests
educational] commercial| combined| educational] commercial] combined

AS cluster 70% 63% 64% 83% 68% 69%

Network cluster 28% 16% 16% 44% 23% 24%

of clients visiting a CDN-accelerated site. In the follow- Overall, these results indicate that DNS-based redirec-

ing discussion, we consider clients visiting all parti¢cipa tion can confidently select appropriate CDN servers with

ing sites. the granularity of an AS. However, for CDNs with mul-
tiple servers in the same AS, the selection may not be

Using AS clustering, 64% of distinct client-LDNS asso- as accurate. If there is a CDN server in each network

ciations share the same AS. Thus, more than half of theluster, then DNS-based redirection will only select the

clients use a local DNS server in the same AS. This iSCDN server in the same network cluster as the client

expected, since it is common for an administrative do-about 24% of the time.

main to run its own DNS server. If users configure their

DNS settings correctly, they typically use the LDNS in 3.2 Traceroute divergence

their administrative domain by default. About 69% of

the HT.TP requests come from cllgnts using an LDN.SAnother metric to evaluate the proximity between the

server in the same AS cluster. This means clients with

LDNS in the same AS are slightly more active than thosegIIent an.d. |t-s local DNS server is the maximum num-
X er of disjoint network hops from a probe location to
that use an LDNS in another AS.

the client and its local DNS server. In [15], this met-

The above results indicate that in about 64% of the cases”,C Is referred to as _theraceroute clus_ter size The
. . Smaller the cluster size draceroute divergencethe
CDNs could select appropriate servers using DNS redi:

rection with the granularity of ASes. Thus, even if a closer the client is to the local DNS server. In many of

; ; . our traceroute results, we found that the network routes
CDN deployed a cache in every AS in the world, it could . ) . .
: ; from the probe site to the client and its LDNS diverge
select the closest cache according to the AS metric onl

in 64% of the cases. However, AS clustering does no%nd converge multiple _tlmes (_jue to router load balanc-
Ing. We use the last point of divergence as the reference

reveal how well redirection works for finer-grained load- for calculating disjoint network hops. For example, Ta-

balancing. An AS can span large geographical region . .
causing network delays between two hosts within th(seble 6 shows the network routes obtained by performing

, i . : traceroute to the client 112.74.197.268d its LDNS
same AS to be relatively high. For finer-grained load- : .
T . . 112.25.195.1. We use hop 11 instead of 2 as the point
balancing it is therefore important to consider network™ " : . .
. . of divergence. Thus, the traceroute divergence in this
clustering, which groups together IP addresses that are )
X . example isnax(14 — 11,13 — 11) = 3.
close together topologically and likely to be under the

same administrative domain. We selected four probe sites representing candidate

The observations using network clustering are si nifi-CDN servers and performed traceroute to a sample of
9 g 9 Jients and local DNS servers from the log. The sample

cantly different from the AS clustering results. Onl : . .
16%y0f the client-LDNS associationsgare in the sarr):ecor]S'StS Of.48’908 client-LDNS pairs or 6.6’975 P _ad-
network cluster. This shows that most clients acin dresses. It is obtained by randomly selecting one client-
. i . LDNS pair from the top half of the client clusters gen-
the same routing entity as their local DNS servers. Iftheerating the most HTTP requests. The number of client-
) . 0 .
HTTP request count is taken into account, about 24 /(LDNS pairs reached by an individual probe site ranges

of the HTTP requests in our logs originated from C“entsfrom 9.878 to 11,935. In about 20% of these, both the

that used an LDNS in the same network cluster. Agaln,Client and the LDNS belong to the same network clus-

the dn‘ferencg between_ these two numbers demonstratt%r' And in about 75% of these, both the client and the
that clients with LDNS in the same network clusters areLDNS belona to the same AS cluster

more active than those with LDNS in a different network 9 )

cluster.

SFor privacy concerns, the IP addresses have been anonymized



Table 6: Traceroute divergence

1112.0.1.16ms 1112.0.1.15ms o
2112.124.182.176ms | 2112.124.182.17 15 ms
3112.1231.107ms | 3112.123.1.22 14 ms
4112.122.1.1498ms | 4112.122.5.246 7 ms
5112.122.2.17325ms | 5112.122.2.2 24 ms
6112.122.2.20632ms | 6112.122.2.206 31 ms
7112.122.24134ms | 7112.122.2.4135ms
8112.122.22671ms | 8112.122.2.26 68 ms
9112.122.2.12175ms | 9112.122.2.121 77 ms
10112.123.145.25 73 ms 10 112.123.145.25 72 m
11112.124.23.6 72 ms | 11112.124.23.6 73 ms
12112.25.192272ms | 12*** :
13112.25.192.181 73 ms 13*112.25.195.1 71 ms oal
14 112.74.197.163 92 mp :

0.7+ - — probe site 1 (NJ, UUNET)
N += probe site 2 (NJ, AT&T)

S K = = probe site 3 (Columbus, Ohio)

0.6 - 11+ probe site 4 (Berkeley, CA)

Uy
Cumulative distribution frequency
&
T

. . . .
0 5 10 15 20 25
Path length ratio (common/disjoint)

, ] “\\::T? = Figure 3: Ratio of common to disjoint path length

= probe site 1 (NJ, UUNET)

+ = probe site 2 (NJ, AT&T)

= = probe site 3 (Columbus, Ohio)
'+ probe site 4 (Berkeley, CA)

its local DNS server. In Figure 3, we plot the ratio of the
common path length to the disjoint path length from a
probe site. Using the terminology of Shaikh, et al. [15],
the common path length is the minimum number of net-
work hops of the shared path from the probe site to the
local DNS server and the client before their paths di-
verge. For example, the common path length of client
112.74.197.163 and its LDNS 112.25.195.1 (shown in
o4 1 Table 6) ismin(11,11) = 11. The disjoint path length
: - - - = ., isthe maximum number of network hops of the diverg-
Traceroute divergence in hops ing paths. In this example, the divergent path length is
max(14-11, 13-11)=3. Again, we use the last point of
Figure 2: Proximity evaluation using traceroute diver- the divergence as the reference point. For all probe sites,
gence less than 34% of the client-LDNS pairs have disjoint
paths at least as long as the common path. This means
that at least 66% of client-LDNS pairs have a common
Figure 2 shows the cumulative distribution of traceroutepath.as. Ion_g as or longer t_han their dlsjo'nt_ path. This
metric implies that most clients are topologically close

divergence for the sampled client-LDNS pairs. About : .
14% of them have traceroute divergence of 1. The meaFl(.) their LDNS as viewed from a randomly chosen probe

divergence varies from 5.8 to 6.2 depending on the probg'te'

site, and the median traceroute divergence is 4 from all o )

four probe sites. This means that a large fraction of3-3 Round-trip time correlation

clients are topologically quiteloseto their local DNS

servers using the hop count metric. At most 30% ofSome CDNs select servers based on the round-trip la-

the client-LDNS pairs are in 8-hop clusters. This re-tency between the CDN server and the client’s local

sult is slightly inconsistent with the results described byDNS server [15]. It is therefore important to understand

Shaikh, et al. [15] considering 1,090 client-LDNS pairs the correlation between the round-trip delay to a client

of dial-up ISPs. We believe that the difference can beand to its LDNS from a third location.

explained by the fact that our results are based on the

analysis of a much larger set of populations visiting bothTo compare with the results presented in [15], we study

commercial and educational sites. how the round-trip delays to the client and its LDNS de-
termine the accuracy of the CDN server selection based

The absolute values of traceroute cluster sizes may nain round-trip delays to the LDNS. Since our data set

be completely indicative of the proximity of a client to consists of more than 4.2 million pairs of client and

Cumulative distribution frequency
o
&




LDNS, much larger than that presented in [15] (1,090
pairs), we expect some differences. ketndt), be the
round-trip delays between the probe gitnd the client,
and between the probe sitend the client's LDNS, re-
spectively. We ask the question whethgk ¢/, implies

Table 7: Improvement of the percentage of the client-
LDNS associations sharing the same cluster using opti-
mal LDNS assignment

ti < ti. Depending on the locations of two probe sites[ Metrics Client IPs HTTP requests
i andj, the percentage of violations ranges from 17% to| Original | Improved | Original | Improved
38%. For instance, among the 9,360 client-LDNS pairg_AS cluster 64% 88% 69% 92%
responding to traceroute from both probe site 1 and 2, Network cluster] 16% 66% 24% 0%

about 38% violate this assumption. This implies that if

one selects between two CDN servers located at probe

sites 1 and 2 based on the round-trip delays to the LDNS,

the decisions would be suboptimal 38% of the time forLDNS associations and HTTP requests in the same clus-
the set of clients considered based on the round-trip deter with the original results. If the clients in our data cur-
lay metric. On the other hand, among the 7,895 pairgently configured to use a LDNS in a different cluster are
responding to traceroute from both probe site 2 and 4allowed to use an LDNS in the same cluster, then at least
only 17% violate this assumption. This means that this92% of the HTTP requests come from clients using the
metric is crude and highly dependent on probe locationstDNS in the same AS cluster. That number is 70% for
However, it is a reasonable metric for use to avoid reallynetwork clusters.

distant servers.

3.5 Clients using multiple local DNS servers
Another interesting question to answer is whether, if two

CDN servers are roughly an_equal distance from the'Some client IP addresses in our data are associated with
LDNS based on the round-trip delay, the same holdsy ipje | DNS IP addresses. This may happen due to
from t;we clients perspective. Thus, we ask whethero to10wing reasons: (1) The first LDNS server the
|G — gl < wimplies|t; —#;| < w, wherewisasmall  cjiont contacts times out and the second LDNS server
number (e.g., a 10 ms threshold was used Py Shaikh 8 contacted. (2) The client's LDNS server is config-
al. [15]). In the samplg of our study, it ho!ds in 44,_75% ured by a DHCP server that assigns the LDNS server
of the cases depending on the probe sites. This NUMp 44resses from a set of addresses in a round-robin
ber is bigger than the previously obtajlned result of 12%,qhion, (3) A client may be configured to round-robin
in [15]. The correlation betweety — t; andt; — ;1S 304ng multiple LDNS servers. (4) The client IP address
found to be 0'12_0,'19 depending on the probe Iocatlonqs reused at different times by different users and these
Thus, the correlation between nameserver latency a,‘ngsers may have different configurations for their LDNS
client latency to a random probe site is quite low. Thisggyers resulting in different associations. (5) Thentlie
may lead to suboptimal CDN server selection. IP address is that of a NAT box or a application-level
proxy, so there are multiple actual clients behind this IP
3.4 Improved local DNS configuration address using different LDNS servers. (6) The client is
misconfigured.
For the client and local DNS associations that are not
in the same network cluster, we ask whether there existiere we examine the distribution of the LDNS servers
any local DNS servers in those clusters. From our |og)Nith which a client IP address is associated. If they all
we collected a set of local DNS servers. Thus, assumoccupy the same cluster as the client, DNS-based server
ing the clients have access to those local DNS serverselection can use the local DNS server’s IP address to
in their network clusters, it is interesting to examine theestimate where the client is even if the client uses multi-
degree of improvement if all LDNS servers were usedple local DNS servers. However, if they occupy multiple
optimally. This assumption is not unreasonable, sinceclusters or a single cluster different from the client, it is
most IP addresses in the same network cluster are undétore difficult to use DNS-based server selection. In Ta-
the same administrative control. From Table 4, we carble 8, we show how many clients use ten or fewer local
calculate the number of client ASes and network cluster®NS servers. In addition, we observe that some IP ad-
where there are no local DNS servers as observed in ouffresses are associated with up to 330 local DNS servers
log. There aré, 570 — 8,590 = 980 such AS clusters, 0ccupying up to 273 different network clusters. Further
and104,950 — 53, 321 = 51, 629 such network clusters. investigation shows that some of these addresses belong

Table 7 compares the improved percentages of clientto cache proxies. In general, we observe that the more
LDNS servers with which a client IP address is associ-



Table 8: Clients using ten or fewer multiple local DNS Table 9: Comparison of four proximity metrics
servers

| Proximity metric | Evaluation |
# of clients # of LDNS | % of total | % associations - -
(% of total) (avg # of HTTP with client and AS clustering - 8% !n the same cluster
NACs) requests | LDNS in Network clustering 23% in the same cluster
the same NAC Traceroute divergence 16%: TD=1, 32%: TD=2
2,524,939 (78.064) 1 (1.0) 51.8 20.3 (TD) median TD=4, mean TD =5.7
522,228 (16.146) | 2 (1.6) 224 12.1 (probe site 2) 65%: disjoint PathLen
123,524 (3.819) 3(2.1) 10.4 6.6 < commonPathLen
41,422 (1.281) 4(2.5) 4.9 4.7 RTT correlation T1%:t2 < t5 =2 < t2
13469 (0.416) | 5(2.9) 2.5 4.9 (probe sites 2, 3) 62%: |t3 — t3| < 10ms =
4,555 (0.141) 6 (3.3) 1.8 6.7 12 = £3] < 10ms
1,590 (0.049) 7041 13 9.9 o= tcg _ t% b2 _ 43
713 (0.022) 8(4.7) 0.7 13.6 d - Cd e e
261 (0.014) 9(55) 0.7 4.2 correl(a,b) = 0.13
273 (0.008) 10 (6.1) 0.5 14.0

o ) network congestion into account.
ated, the lower the percentage of associations with the
client and LDNS in the same cluster. Fortunately, theas we explain in the following section, the applicability
majority of client IP addresses are associated with a Singf each metric depends on the density of CDN server

gle LDNS server. They are responsible for about 52%pjacement. The denser the placement, the more fine-
of the requests. However, only about 20% in this groubgrained metric is needed.

have the client and LDNS in the same network cluster.

3.6 Comparisons of proximity metrics 4 Application impact

In this section, we focus on the impact that client-LDNS

Given the above set of metrics for evaluating proxim- ot h DNS-based lect Wi
ity between client and its local DNS server, we compareassoc'a lons have on -based server selection. We

their results on a common set of 7. 8%dient-LDNS as- study this impact in detail for three of the largest com-
sociations in Table 9. The comparison shows that net—merCIaI CDNs. We anonymize the CDN names to prop-
work clustering is a fine-grained metric, similar to trace- €1y reflect the nature of this work as a research vehicle

route divergence (TD) count of 1. Hosts within the Samerather than any form of competitive analysis. All three

network cluster, or which have a TD of 1, are guaranteeoFD'\IS chosen rely on deploying caches in multiple net-

to be very close to each other. However, hosts not in thgvorks. ISP-based CDNs deployed by companies like

same network cluster, or have a TD bigger than 1, may/A‘T&T and Qwest are excluded from this study, since

still be quite close. Thus, these two metrics are quitethelr caches are located in one or two ASes. Since a

conservative. AS clustering is the most coarse-graine&IIent and its LDNS are very likely to be in the same

metric, since an AS can be quite large. This is compara’-a‘S (about 69% of HTTP requests in our study), an ISP-

ble to the ratio of common to disjoint path length. RTT based CDN can easily_identify a peering link that is suit-
correlation is also a relatively coarse-grained metric. |table for the AS containing both of thémThe results

is inconclusive and largely dependent on the two prob escribed below are representative of all the data we col-
site locations ected and remained stable during our entire study.

d?revious work by Johnson, et al. [10] has shown that
trip time should provide accurate real-time network |a_DNS-based CDNs do not always pick the best server

tency measurements. CDNs often do real-time networl?va”able' Here we study whether this is partly due to
measurements from their servers to clients. Since W(I)he inherent limitations of DNS-based server selection.

The answer to this largely depends on the proximity be-

can only probe from a limited set of locations, such met-t lent d local DNS d the locat ‘
rics are inconclusive. Topology-oriented metrics have?WDesnsgr'\?grss andloca Servers and the focation o

the advantage of being non-invasive, since they do no
incur any network overhead. However, they cannot take

In general, performance-oriented metrics such as roun

5The main tradeoff here is fewer peering links traversed ittimu
40nly 7,894 of all associations can be reached from both probelSP CDNSs versus less traffic between access and backboreesast
sites 2 and 3. well as lower costs in single-ISP CDNSs.



The proximity evaluation of client-LDNS associations the CDN when resolving a query from these LDNS
using the network clustering metric indicates that, if a servers.

CDN had a server in each network cluster, about 84%
of the selection decisions for the client population in
our log could besuboptimal This is because our study
found only 16% of these clients have their LDNS in the

same network cluster. For clients with their LDNS in |, the first data set, we sampled 42,991 LDNS servers
different network clusters, the CDN would most likely fom our measurement study. We obtained the second
resolve the DNS query from a client’s LDNS to the CDN 5t set by sending DNS queries to these 42,991 LDNS
server in the LDNS's cluster and not the cluster whereggpyers using thdig command for a domain name of a

the client resides. In reality, and as we show below, evefyep site that we know is a customer of a given CDN.

the biggest CDN today does not have a CDN server inp7 918 of these LDNS servers do not use access con-
every network cluster. Thus, it is important to examineyrq| and hence answered the queries from our machines,
the impact of DNS-based redirection in a commercialys if these machines were their clients. To answer our
content distribution setting. queries, these LDNSs recursively resolved our queries

with the CDN in question. The server selected by the

We assume that on average a CDN server within thespy for this DNS query is exactly the same server that
client's AS/network cluster or smaller traceroute diver-,youid be used by any real client associated with this

gence (TD) is closer than one in a different cluster or| pNg, as if that client and not our machine initiated the
larger TD. For clients with CDN servers in their clusters, png quenp
if a CDN selects a server not in a client’s cluster, this

may be suboptimabecision in terms of proximity. We  The third data set was obtained in a similar way, except
also assume that CDNs attempt to optimize for proxim-ye added a large number of additional LDNS servers to
ity in most cases. Network bandwidth is less important,;ne 27 918 LDNS servers above. for a total of 41.754
since the content delivered by these CDNSs is relativelyitterent local DNS servers. This is to increase the like-
small in size. Although CDNs may also incorporate the|ingo of finding all CDN servers of a particular CDN

avoidance of overloaded servers in their server selectiog,, 5 given domain. The extensive list of geographically

algorithms, we believe that our assumption is reasonablgjsributed LDNS servers was obtained from DNS server
because CDNs today are highly overprovisioned fromyogs for a large Web site. The set of servers to which a

the perspective of server capacity. Furthermore, we r€given CDN resolved queries from these LDNSSs repre-
peated our experiments on separate dates to avoid ajgnts the servers available in this CDN at the time of
possibility of a skew due to a flash event, and the resultg,o experiment. We obtained our second and third data
were always similar. One limitation in our results below ¢ets at around the same time each day to find the set of

is that we do not quantifguboptimakerver selection in  saryers available to a CDN at the time it performed its
terms of end user performance, nor how close it is to th,gyer selection in the second experiment.

optimal server selection.

3. Available CDN servers. This data set represents a
list of CDN servers available in a given CDN.

] . Note that our set of available servers is conservative,
We first describe our measurement methdology theRjince we might not have discovered all available CDN

use AS/network clustering and traceroute divergence tQarvers. However. if a CDN performs a suboptimal
study how the proximity between client and LDNS af- geryer selection among a subset of all available servers,

fect DNS-based server selection in three commerciajs server selection will remain suboptimal for a larger

CDNs. set: suboptimal means that we already founclaser
server to the client than the one selected by the CDN. A

4.1 Experiment methodology superset of the list of servers would suffer from the same
suboptimal assignment.

We use the following three data sets for our study.

Many CDNs claim a much larger number of caches.
However, CDNs do not utilize all servers for all Web
OIsites and many of their locations may contain multiple
caches. The statistics we gathered are for a particular
domain served by a CDN. For example, when examining

1. Client-LDNS associations.These associations be-
tween clients and their LDNS servers are obtaine
from our measurement study.

2. LDNS-CDN server associations. For a given 5
.. Note, for fault-tolerance, most CDN DNS servers usuallyinret
CDN_, these associations map LDNS servers frommuItipIe IP addresses. In this case, we pick the first onegsitients
the first data set to the CDN servers selected byaliso typically choose the first IP address.



Table 10: CDN cache servers for a particular domainTable 11: The evaluation of server selection according

name to AS clustering
#of AS | #of network | # of CDN
CDN clusters clusters| servers IPs [ CDN | CDNX ]| CDNY | CDNZ |
with servers| with servers Clients w/ CDN 1,679,515 1,215,372| 618,897
CDN X 622 740 1,567 server in cluster
CDNY 120 152 195 Verifiable clients 1,324,022 961,382| 516,969
CDNZ 60 79 154 Misdirected clients 809,683 | 752,822 | 434,905
(% verifiable clients) (60%) (77%) (82%)
(% clusters occupied (92%) (94%) (94%)
MC w/ LDNS
multiple different domain names served by the largest notin client's cluster | 443,394 | 354,928| 262,713
CDN in our study, we found multiple CDN IP address | (% misdirected
sets of approximately equal size which only partly over-|_clients) (55%) (47%) | (60%)

lapped. Each unique server IP address we discover may
also account for multiple servers.

Table 12: The evaluation of server selection according

Table 10 shows the statistics of the CDN server IP ad;t]0 network clustering

dresses of the three CDNs studied for a single domai

name obtained on August 7, 2001. These numbers were cpN [ CDNX | CDNY | CDNZ |
fairly stable during the course of our study. All three ~&jicns w/ CDN 264743 156507 | 103448

CDNs examined appear to redirect client requests by USF server in cluster

ing DNS, although they may differ in the details of the [Verifiable clients 221,440| 132.567| 90,264

algorithms. This table lists the total number of CDN [Misdirected clients 154,198 125,449| 87,486

servers discovered and the number of AS and network (% verifiable clients) (68%) | (94%) | (96%)

clusters these CDN servers represent. The data in Table (% clusters occupied) | (77%) (82%) (93%)
10 confirm our conjecture that CDNs today cover only a| MC w/ LDNS
small number of all available network clusters for a sin- | hotin client’s cluster | 145,276| 116,073 | 84,737
gle domain they serve. While the overall list of LDNSs | (% misdirected clients) (94%) | (93%) | (97%)
used for generating the third data set represents 5,788

AS and 21,786 network clusters, the discovered CDN

servers represent only a small fraction of these, even in. . .
) ric, most clients will have to be served lgmoteservers.
the case of the largest CDN in our study.

But a more interesting question is how many clients that

With the three data sets above, we evaluate the qualit}?g;l: dhtivreelr)neoetg ziglsed by local servers are in reality di-

of server selection by these CDNs by examining what

percentage of clients are actually redirected to servers i . . . .
0 answer this question, we concentrate on clients with

their own clluster,_ among those clients that have at Ieasservers in their clusters and consider the LDNS-CDN
one server in their cluster.

server associations for these clients from the second data
] _set. Unfortunately, not all of these LDNS servers re-
4.2 Results of DNS-based server selection in gpond to DNS queries from our machines. The second
commercial CDNs row of the tables gives the number of clients, among
those with CDN servers in their clusters, whose LDNS
Tables 11 and 12 show the results of our server selectioservers responded to our queries. We call these clients
evaluation using AS and network clustering. We col- verifiablebecause we could find out which CDN servers
lected 3,234,449 distinct client IP addresses in our logsa CDN would redirect these clients to. The third row
The first row of the table contains the number of clientsshows the number of clients that a CDN directed to an
with CDN servers in their clusters for the consideredexternal CDN server (one that was outside the client’s
CDNs. Depending on the server density of each CDNgcluster), when there was an available CDN server within
the number of clients with servers in their AS clustersthat cluster. We refer to such clients assdirected
ranges from 19% to 52% of the total clients in the log. clients (MC) based on the assumption that CDN servers
This fraction is an order of magnitude lower in the con- within the cluster are closer than external ones, although
text of network clusters. Thus, according to either met-we accept that other factors than proximity may have




affected the assignment. We see a large number of mi
directed clients according to both proximity metrics. To
confirm that these misdirected clients are not due to an
anomaly of clients be_longlng FO a small number of Clus-# CDN [CDNX | CDNZ |
ters, we also show in the third row the percentage o

SI_'able 13: The evaluation of server selection according
);o traceroute divergence (TD) from probe site 3

. . . Client-LDNS pairs examined 2,105 2,171
clusters occupied by these clients relative to the tota Clients with CDN Servers atsmalldr 16061 1724
number of clusters of verified clients. The cluster per-| 1p than ones redirected to (7’6%) (7'9%)
centage values are at least as big as the client percentag®/sdian TD of CDN servers 11 13
values. This means that the misdirected clients are fairly cjients redirected to
spread out in the number of clusters they occupy. Median TD of closest CDN 5 9

servers to clients

We conjecture that the reason that these clients are mis-Median TD improvement 6 4

directed is that their LDNS servers are topologically dis-
tant from these clients. CDNs select a server close to
the LDNS servers. The servers selected may therefore
be suboptimal from the client’s perspective. The lastthe LDNS and client do not belong to the same network
row of the tables shows misdirected clients with theircluster, this limits the accuracy of server selection.
LDNS outside their clusters. This row indicates the
number of clients that inherently cannot be directed toTable 13 shows the evaluation of DNS-based server se-
the most proximal server using a DNS-based mechalections according to the traceroute divergence métric.
nism. According to Table 11, for AS clustering, they We performed traceroute from probe site 3 to a sample of
represent only half of misdirected clients. To understandlient and local DNS servers from the log and the CDN
why CDNs choose a CDN server in a different AS thancache servers from the third data set. The sample is cho-
the one containing the client and its LDNS server, wesen by randomly selecting one client-LDNS pair from
sampled a dozen of these clients ustraperoutefol-  the top 1200 client clusters generating the most HTTP
lowed by DNS name resolution of the last-hop routerrequests. We found over 70% of the clients to be di-
IP address to estimate the geographic locafimighe  rected to a CDN server that is more distant than another
client, CDN servers in the client's AS, and selected CDNavailable CDN server. Selecting the closest CDN server
servers in a different AS. We found that in most casesWould have reduced traceroute divergence by as much as
the selected CDN servers by CDNs are geographically.9 hops for some clients.
closer to the client than CDN servers in the same AS.
Assuming peering links between the client’s AS and theOverall, we conclude that, among the clients we could
selected CDN server's AS are not congested, redirectverify, knowing the client's IP address would allow more
ing to a nearby CDN server in a different AS may be aaccurate server selections in a large number of cases
better decision than redirecting to a distant CDN servef443,394 for CDN X). The last row of Tables 11 and 12
in the same AS. This observation also confirms our find-2also indicate the number of improved CDN server selec-
ing that AS C|ustering is avery Coarse-grained metric fortiOﬂS if the client’s IP address were known to the CDN.
evaluating proximity. Relative to the total number of clients, in the case of
CDN X, this represents a small percentage: specifically
For network clustering, the last row of Table 12 indicates14% (443,394 out of 3,234,449). In general, the num-
that an overwhelminglynajority of misdirected clients ber of misdirected clients depends on the server density,
have their LDNS servers in a different network cluster. placement, and selection algorithms.
This confirms our hypothesis that such misdirection is
due to the fa_ct that clients and their LDNS servers are ofg  Related work
ten not proximal. It also shows the usefulness of network
clustering because it is a fine-grained metric for eval- ) ) )
uating proximity. We emphasize that we do not know OUr Work is motivated by a related effort by Shaikh,
the exact server selection policy used by a commerciaft &l [15] examining the effectiveness of DNS-based
CDN, so we cannot fully evaluate the effectiveness ofS€rver selection.  They developed a method of find-
its server selection decisions. However, given that therd9 client-LDNS associations using time correlations of

is such a strong correlation between misdirection and aPNS and HTTP requests from DNS and Web server
LDNS being in a different cluster, we can infer that when 109S- However, as they have noted, the associations ob-

“In many cases, the router's DNS name has an indication of the 8We were unable to include CDN Y in the traceroute experiment,
geographic location [14]. since most of its CDN servers are unreachable using trateerou



tained using their method are inherently inaccurate dudelp of a busy Web site, we will be able to gather statis-
to clock skews, client DNS caching, and mishandling oftics on the number of HTTP requests and clients behind
TTLs. To resolve ambiguities, they used heuristics base@ach LDNS server. Identifying LDNS servers resulting
on AS numbers and domain names to decide whethein large numbers of HTTP requests is essential for proac-
a client and a nameserver did in fact belong togethettive load balancing and flash crowd protection.
This heuristic removed misconfigured client-nameserver
pairs and did not assure the correctness of associationSecond, we plan to improve existing DNS-based server
They also obtained a set of 1090 client-LDNS associaselection algorithms by considering the properties of
tions from accounts with 9 commercial ISPs to study theknown client-LDNS associations for an LDNS that re-
proximity correlations. guests a server name resolution. The following charac-
teristics of the associations can be explored based on
In comparison, our method provides accurate associadata collected using our methodology: known client
tions eliminating any need for validation. Furthermore, proximity to the LDNS, known client distribution, and
our study has more than 4.2 million associations, conhidden load factor.
sisting of clients from a diverse set of ISPs, far exceed-
ing their data set of 1090 associations. Given a name resolution request from an LDNS, if the
known client proximity to the LDNS is good, then a
More recently, Bestavros, et al. [4] have also developed £DN server close to the LDNS would also be close to its
method for finding client-LDNS associations by assign-clients. If the proximity correlation is low, known client
ing multiple IP addresses to a Web server and correlatdistribution and client cluster request patterns would be
ing DNS lookups with client IPs based on the server IPconsidered. If the majority of HTTP requests belong to a
used. This method is slow in discovering client-LDNS single network cluster, finding a CDN server close to or
pairs due to the limited number of IP addresses a Welwithin that network cluster would also be close to clients
server can have. In addition, their method is complicatedssuing a majority of requests. Along with these factors,
to implement, requiring reassignment of server IPs andhe hidden load factor of the LDNS is also considered to
modification of the Web server. select lightly loaded CDN servers for an LDNS with a
large hidden load factor. If the proximity correlation is
Compared to both works, the distinguishing features oflow between LDNS and its clients, then server selection
our measurement methodology are efficiency, nonintruis optimized using other metrics such as server load.
siveness, and accuracy. This allowed us to collect more
extensive data, which we used to evaluate the effectiveFinally, we would like to apply the results of this work to
ness of DNS-based server selections using four differentmproving content distribution internetworking (CDI),
proximity metrics in several real-world CDN settings. which refers to the interoperation among multiple CDNs
To our knowledge, we are the first to conduct such an exfor additional flexibility. A prototype of CDI, called
haustive proximity evaluation between clients and theirCDN Brokering[6], uses a DNS-based brokering mech-
local DNS servers using such a representative data seanism to forward requests among DNS servers of the
We are also not aware of other work in examining theinteroperating CDNs. As a third area of future work,
impact that the proximity between the local DNS serverwe plan to improve CDN brokering algorithms by us-
and the client has on DNS based server selection in coning hidden load factors and client-LDNS proximity in-
mercial CDNs. formation. The client-LDNS proximity findings in our
work justify DNS-based brokering, because the major-
There has been a recent effort within the IETF to cat-ity of the clients and their LDNS belong to the same AS.
egorize different mechanisms for request routing in
CQNS [3]. DNS-based redirection is one of those. mech~7 Conclusion
anisms, and our methodology may prove useful in eval-

uating the effectiveness of this technique in that context.
In this paper, we propose a novel technique for finding

client and local DNS server associations and potentially
hidden load factors in a fast, non-intrusive, and accu-
rate manner. Based on the results, we evaluate the prox-
There are three areas of future work we plan to pursueimity between clients and their LDNS using four met-
First, we plan to study the hidden load factors due to dif-rics: AS clustering, network clustering, traceroute diver
fering amounts of HTTP load corresponding to a DNSgence, and round-trip time correlation.

name resolution request from an LDNS server. With the

6 Future work



We evaluate the potential effectiveness of DNS-basedavid Oppenheimer, Amit Sehgal, Wilson So, and Hao
server selection in CDNs based on these metrics. W&hang, who took part in our measurement using their
conclude that DNS is good for very coarse-grainedpersonal Web pages.

server selection, since 64% of the associations belong to

the same AS. DNS is less useful for finer-grained SeIVeh oferences

selection, since only 16% of clients use a DNS server in

the same network-aware cluster. These values can be im- o .

proved to 88% and 66% respectively, if clients are con- [1] Edge side includeshttp://uww.esi.org.
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CDN servers in every edge network. The high fraction of = o
clients using LDNS servers in different network-aware [61 Alex Biliris, Charles D. Cranor, Fred Douglis, Michael
clusters suggests that CDNs may be unable to use DNS Rabinovich, Sandeep $|bal, Oliver Sp.atSCheCk’ and Wal-
request routing for such fine-grained server selection un- tne;tii;ugr W;Es'?\:gogr?wgb (l;rﬁ;friﬁzd;%sggrit(:]nltn;;ri_
less DNS itself scales to provide each edge network with bution June 2001

a local DNS server that communicates directly with the L ' . .

Internet. Thus, from an economic perspective, due to them M. (_:olajanm, P.l_S_. u, and llj'bl\l/l' l()j!as._bAna(;yss gf task
inherent limited precision of DNS-based server selec- assignment policies In scafable distributed Web-server
i itis | b P ticial o h CDN systems.|EEE Transactions on Parallel and Distributed
ion, it is less beneficial to have so many servers Systems9(6):585-600, 1998,

that the performance to two nearby servers is indistin-

guishable [8] Michele Colajanni, Philip S. Yu, and Valeria Cardellini

Dynamic load balancing in geographically distributed
- o ) heterogeneous web servers. Rroceedings of the 18th
In addition to the proximity evaluation and the novel IEEE International Conference on Distributed Comput-
measurement methodology, our work also provides two  ing Systems (ICDCS98)lay 1998.

additional contributions in improving DNS-based CDNS (9] Geoff Huston. Internet bgp table.http: //www.
in general. From our observation, client-LDNS asso- telstra.net/ops/bgp/, November 2001.

ciations are fairly static. Thus, CDNs can build up a[10] Kirk L. Johnson, John F. Carr, Mark S. Day, and M. Frans

database of such associations to infer the geographic 10- * aashoek. The measured performance of content distri-
cation of clients associated with an LDNS IP address  pution networks. IProceedings of the 5th International

to improve server selection. Furthermore, based on the  wWeb Caching and Content Delivery Workshap00.

URL-rewriting technique in our measurement method-11] g, Krishnamurthy, C. Wills, and Y. Zhang. On the use

ology, CDNs can cqmpletely _ellmlnate the originator and performance of content distribution networks. In

problem by embedding the client IP addresses in the  Proceedings of ACM SIGCOMM Internet Measurement

URLs of the Web pages, when a client initially requests Workshop (IMW'2001)

the base page. [12] Balachander Krishnamurthy and Jia Wang. Topology
modeling via cluster graphs. Proceedings of SIGCOMM
IMW 2001.

[13] Balachander Krishnamurthy and Jia Wang. On Network-

o ] Aware Clustering of Web Clients. roceedings of ACM

We thank all participants in our measurement study. We  siGCOMM’2000 2000.

especially thank Ted Kowalski of AT&T, Danielle Gallo [14] venkata N. Padmanabhan and Lakshminarayanan Subra-

8 Acknowledgement

of AT&T Research, Alex Brown and Milan Andric Of manian. An investigation of geographic mapping tech-
UC Berkeley, Frans Kaashoek of MIT, and Mike Dahlin niques for internet hosts. IRroceedings of the ACM
of UT Austin for generously offering their main Web SIGCOMM 2001

pages for our study. We are grateful to Robert Szewczyks] Anees Shaikh, Renu Tewari, and Mukesh Agrawal. On
and Alec Woo for instrumenting the TinyOS Web page. the effectiveness of DNS-based server selectiorPrtn

We also thank Hyunseok Chang, Yuan Gao, Jason Hong,  ceedings of IEEE Infocom 2002001.



