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Abstract— The convergence time of the interdomain routing
protocol, BGP, can last as long as 30 minutes [14], [15]. Yetout-
ing behavior during BGP route convergence is poorly undersiod.
BGP can experience transient loss of reachability during rate
convergence. We refer to this transient loss of reachabiltduring
route convergence adransient routing failure Transient routing
failures can lead to end-to-end forwarding failures. Furthermore,
the prolonged routing failures can make deploying applicaibns
such as voice-over-IP and interactive games infeasible. Ithis
paper, we study the extent to which transient interdomain
routing failures occur in the Internet and the duration that
these failures can last through both analysis and measureme
We first present a formal model that captures the transient
behavior of the interdomain routing protocol. We derive sufiicient
conditions for and an upper bound for the duration of transient
routing failures. Furthermore, we demonstrate the occurrace
and duration of transient routing failures in the Internet t hrough
measurement. We find that majority of transient failures ocar
under the commonly applied routing policy setting, and popuar
and unpopular prefixes can experience transient failures.

I. INTRODUCTION

destination during the route convergence process. We tefer
this transient loss of reachability during route convengeas
transient routing failure Similarly, routing policies and iBGP
configurations can limit the route visibility and therefaran
lead to transient routing failures.

Transient routing failures can lead to end-to-end forwagdi
failures. Furthermore, the prolonged end-to-end forwaydi
failures can make deploying applications such as voice over
IP and interactive games infeasible. Therefore, it is ingour
to understand when transient routing failures can occur and
how long these transient routing failures can last. However
analysis and measurement studies of transient routingréasil
can be challenging. First, existing abstract models for BGP
focus on route convergence properties or traffic engingerin
within an AS [4], [8], [13]. The occurrence and duration of
transient failures depend on the timing of propagation ateo
updates, which can be correlated with timing of various &ven
in the network (e.g., link failures, or network configuratio
changes). Further, timing of routing updates for one prefix i

Routing protocols as the “control plane” of the Internetyplacorrelated with timing of routing updates for other prefixes
a crucial role in the end-to-end performance of the Internatince route update rate limiting timers are typically sat fo
The Internet is divided into thousands of Autonomous Systeraach BGP peering session instead of for each prefix. Second,
(ASes). Routing information is exchanged using the intethe measurement of transient routing behavior in the letern
domain routing protocol, Border Gateway Protocol (BGPJequires to differentiate transient routing failures fréaiures
and routing within an AS is performed using an intradomaicaused by many network changes (e.g., a network or prefix is
routing protocol such as IS-IS or OSPF. Studies have showemporarily unavailable).
that intradomain routing can achieve convergence time of aOur major contributions are summarized as follows. (i)
few hundred milliseconds [20]. In contrast, the convergen€ontrast to existing models of BGP [6]-[10], [13], we presen
time of BGP can last as long as 30 minutes [14], [15hn abstract model to capture transient behaviors of BGR;hwhi
Furthermore, BGP routing instability is pervasive and caallows us to scrutinize the detailed interactions betwe&#PB
occur frequently [2], [5], [16], [17]. Yet, routing behavio routers. (ii) With the aid of the model, we identify the suiffict

during BGP route convergence is poorly understood.

conditions for the occurrence of transient routing faituead

BGP can experience transient loss of reachability durimgrive the upper bound of the duration of transient failuiés

route convergence. For example, if routéruses routerB

We derive the upper bound of convergence delay for failover

to reach a destination, routet does not announce its bestouting changes, which is shown to be much longer than the
route to routerB. This can limit the route visibility of router previous result [16]. (iv) We show that, in a typical BGP
B. Limited route visibility makes it possible for a routersystem that deploys routing policies conforming to comnaérc
to experience transient loss of reachability during theh paagreements between ASes and applying hierarchical iBGP
exploration of the route convergence process. Using the saoonfigurations, any router can experience transient fail(w)
example as above, suppose that a link failure makes rd@lgser We demonstrate the extent that transient routing failuoesio
best path infeasible and makes rouiereach the destination in the Internet by examining a large collection of routingada
only via router A. Router B has to withdraw its route from and configuration files of hundreds of routers. We show that

router A before routerA can announce a route to routBr

that transient routing failures occur often and can last for

That is, routerB can temporarily lose reachability to thea significant period of time. More importantly, we find that



transient failures can have a large impact on data traffic applies the BGP selection process to pick the best path to
both popular and unpopular prefixes. after applying import policies to the routing update reeéiv
The rest of this paper is organized as follows. Section dlong one of its BGP sessions or edges. A BGP speaker sends
describes our model for investigating transient behavibr an update along an edge after its decision process chasges it
a BGP system. Section Il presents sufficient conditions fiaest route and its export routing policy allows such an updat
transient failures. We study duration of transient faifuesnd Note that the exact timing that a BGP speaker sends an update
convergence delay, and analyze transient failures in &dypialong an edge to its neighbor is determinedviipimum Route
BGP system in Sections IV and V. Section VI reports thadvertisement Interva]MRAI) Timer.
measurement of transient failures in the Internet. We list Formally, we model the BGP route decision process as
related works in Section VII. We conclude the paper with follows. Once an routing update is triggered by BGP MRAI
discussion of future work in Section VIII. timers, the routing update is sent to the corresponding BGP

Il. ABSTRACT MODEL FORBGP TRANSIENT BEHAVIOR  SPeaker and the speaker applies the route selection process

In this section, we present an abstract model for inves-Eiggeringa routing update will cause the corresponding BGP
ating transient i)ehavri)or of a BGP system during a transf—)eaking routers (or nodes) to apply the import policy to
gating o SYstet 9 .Teceived routes, to run the BGP path-selection process, and
tion triggered by an event. That is, we aim to characten%e

transient routing states during the route Convergencee|sxsocs0 :;Eg'seﬁgfr;g);tcy for generating routing updates to the
triggered by an event. Our model extends other existing : 9 ) - . .

. Since routing update rate limiting timers operate indepen-
frameworks [11], [12], [21] that capture the long-term siigp dently, BGP route updates are triggered asynchronousty. Fo
of BGP. One of the key challenges in modelling the transien? ' X

behavior is to capture the timing that routing updates a?gCh state, we have a set of routing updaligsthat contains

exchanged. Our model is able to characterize all possilSPeUtmg updates to be triggered and sent in a future time. At

X . any time, a subset C U of edges can be triggered. We call
sequences that routing updates are advertised asyncmlyno#L (11t t4), an trigger set whereas; indicates the
along BGP peering sessions, and abstract away the detajled “ ' 2" k) 99 ¢

. . : {rlgger of a routing update that will be sent along an edge
interaction among prefixes and events. : . .
u — v. Since a routing update is always sent along an edge,

A. Formal Model we also use the directed edge to represent the routing update

A BGP system(G, P) contains topologyG' and routing ~ Given a stateS = (s1,s2,...,s,) and a trigger sel’ C U,
policy P. The topology of the BGP system is modelled aghereU is the future trigger set for statf, the next state
a graphG = (V, E), where the node sét’ consists of all S’ = (s}, 85, ..., 5;,) and the next future trigger sét’ will be
BGP-speaking routers, and the edge Batonsists of all BGP derived as follows.

eering sessions. We include both iBGP and eBGP sessions , .
51 ordegr to capture routing dynamics within an AS. Each BGP §" = DecisionProcess(S,T)
speaker belongs to one AS and an AS can have one or more U'=(U-T) U NewT
BGP speakers.

In our model, we focus on a single destination prefithat where DxcisionProcess(S,T) derives the new state for each
originates from AS). Clearly, prefixes in a BGP system cartouter by running the import policy and best path selection
interact. First, a supernet prefix is used when a subnet prgfisocess for each router that receives a routing update.rOthe
is withdrawn. However, we assume thatdoes not have a routers remain the same stated is a set of routing updates
supernet. In Section VI, we will see that majority of prefixethat are triggered by the decision process. In other words,
that experience transient failures do not have a supereéikpr NewT contains routing updates generated by routers whose
Second, BGP routing updates are exchanged at a time triygestate has changed and such changes are allowed to export to
by timers. This can lead to correlated routing updates amongighbors by the export policies. The union operation parfo
multiple prefixes. However, our model will capture all pddsi an union on(U — 7') and Newl" so that newer updates are
sequences that routing updates are exchanged. By focusingept if there is an overlap between the two sets. That is, if an
a single destination prefix, we will not lose generality. edge is in bothU — T') and Newl’, the update message in

In order to capture transient behavior of the BGP systemNew" will be in the future trigger set’.
we define the state of the BGP system in terms of the A BGP system can go through a series of state transi-
routes stored by each BGP speaker. That is, each spedksr after the occurrence of an event. These events include
remembers the routes received from its neighbors, and alsd failures, BGP session reset, link addition, routerstra
its best route. As such, we define the system state as a vectmter recovery, and routing configuration changes. In orde
S = (s1, 82, ..., Sn), Wheres; denotes the set of routes storedo capture the transient behavior for a BGP system after
at speakei = 1,2,...,n, and the first route irs; is the best the occurrence of an event, we introduce a state graph that
route of speakei. describes all possible transient states of the BGP systedh, a

The route-selection process proceeds in a distributed anahsition between these transient statesstéte graphis a
asynchronous fashion, triggered by advertisements arft witlirected graph, where each node represents a state and its
drawals of routes. Triggered by an update, a BGP speakarresponding trigger set, while an edge between stites



definitely go through a control plane failure state. GivenaB
system and an event, a router experiengetential control
plane transient failuraf there is a path from the initial state
to the final stable state such that the path contains a control
plane failure state for the router; a router experierzagrol
plane transient failures for surd@ any path from the initial
state to the final stable state contains a control planeréailu
state for the router.
Fo 1 ABGP svst i & link failure. The text 4 & niides all A forwarding pathon data plane is the path that packets
1g. 1. system with a link Taillure. e text arouna a n al . . f
paths that are allowed to export to the node, which refleeseiport policy. aCtua”y pass f“?m a router to a destination. The for\_’vardmg
The order of paths reflects the import policy applied by eantien Note that path of a router in a state can be constructed by starting from
the paths at each node represent potential routes to thinatest, and not thjs router and iteratively appending the next hop router of
all of them will show in routing table at the same time. each router to the path. If a router has no complete forwgrdin
. , ath to the destination or the path contains a loop, the route
and S’ represents the transition from stateto S’ given a Eas anull path P P
subset of the trigger sdf in stateS. For example, Figure 1 - . .
. ) . : A router is indata plane failure staté it has a null path to
shows a BGP system with a link failure event and Figure % S : :
. the destination on data plane. It is clear that if a routersgoe
shows the state graph for the BGP system. In Figure 1, we

: . L rough a control plane failure state, it is sufficient but no
show both export and import routing policies in the BG for i . d | fail F
system. It means, only paths that are allowed to export ngcessary oritto experience a ata plane aiure state. Fo
M ' ' L jgxample, stateS; of Figure 2 is a data plane failure state for
shown, and local preference ranking is shown by the or

fouter 3 but not a control plane failure state. Similarlyegi a
of paths. In Figure 1, the text around a node lists all sho P : Yo
paths that are allowed to export to the node. The order ofspal

P system and an event, a router experiepodsntial data
represents their ranks so that the first one has the highdst raf

ane transient failure$f there is a path from the initial state
o the final stable stat that th th tai data pl
Additionally, nodel does not forward the path (1 2 0) to nod 0 the finaj stable state So hat ne pam confains a data plane
3 according to its export policies. Each state graph has

%’;\rglure state for the router; a router experienclzga plane
initial state that represents the states of BGP speakeiallini ran§|ent failures for surf any path from the mmal state to
. ; . . the final stable state contains a data plane failure statthéor
and the trigger set associated with the event. A directed p?ﬁuter
in a state graph represents a trigger sequence. For example,
in Figure 2,(To12TsT1sT>1) is a trigger sequence, whelg
contains the routing update from node 0 to node 2 indicatin
withdrawal of the route to node 0.

A state S in a state graph is &ansient stateif S’ # .S Since a sufficient condition for control plane transient-fai
foranT C U. A stateS in a state graph is atable state yres is also sufficient for data plane transient failuresfoges
if $" =S foranyT C U. Griffin et al have shown in [13] on the sufficient condition for the former. Transient faélsr
that in a stable state, the best paths to the destinatiorefbrmake place during the failover events that do not discomaect
from all BGP speakers is a directed tree where the directionie destination to the network. For simplicity, the events a
each edge is the same as the direction that packets tragersgskumed to be triggered by link failures.
reach the destination. We refer to this direct tredast path  \ye first introducepath availability (PA) graphof a BGP
tree of the stable state. In this paper, we focus on studying tg%tem_ A PA graph is a directed graph, consisting of all BGP
transient behavior of a BGP system that can always reachqters. For two neighboring routetsand v, if the path of
stable state for the given event. We also assume that the BGR of them is available to the other, there is a directed edge
system is in a stable state before the occurrence of the.evgydween them. The edge is a solid directed line fromo v if
The best paths at the initial routing state form a best pa# tr he edge is in the best path tree in the initial state-ainstalls
We refer to the best path tree as thest path tree of the initial g path. Otherwise, the edge is a directed dashed line from
state u to v if the best path ofv is announced ta, and installed
at u asbackup Note that an edge between two nodes can be
bi-directional dashed line if both sides announced thest be
A router is incontrol plane failure statéf it has no route paths to each other as backup paths. But a solid edge cannot
to the destination on control plane. For example, statén be bi-directional. Each node has one and only one outgoing
Figure 2 is a control plane failure state for routerWhether solid edge.
a router goes through a control plane failure state depends oln a PA graph, a node is saidreachableto the destination
the trigger set sequence it passes. For example, in Figuraf2here exists a path from, to the destination such that
router 3 does not go through a control plane failure state filre edges of the path have the same direction as the path
trigger set sequenc€l,1>11975) while it does for trigger and all of them are solid except the one adjacent to the
set sequencéTy1>TyT12). On the contrary, router 2 will destination. Apredecessor/successof a node means the

dll. SUFFICIENT CONDITION FOR TRANSIENT FAILURES
DURING FAILOVER

B. Control Plane and Data Plane Failure States
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Fig. 2. The state graph for the BGP system described in Figjure

alternate path installed in the initial state. Once the node
adjacent to link, which is closer tas, detects the link failure,

it will send a withdrawal message to its predecessors, and so
on. The withdrawal message will be finally received:ySo

we construct an trigger set sequence start at linBuppose

the best path fromu to link 7 is (ji,...,jm,[), we construct
S d an trigger set sequencél;,Tj,.,...,T},) by which nodeu

changes from stat® to S’. At stateS’, nodew will have no

path to the destination. [ ]

(a) BGP system (b) PA graph

Theorem 2 A nodeu in a BGP system experiences a control
plane transient failure for sure when a liKails if (i) for each

predecessor ofi, u has at most one path to the destination
through it; and (ii) u has only one path to the destination not

Fig. 3. An example of control plane failures.

predecessor/successor of the node in the best path tree in

initial state. ;
Figure 3(a) gives an example of control plane transiert fahhroughu S predecessors but through
ures. Figure 3(b) shows the corresponding PA graph. Ihyifial Proof: We prove this theorem by considering all possible

nodes2 and 3 use nodel to reach node). When the link activation sequences that can cause nede have no path
between noded and 0 fails, node2 possibly experience a g the destination. The first condition implies that each of
control plane transient failure if nodesends the withdrawal e predecessors of nodemay have alternate paths to the
message to node earlier than the arrival of the path (3 O)gestination. But they will not advertise the alternate path
from node3. Note that nod& announces path (3 0) only after,, yntj| 4 withdraws its best path since the paths through

it receives the withdrawal of path (1 0) from no#leNodel  gre their best paths. The second condition implies that mode
will temporarily lose all its paths and experiences a cdntrgaceives only one withdrawal message from its successa nod

plane transient failure for sure. _ N after the failure. Thereforey will temporarily have no path
~ With the PA graph, we have the following sufficient condiyg the destination. Thus experiences transient failure. Before
tions for control plane transient failures. nodeu receives the withdrawal from its successor, we already

. , ) know from the first condition that its predecessors cannot
Theorem 1 A node u in a BGP system will experiencep qider an alternate path. Thus, only after nadsends a

pqtential control plqne transient fail_ures whep a Iirl|I<faiI§ withdrawal message to its predecessors, its predecesdbrs w
if in the corresponding PA graph, (i)is a solid line; and (ii) provide an alternate path. -

if [ is removed, any node in nodés best path is not reachable

to the destination. ) )
Theorem 3 A nodeu in a BGP system experiences a control

Proof: We prove the theorem by constructing an trigggslane transient failure for sure when a liiKails if (i) after the
set sequence that causes nadwave no path to the destinationremoval ofl, nodeu is reachable viau's predecessors only;
in some state. The second condition implies that all nodasd (ii) the predecessors of nodeprefer the paths through
along the best path of node, including nodeu, have no w over any other paths.

4



Proof: The first condition implies that node will the other conditions can be derived in the similar way.

finally lose all paths not through its predecessors. Therskco We first locate the nodes where nodecan obtain a path,
condition implies that the predecessors of nadecannot i.e., the node that can be activated to providefailover
advertise their alternate paths to nodainless they receive path information. After link failure occurs, node sends a
a withdrawal message from After v drops all the paths not withdrawal to its predecessors in the best path tree at ttial in
through its predecessors,will temporarily have no path to state. The predecessors will forward the withdrawal messag
the destination. Thus; experiences transient failure. W to their predecessors if they do not have alternate pattis, an

Note that Theorem 2 provides a topological sufficient corso on. If any predecessor can reach the destination via a path
dition for transient failures for sure, while Theorem 3 s&a other than the best path, it has an alternate path in itsnguti
the topological constraint but imposes an additional rauti table in the initial state. For each predecessowpthere is
policy constraint. at most one such node. We denote these nodes with a set
B = {f1,052,.-..,0m}. Once one of them switches to the
alternate path after being activated, the new path infaonat
will be advertised to its neighbors. One of the new paths will
Transient failures’ duration and convergence delay can Bg finally installed at.

identified with state graph. A control plane transient fa@lu  With the above notions, we have the following theorems.
for nodew can be precisely represented with a trigger set

sequence or a path in the state graph, in which the last stateorem 4 The control plane transient failure duration at
in the path is the only state in whichinstalls arouteto the nodew is bounded by

destination. Similarly, a data plane transient failure fiode )

u can be precisely represented with a trigger set sequence or ,gnelg(duﬂ + dgu)

a path, in which the last state in the path is the only state in

which u has adata forwarding pathto the destination.

In order to capture the timing for a state to transit to the Proof: The transient failure on control plane of node
next, we annotate each edge of the state graph witkeight starts whernu loses its only path that goes through lihland
that represents the time that it takes to activate the triggends when it obtains tHé&st path from one of its predecessors.
set. Thedelay of a path led by a trigger set sequerise Nodewu obtains the failover path fromn possibles nodes and
defined as the sum of weights of edges on the path. Mdte failover path is triggered by the withdrawal announcgd b
precisely, given two neighboring nodesand v in a BGP w. So afteru announces the withdrawal, the delay of obtaining
system, the MRAI timer of: configured forv is denoted by the first path is upper bounded byingeg(d(. 5y + d(3,u))-
M,, and the weight for the edge in the direction framo [ |
v is dy,. Obviously,d,, < M,,. Note that an edge in the
BGP system can be either an iBGP or an eBGP session. THeorem 5 The data plane transient failure duration at node
value of M varies for different edges. Suppose negeeaches w« is bounded by
nodewv; through path?,, ,,) = (vgvg—1 ---v1). The delay of
path P, ,,) is denoted byl,, ., = 37, du,v,_,. Obviously,
dun < Yoy Mogur - wherel is the failed link.

Given a BGP system and an event, theaation of transient
control plane failureis the delay of the path led by the Proof: Supposev is adjacent to link and on the same
trigger set sequence of the transient failure anddimation of side of/ asu. The duration of the data plane transient failure
transient data plane failurés the delay of the path led by thecan be derived directly from the duration of the control glan
trigger set sequence of the transient failure on the dataeplafailure in Theorem 4. The only difference is the delay of the
The control plane convergence delay the delay of the path withdrawal message from the nodeto u, which is a fixed
led by the trigger set sequence from the initial state to tha fi valued, ). u
state and thelata plane convergence del@ythe delay of the
path led by a trigger set sequence from the initial state ¢o thheorem 6 The convergence delay on the control plane and
final forwarding state, where the final forwarding state is tithe data plane at node is bounded by
first state on the path whose corresponding data forwarding
state is the same as the final state.

_Although [15] hf_;ls shown_ that routing convergence deldyhere; is the failed link.
might be long, their theoretical bound for convergenceyela
is limited to the events that lead to disconnectivity or ran Proof: To derive the upper bound for convergence delay
route back. However, we argue that the most common eventsthe control plane and data plane, we assume that the path
in the Internet are those that lead to failover. in the final state is the last failover path arriving at nade

Next, we derive upper bounds of transient failure duratiofi e convergence time is related to the longest delay for a
for the case specified by Theorem 2. The upper bounds foute advertisement from node € B to nodewu, that is,

IV. DURATION OF TRANSIENT FAILURES AND
CONVERGENCEDELAY

diw in(d, dguy d, dgu
z+glelg( 5+ dgu) (dig + dpu)

= min
BEB

di v dy dgy) = d dgy
I, +glgg( g+ dgu) glgg( 15+ dpu)



Now, we describe necessary conditions for transient fadlur
occurred in tier-1 and tier-2 ASes since our measurement
studies in Section VI focus on tier-1 and tier-2 ASes only
due to the limited public available routing data. Note that
a tier-2 AS is an AS that has at least one tier-1 AS as its
provider. Before showing the property of tier-1 and tier-2e%s
that experience transient failures, we have the following t
lemmas.

Provider-to-
Customer

Lemma 1 In a typical BGP system, if A% converges to
a customer route after a link failure, then AS does not
(2) BGP system (b) PA graph experience transient failure during the failover converge.

Fig. 4. Transient failures take place in a typical BGP system Proof: Suppose after the link failure, A8, uses path
P = (vgvg—1...v1) to reach ASwv;, who originates the
maxgep(d(s,.))- The route announcement is activated by thgestination, andvivx—1) is a customer link. According to
withdrawal fromv which is adjacent to link and on the same the no-valley policy(v;v; 1) must be a customer link for any
side ofl asu. So the longest delay for the withdrawal message= k., k — 1, ..., 2. We prove the lemma by induction an
is d(;.u) + maxgep(dy,s) = maxgep(d,g) ). Therefore, the Base stepi = 2. Since after a transient failure, A& has a
upper bound of the convergence delaynisxsep(dg) + path(vevr) to ASvi. AS v, must install this path before the
d(g,u))- B failure because, advertises the destination to all providers.
Meanwhile, due to prefer-customer routing policiess best
V. TRANSIENT FAILURES IN A TYPICAL BGP SYSTEM path tov; should also use a customer link. When the link

A typical BGP system means that every router in thfgilure occursy, ha}s at least one pa(_lnzvl) to vy . Therefore,
system appliesommon routing policiesRouting policies are U2 d0€S not experience transient failure. _ _
typically guided by commercial relationships between ASe@du?t'Ve step: Assume that before the transient f_a|lurS, A
In a provider-to-customerelationship, the customer pays the’k—1'S best path to AS goes through a customer link. Ater
provider for access to the rest of the Internet. Two asdhe failure, its best path to, still goes through a customer
with a peer-to-peerelationship exchange traffic between theilink and v;—1 does not experience transient failure. Then
respective customers. In a typical BGP system, the provier always has at Ieagt one path o thr_OUQh”k—l' Therefore,
customer relationships form a hierarchy of ASes, that ie, thx d0€S not experience transient failure. u
directed graph formed by provider-to-customer relatigush
does not contain a cycle. The export routing policies atemma 2 In a typical BGP system, if AG converges to
typically guided by theno-valleyrouting policy, in which an a peer route after a link failure, A% does not experience
AS does not export its provider or peer routes to its prodderansient failure.
or peers. An AS always announces its customer routes to all
its neighbors, and its peer or provider routes to its custeme Proof: Suppose after the link failure, A% uses a peer
The import routing policies are guided by theefer-customer link through its peer ASv to reach the destination. Due to
routing policy, in which each AS prefers its customer route®-valley policies,y must use a customer link to reach the

over its peer or provider routes. destination after the failure. According to Lemmadlwill
not experience transient failure, which implies thaalways
A. Transient Failures at AS Level has a customer path during the failure. The paths must be

Assume that each AS has a single router. We will relax thglvertised and installed at Thus, during the failure, A%
assumption in Section V-B and consider transient failutes Yill @ways has at least one path to the destination thraugh
all routers inside an AS (i.e., at router level). So, ASu will not experience transient failure. u

Transient failures can be prevalent in a typical BGP system.With the aid of Lemmas 1 and 2, we show the property of
For instance, Figure 4(a) shows a typical BGP system, tier-1 gnd tier-2 ASes that experience transient failunethe
which we assume that each AS contains only one rouf@lowing two theorems.
and the destination is in A®. Figure 4(b) illustrates the
corresponding PA graph. Suppose that the link between nod#gorem 7 In a typical BGP system, a tier-1 AS cannot
1 and0 breaks, then nodgsatisfies the sufficient conditions inexperience transient failures.

Theorem 3, nodek, 3, and4 satisfy the sufficient conditions in

Theorem 2, and nodg satisfies the conditions in Theorem 1. Proof: Since a tier-1 AS does not have a provider,
Therefore, noded, 3, 4, and 6 will definitely experience according to Lemma 1 and 2, the tier-1 AS can not experience
transient failure and nod& may experience the failure. transient failure. ]



Theorem 8 In a typical BGP system, if a tier-2 AS expe-
riences transient failures after a link failure, it must uae
customer link to reach the destination before the link failu

Proof: A tier-2 AS u has a tier-1 ASw as a provider.
First, w does not experience transient failures with Theorem 7.
Secondw announces its best route #oexcept wheny's best
route goes through. Therefore,u can experience transient
failures only whemw usesu to reach the destination. How-
ever, this is only possible whem uses a customer route to
reach the destination according to no-valley policy. Wevpro

by contradiction. Assume that a tier-2 A experiences a Fig. 5. A tier-1 AS with a hierarchical iBGP structure.
transient failure during a link failure. Suppose that beftre
failure, AS 2 is a customer of ASl, and AS3 is a peer of ASI,

1) AS u uses a provider to reach the destination. Accordingaccording to prefer-customer routing policy, the path viRiLE

to Theorem 7p is tier-1 and will never experience transients assigned higher local preference value than those visDER1
failure. Because its best path is always knownutoAS » and ER11. As a result, all routers inside Avill use the path
would not experience transient failure, which is a contradivia ER1 to reach the destination. Once the link between ER1
tion. and AS2 falls, all routers inside the AS experience transient
2) AS u use a peep to reach the destination. According tofailures. According to Theorem 2, all BR1, BR2, BR3, and
Lemma 1 and 2, after the failure, A& will go through a ER1 will experience transient failure for sure because they
tier-1 providerw to the destination. Howevery will never have only one path through ER1 to reach the destination &efor
experience transient failure. Becausealways has a path the failure, and all of their predecessors have only one path
throughw, it would not experience transient failure, whicHo reach the destination. All ERs except ER1, ER10, and

is a contradiction. ER11, and BR4 will experience potential transient failures
According to 1) and 2)y must go through a customer link toaccording to Theorem 1. Therefore, those routers cannohrea
reach the destination before the failure. m the destination along the path through ER11 as soon as the
failure occurring. The above example shows if all of routers
B. Transient Failures at Router Level inside a tier-1 AS use the same egress point to reach a

Our previous analysis shows that tier-2 ASes will expemenéestination, they will experience transient failures ¥ tigress
transient failures, and tier-1 ASes will not experiencasiant Point cannot reach the destination.
failures under the assumption that those ASes contain only T ient Fail Durati dc Del
one router. Here, we relax this assumption, i.e., we considé ransient Fafiure buration and tonvergence belay
transient failures for an AS containing a set of routers. We In Section IV, we derive the upper bound of transition
focus on transient failures occurring at routers in tier3es. failure duration and convergence delay for the case spécifie
Although a tier-1 AS cannot experience transient failurd®y the sufficient conditions in Theorem 2. But for the case
at AS level, routers in a tier-1 AS can. Tier-1 ASes typicall{d Theorem 3, it is difficult to precisely identify a sé& who
have a fully meshed or a hierarchical iBGP structure. Here agovides failover path to node because node has a set of
focus on describing a hierarchical iBGP structure. Sirhijar paths to the destination through the failure linkn a general
we can describe scenarios that routers in a fully meshed iB&&P system. However, in a typical BGP system, we are able
structure experience transient routing failures. In adrighical to define a similar node séir, that consists ofouters1) in
iBGP structure, route reflectors are deployed and it cansiée (direct or indirect) providers of, 2) in tier-1 providers, 3)
of a set ofBackbone RouteréBRs), which are BGP route Use their direct customer or peer links to reach the desgtimat
reflectors, and a set ddge Router§ERs), which are route Note that the nodes from whom obtains a failover path
reflectors’ clients. An edge router could be access router should be the nodes in the (direct or indirect) providers of
that connects to customer network, orpaer router that u that do not experience transient failuresifs not in a tier-
connects to peer network. For example, Figure 5 shows fobAS, the delay that obtains a backup path from its provides
backbone routers, which are fully meshed. Each BR connebtd be no worse than the delay thatobtains a backup path
to a set of edge routers. In terms of route export and impdf®m a node inBy;. Therefore, with the notion 0By, we
policies, BRs have a peer-to-peer like relationship betweare able to formulate the upper bounds of transient failure
each other, i.e., a BR does not transfer the routes betwéhiiation and convergence delay similar to Theorem$.4
two other BR routers. A BR and its ERs have a provider-to-
customer like relationship, i.e., they import and exporttes Theorem 9 The control plane transient failure duration at

from and to each other without discrimination. nodew is bounded by
Let's consider the case that all routers use the same egress 0 (d d
point to reach the destination. For example, in Figure 5, if 52%1;1( (w,8) t d(B,0))-



(2310)
(20)

Proof: If w is in a tier-1 AS, it is trivial to show that
the theorem provides a loose upper bound of the transient
failure duration. Suppose is not in a tier-1 AS, the node that
providesu the first failover path must be in the same AS as G320
u or in the direct or indirect providers af, which is denoted
by v. We will show thatd(uﬂ,) + d(v,u) < mingeB,, (d(uﬁ) +
ds,4)) by contradiction. Suppose is such a node inBr,
that has the minimal round trip propagation delayut@and
diu,w) + div,u) > diuw) + dew,w)- Along the path fromu to
w, there must exist a node which providesu a failover
path. Howeverd , ) + d(w,u) > dw,v) + ), Which VI
contradicts with the assumption thatis the first among the
nodes that provide failover paths. Therefore, the upper boun

is minﬂEBm (d(u”g) + d(ﬁ’u)).

Provider-to-
Customer

Fig. 6. A simple topology with commonly applied routing myli

. MEASURING TRANSIENT FAILURES

In this section, we measure transient routing failures @ th
?nternet. We study the extent to which transient routintyfais
occur in the Internet by examining routing data collectexhfr

& number of tier-1 and tier-2 ISPs. In addition, we inveséga
the impact of routing policies on transient failures and the
popularity of prefixes experiencing transient failures.

Theorem 10 The data plane transient failure duration at nod
u is bounded by
P,-Iéllgff,n(d(l’“)) * ,Brenégl(d(“’m + d(ﬂ’“))' A. Measurement Infrastructure
wherel is the failed link. Our measurement uses both public and proprietary data.
N o . .In particular, we collect the following two sets of data. The

Proof: In the case specified by the sufficient condition ifyst set of data contains the BGP updates, routing table-snap
Theorem 3u has a number of paths to the destination througlhots, and configuration files from a large tier-1 commercial
the failure link[. The transient failure on the control plan§p packbone with hundreds of edge routers connecting to
begins when all these paths are withdrawn. Therefore, 8efQt,siomer and peer networks. The routing updates are cadlect
u experiences transient faiIurg on control pIane,.the domati by using a BGP monitor that has iBGP sessions (running over
that nodeu should take to wait for all the paths i,;) 10 TCP) to some top-level backbone routers and to edge routers
be withdrawn is upper bounded hyaxy,er, ;, (d(1,u))- We  connecting to peer networks. A snapshot of BGP routing table
know that the transient failure on data plane begins when thgaq the configuration file from each router are collected on a
link failure happens and ends whengets the first failover gajly basis. These data were collected over the period of 20
path. According to Theorem 10, the upper bound of theyys in July 2004.The second set of data contains BGP updates
data plane transient failure durationuisax,;cr, ,,(duu)) +  from Oregon RouteViews collected over the entire month of

mingeBy, (deu,g) + d(g.u))- B July 2004. We select 4 tier-2 ASes, which are inferred based
Similarly, we get the upper bound on the convergence delgy the inferred AS relationships [6].

as follows.
B. Routing Failures in the Internet

Theorem 11 The convergence delay on the control plane and we consider the router experiencing routing failure to heac
the data plane at node is bounded by the prefix if we observe a withdrawal message for a prefix at
that router. We compute the duration of a routing failure as
P,-rélz%’f,n(d”“) * Brggfl(d("ﬁ) +digw)l the time period between the withdrawal message and the first
wherel is the failed link. announcement of the prefix after the withdrawal.
We analyze routing updates collected from the tier-1 AS and
At last, we compare our result with [14], in which theobserve that the monitored routers (52 routers) experience
convergence delay of a fail down event is upper bounded arge number of routing failures. Figure 7(a) shows the cumu
n x MRAI, wheren is the length of the longest path to thdative distributions of routing failure duration at all mitsred
destination. Our result shows that convergence time can foeiters and one backbone router (thxis is plotted in log-
longer for failover events since the longest path betweduréa scale). We observe that most of the routing failures aretshor
link [ and theg node could overlap the longest path from nodkved. More than 60% of routing failures last less than 100
B to nodeu. For instance, suppose the link between ndelesseconds, and about 50% of failures last less than 30 seconds.
and1 shown in Figure 6 fails, the longest path between nodéis observation holds for both backbone and edge routers.
4 and failure nodd is 2. However, the convergence delay can Similar observation also holds on tier-2 ASes. Figure 7(b)
be as long agt x M RAI because the length of the longesshows the cumulative distribution of the failure duratioh o
path between nodeks and2 (a 5 node) is2, and the length routing failures for four tier-2 ASes. We observe that miyor
of the longest path between nodesind4 is also?2. of routing failures last less than 100 seconds.
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Fig. 9. Percentage of candidate transient failures thaveriéed.
C. Transient Failures in Tier-1 Network among all routing failures that last less than 30 seconds. We
From Figure 7, we find that the Internet has experiencg@ld that 55% to 85% of the routing failures observed at each
a large number of path failures. Now we analyze transiefonitored router are candidate transient failures. Theltres
failures in tier-1 network as following steps. indicates that majority of short-lived routing failuresnche
1) Identifying Candidate Transient Failureggimong all the transient failures.
observed routing failures, we first identify candidate siant 2) Verifying Candidate Transient FailurediVe examine if
failures. If the paths used before and after a short-livetimg  candidate transient failures are due to failover event.eaah
failures (i.e., failures that last less than 30 secondsleammed candidate transient failure, we check if there is an edgéerou
from different edge routers, we consider the failure as that still has available path to the destination at the tihes t
candidate transient failure. Otherwise, if the paths befor¢ailure occurs. We consider the time period from 70 seconds
and after a routing failure are learned from the same edpefore the failure to 70 seconds after it. If there is an edge
router, we consider the failure &sildown because there is norouter that still has an available path to the corresponding
alternate path to reach the destination during the faildeze, destination, we call the candidate transient failure asrified
we focus on short-lived routing failures. The reason is #rat transient failure Figure 9 shows the percentage of verified
edge router can take as long4s M RAI time to obtain an transient failures out of all the candidate transient faitu We
alternate path from another edge router, and the MRAI timgind that at most of routers, about 60% of candidate transient
among iIBGP session is 5 seconds. The duration is boundeffures can be verified. In the remaining of the paper, the
by Theorem 4. If we consider additional MRAI time delayanalysis is conducted on the verified transient failures.
between the edge router and the monitor, at the worst casefigure 10 shows the cumulative distribution of the failure
the control plane transient failure duration could lastwt80 durations for the verified transient failures occurring it a
seconds. routers and at one backbone router. We observe that for both
For each routing failure, we define th®est path before cases, transient failures are short-lived. More than 95% of
failure as the path in the last route announcement befarensient failures last less than 10 seconds, and more &4n 8
the withdrawal. The path has the highest local preference afrthem last less than 5 seconds.
shortest AS path, and should be stable for certain period ofNote that prefixes can be nested and both the supernet and
time (e.g., 5 minutes). If we are not able to find the besubnet can exist in the routing table. For example, 10.0/26.
path before a failure, we consider that failure is relatec tois a subnet of 10.1.0.0/16, and 10.1.0.0/16 is shpernetof
previous failure and ignore it in our analysis. According td0.1.16.0/20. If there is a withdrawal on the route correspo
our definition of transient failure, we consider thath after ing to the subnet, the destination may still be reachabl¢héa
failure as the first path after the failure. routes corresponding to the supernets. Therefore, theesubn
Figure 8 shows the percentage of candidate transientdailuwill not experience routing failure. The subnet will exmarce
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transient failure only when all the supernets are not abhila zg
We examine whether those prefixes that experience transient 10 routng ares
failures have supernets in the routing table. We find thatemor 0 candidate transient fajlures
. . . . 1 10 100 1000 10000 100000 1e+06 1e+07
than 78% of prefixes that experience transient failures do Failure duration (seconds)

not have supernet in the routing table. For those prefixes Cumulative distribution of the failure duration miuting fail
0, : .11, umulative distribution of the failure duration ting failures

that have sgpernets (about 22%), we f'”‘?' that_ all Pf théaﬂ?d candidate transient failures in AS5511.

supernets will experience at least one routing failuresndur

our measurement. It means that those prefixes are stilylikel 45

to experience transient failures. ¢

35
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D. Candidate Transient Failures in Tier-2 ASes

According to Theorem 8 in Section V, transient failures at *

tier-2 ASes under commonly applied routing policy have the

2

Percentage (%)

15

following property. Before the failures, tier-2 ASes use th .
paths through their customer networks to reach the deftimat 05
and after the failures, they use the paths through theirigeov 0
. . . . . 1 10 20 30 40 50
networks (i.e., tier-1 ASes) to reach the destination. buing Routers

failure has such path change pattern, we consider thaféa“lé_ o P .  ransiont fail that violaes . y
H H H H . 1g. . ercentage or transient faillures that vio er-customerouting
as cand|d§1tetran5|ent failure in tier-2 ASes. _ ~ polioy.
Table | illustrates the number of candidate transient fagu
i.e., the prefixes which change their best paths from pa;lgs

learned from customer networks to paths learned from peovi e cqnflgured to prefer a path frqm Its peer over _the path
networks after routing failures, in 4 tier-2 ASes. Figure 11°M its customer (€.9., backup routing policy). For allitied
transient failures, we examine if those transient failuses

shows the cumulative distribution of the failure duratioh o 4 by violafi ; | lied : licies W
routing failures and candidate transient failures in BSThe €aus€d by vio ation of commonly applied routing policies

curves for the other tier-2 ASes are similar and are not shohd™ne the local preferepce and AS path length Qf the best
here. We observe that majority of the routing failures ark ute before the failure with the route after the failuredan

candidate transient failures last less than 100 secondse Sit E_ t%pﬁ of r(;uters f"e" pse\rNrouters_ dor access ro utecnsfri) fr
we do not verify if a routing failure is failover or permaneni’v ich the paths are learned. We consider a router is contigure

failure, we observe that some routing failures last mora th ith prefer-customer routing policy if it always assignghmar
several days. Almost all candidate transient failures lass ocal prfafer(_ance to the access rou.ter than to the peeringrrou
than 100 seconds. This duration is bounded by Theorem 4, ighe.rwse, if the router assigns hlgher _Iocal preferencio
there are 2x MRAI time (30 seconds) applied at the eBGPHENNY rou_ter, we consider it as violation of prefer-cmﬂo_
session between the tier-2 AS and the tier-1 AS. and 4 ro_utlng pohcy._Flgure 12 shows the perc_entage_of transient
MRAI (5 seconds) applied at the iBGP session within each Agylures that_ violate prefer-customer .routlng poI.|cy at;fea
Note that we are not able to verify these candidate transiéﬂf’ter' We _flnd.that only a small fraction ‘?f trans_lent fedlsir
failures due to the limited routing information availabterh Is due to violation of prefer-customer routing policy.

the provider networks. In the rest of the paper, we will foc

on those verified transient failures occurring at tier-1teost * Popularity of Prefixes Experiencing Transient Failures

) o . ) We measure the popularity of a prefix by the traffic volume

E. Impact of Routing Policies on Transient Failures that prefix carries at the tier-1 AS. We aggregate the NetFlow
In Section V, we study how commonly applied routinglata collected in the tier-1 AS during the week (1/2/2005
policies affect transient failures. However, a tier-1 ASyma~ 1/8/2005) and compute prefix-level traffic statistics. For
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each destination prefix, we compute the percentage of tlklentified Internet failures and discovered that routingtan
total traffic destined to that prefix. We find that more thahility can disrupt end-to-end connectivity [19]. Feamsteal.
30% of prefixes experience routing failures, and about 108tudied the location and duration of end-to-end path fedur
of prefixes experience transient failures. We also obsdrae tand correlated end-to-end path failures with BGP routing
the prefixes experiencing transient failures carry aboutod% instability [3]. Their results show that most path failulast
the total traffic. less than 15 minutes and most failures that coincide with BGP
We further rank prefixes in the reverse order of the traffiastability appear in the network core.
volume they carry. Figure 13(a) shows the scatter plot of theTeixeiraet al [22] found that routing changes are responsi-
rank of prefixes experiencing transient failurgsais) versus ble for the majority of the large traffic variations withinarge
the number of transient failures those prefixes experiemce ISP network. Routing failure within an AS has been studied
axis). Here, we normalize the number of transient failurem [1] by characterizing failures that are correlated wigI5
Each point corresponds to a prefix that experiences a transiouting updates. Our work complements this study by foausin
failure. We observed that both popular and unpopular prefixen interdomain routing failures.
can experience transient failures. Compared with unpopula
prefixes, popular prefixes are likely to experience fewar-tra
sient failures. Figure 13(b) shows the scatter plot of waftil-  In this paper, with the aid of a formal BGP model, we
ume of prefixes experiencing transient failurgsakis) versus investigate the nature of transient behavior of the intemdin
the number of transient failures those prefixes experiemcefouting protocol. We find that network changes that do not
axis). The number of transient failures and traffic volume f¢ause prefixes unreachable might still cause transient loss
each prefix are also normalized. We observe that there is ®foreachability for these prefixes. Both the analytical and
correlation between the number of transient failures ared tAeasured results show the existence of such transienhgouti
traffic volume of a prefix. For example, a prefix that carrieiilures in today’s Internet routing system. Our measurgme
more than 1% of the total traffic volume may also experiené@sults demonstrate that more than half of the observedésil
a large number of transient failures. Figure 13(c) shows tRée transient routing failures. These routing failures tzest
scatter plot of traffic volume of prefixes experiencing tians Up to 100 seconds and affect both the unpopular and popular
failures ; axis) versus the total duration of transient failureBrefixes. Therefore, transient routing failures can havega s
those prefixes experience &xis). Similarly, the total duration nificant impact on the end-to-end performance in the Interne
of transient failures for each prefix is normalized. Agaigre
is no correlation between the total duration of transieififas

and the traffic volume of a prefix. Popular prefixes may alsp We are grateful to Jay Borkenhagen, Jennifer Rexford,
experience long duration of transient failures. Aman Shaikh, Oliver Spatscheck, and zhi-Li Zhang for their
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